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Abstract

This paper examines the security vulnerability, demanded service, layering consideration for lo-
cal area networks(LANs), and proposes a new key distribution system suitable to local area
networks. The new key distribution system is applicable to time quantum in encryption key and
then the time used and the quantity of encryption message using the encryption key are limited. A
system suggested in this paper can achive some higher concurrency of key and authentication of
the opposite party. Even through a encryption key expose by reason of wiretapping of a frame
unit, It has achived some more security and safety, because the contents of all traffic messages are
not known,
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A% A= KAR B35 3lste] 9] =208 [a9h 242l
714 E [a9} vl m3te] o] Ho) Ho] ol & F(A,
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KDCzt 7)o] concurrency) 8t 3.5} 71| (EK) 9}
A& ZH Tre) & Al ®ok, 71e] 7L KDCoH Al v 2
83} 3 zpalo) WE-e 93 5} ) o & o] £-3ha] & 1) Al
1 Bel =24, Agl 7]o] 218 «(KID:Key Identifier)
2 ¢33} alo] Boll Al it Flo] A A Avh
A%} random vector ko] o},
£413) A-B :{EK, Trq, AKE {ti, B, KIDat®®

= 'AH“J91 KBE& ol &3l 5333ty 9153} 7)0o]
(EK), 7)0] AF& AlZHTra), 5418 93t i (A)
=y l i} FAlol o] vl Al X7} KDCE S8 & A<
& QlZsA ®rHB, KDCit Jle]  concur-
rency). 71&] i 1} EK & o] &&ta] 2 5 8}3PH 7] o]
2 A 7E Agl F]o] AR rpE ol w o

%41 4) B—A : it+1, B, KIDs}E®  Bi= A7} Bl
Al gboll 18 v 3k gt *bal o) Flo] Ay 2 Aol Al K
W}, o] g 4413k EKE o] & 5le] Xgstatvl EK7}
o] Mol ALg¥ F1o]7} obl & &gy FAlel 7)ol
Concurrency & W Ak glvh, e ol Bl 7)o 2

g A Hok

otE 3} 7] o] Huf 7} W KDC, A, B ¥ 5719}
33} 7)ot g wfshA "l 1elal Az Be] 7)o] 4
), Bi= Ay 7o) A abg 7R Al Hul FAAl &
2} 710} é} 2k g Boadlcd, o)Al A9l Bz EK+E ©]
8-5bo] WM 2 Faska 9 W EskE sl E Al
o}, ojuf Avs FAlo] §h ”‘1' T wjupch Al
B A|7bo] thg R o) wimalE H Ak

while message # null
if Clock — (T\+Tta) <0

then EK & Al 4 A&

else KDC &2 L Ef A &2-8- EK & ol 9b-8-
end

% BK 9] ALg A1 7F S Qbol & A% AL 5ha Abg: 4]

tro] 7 #hahidl KDC 2 B vhal AhsL - EK & o)
v}, o35} 7)of o] AFE AICEE AFE AL (Tro) Wh
o & | §taled o] 7)ol 5 o] gsled oFF ghahis vl A ]
o) k% A} daliz Aoluh wkeF EK 9] AR& 4] (to] 2 at
sted A2 EKE KDC&E e Rl kg 4 5o 4
A &o] HE Aol o= EKE AF&¢k AQlvbe A4
g ol & 7]o] A 35 o} &-3hH Ht,

2. BIAIR} Q1=
Flo] Bul) w& oA EK =
€} o] ezt Eubd AL B

AF2 AFsti ol &
KDC7FEK 2 2%l
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v} Cief A BK g astd wE MM xe o] Al F &
vholu}, r#idl KDCi EK& A, ulieh &17] of &
of EK & °h<5.§}€c1 w4 2]+ KDC 2 ¥ & & A %l =3
42 qluk, %, A ofij B EK& 943 8l¥ vﬂ A A
FalakA JIL} w2l Al A= B2 H-H, Be A2 —%’43
L 4ele g}o]ze_}-o ;,J__;,q E) Ao}tH 7(4;_}25} ol =S
yeuh, e oA A H e S A=A, B)7FEK R
St@ slate] Bk w4l Xl/} CRA A 2ol Al 2 2 o Al
Alsr rdtsiol @k tAE] WS S A E ¥
Fog ol g Wy °ﬂ FA =LY AP A3 E ol M R (]
Q) B4 & Al 7p Als & Al Aol A HEote
A g 21e F e sEolde] HEE F U
steh, o] & Pl Az (b g aﬂliﬁl‘:% ol &
A gl A9l Brlo] WAz A4 A+ “17, B
‘0" % Eof CL(flag) HES A F sl WA R g Hodu
o] Hirw F wich o)A goas A o

A Aol o @ 91 % & ¥ sl ¥ 5 ek,

3. Time Quantum X[ &

St B Aalgbo A of 4] %] 442 w4 (Broadcast-
ing) o] v] wio] ojul A o] HolER HEHE
W oS S A 5 ook 2w AE ol &
¥l 7o) Buf whalof] A Bruf @ 7)ol = F Al xprE M3t
< k= ol Al 2] A Aol Ald o] SEIvh e A dh e
%, S8 45 7)olE 1L Al o] Fol FAlE =
Al B, A, Al A olE 7Hta}
/] gl18te @apel gha g} 7 O](EK )& ol &3t 3
ghahis Wl A %) kS 2 dstc}, & KDColl A 21 A7)
CPro) WHEEYE Hu ke EK & m) M) %) & 9t 5.3 5t &
Aa} vk %14 & Time Quantumol| A w1t
by W A =% 7p ) yhe 91—2— o FAG(A) e F
Wl gt s s} 7o) F KDCR2 g Wl 3ol afet &
nf whizuh Cre) a v vl v 2 & A E de
A & Nuf Rk e ol o) &3k, o] well A HB) &

I”‘ ot 8} 78 M-8 stojof Bl A S A of &
1ol & ritaky] fal #lo] A 2bE o] &gt HA
¥ 3= v M xjoll 7)o} A xbE §HA W oW EKE
*F% =22 vpz & 4= A "oh F 58 wA R

o} 7)o} A]ui xpe} o] M o] 7)o 2|4 z}2} o] u] ailo] -46}]
EK& ’IL%?’} £ oolA "ol o Aztsfol & %
Time Quantum®] oF x4 of Ar}, ukef kel =14 gho)

L Y- 21 vje 0] 7o) Bl w2 2 zjol vt glar |
vogo v gk ot a st 7o) Buf AAE T
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+ 58} 7o) Kol 4

dct webA 7 A §H3 Time Quantum %8 %4 8}
£ o] 7AYot

4. 7|0| #2| =2} HlojEt 7=

Time Quantum$& o] &3t 7)o Huf w2je] g
gk 710] #& %11”-— IBMol| A AMg3F3 U= 7o
AFE F2E 71202 3y F2 29 6.9 gk

AHgat wlg #io]

Abgak Wiy #lol

oiMx) 2} 7o)

Mz et 7lo]

a8 6 7ol A% 72
Fig 6. Hierarchical structure of key

W 7)ol KDCoF th Aol AFg-x]w ol Hl %] o35}
7ol = ARg-2zEe] v 2] F4AlAlel] ARS-Elv), o)
M 2] QY5 3k 7o) o] ARR-A|Zto] Al Ehs 7] w0l ]
= A, A FE7) ¢ dolel v H a3t}
.3} 71o] ©h9lo] sl P29 dlojE} R l‘%?
2 19 8.3
KDCw w4 #)o] #ull 7] o] 851 i
7} o HlYl o] 2l AEE A4S, 1 3 KDC
= B Aol g Mg Al gkl wal A, A i’JrE]
slol 7] wWiol 4rel, AbAl7} Rolsk g g At
TEE o]&dt} &3 Jlo] Al vt wx=d
Aol 8 s 5L KDC7 =1 g & 7]o] A3 Alztel 7
et s A2 E5E Ao A E el AE s
‘—lr’\} da st of AFR3HY, o] & alEly] 3t g
o r}e-i ¢k},
Procedure MAIN(C, I, Y, TI, S, N)
#{NODE(i), 1<i<N}& #j4 J]o] g} ~Eo|p N

"

|

SN

FAYS PR Qi mEEe] Aotk TIe
o] 2o A npAE F]olE A}t 2] 2R A stk sk AIRE LA gholvt
v 7o) PAES i atete] welstam ARG R} ] 4
EX TQ Ti LINK
] DATA >|
EK : Encryption Key TQ : Time Quantum
Ti ¢ System Local Time
gl 7. 83s Ax
Fig 7. Record Structure
wjg gjoj DATA
NODE (1) ki i I -1 4]
NODE (2) kz T 4]
NODE (n) kn -+T— —+—— -+ 0
18 8. dolgl 2
Fig 8. Data Structure
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#1e 458t F1o) A T A As DAl sl v
o AR v

case / sl A Ay

:C=1:cal INIT(N, K)

:C=2:call ADD(, Y)

:C =3 :call DELETE(, Y, TI)

end

end MAIN
Procedure INIT(N, S)
/89 F)o] FF 3 AVAIL == 273} 3¢}/
ANE TG d2E xse] F Sg o475
AVAIL == 9] £/
declare NODE(1:N), AVAIL(1:S)
for i+-] to N do
NODE(i)«kiZiki, 1gi<kiz /¥ =222 E
558 v o)y
LINK(NODE(i))+0/ 2t =529 Z7] fagre
002 Ayt /

end

forie—1to S—1do # AVAIL == 273}/
LINK(AVAIL(1))«~—i+1 /83 2| 2E -2/

end

LINK(S)«0/#null =3/
AV—AVAIL(1)

end INIT

Procedure GETNODE(I)

#AVAIL == g 2EZ2RE 3749 we g der/

#AVAIL =271 Q=3 A8 4§y
if LINK(AV)=0 then call NO-MORE-NODES
Xe—AV /X 9453 7)o] HF v E2AE 7
AV—LINK(AV)

end GETNODE

Procedure ADD(I, Y)
/@8t Flo] A A Bl =B &) A
call GETNODE(X) /M=2& x=z(AVAIL)E
A=/
DATA(X)«Y #Y+EK, TQ, Ti& AR 3=/
LINK(X)+0
#F= Front £ ¥ o)1 R& Rear € o|t}y
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if LINK(NODE(i) ) =0
then F(i) «R (i) ~LINK(NODE(i)—X
else LINK(R(i) )X : R(i)«X

end ADD

procedure DELETE(I, Y, TI)

ARARG QY ADE 233 9t53) 7)o gl 2E
& AAlE s AAE enEe RET(X) $HldA
AR 4= YEE $hoh v
if F(i)=0 then NODE-EMPTY

else if TI{=Ti(DATA) then
X+F(i);F()«LINK(X)
Y+DATA(X) :call RET(X)

end DELETE
v.d B

2 mFoAE st BAY B Arw
ol daAdw #AA, ol MFL A% 2 Ay
2 AE diohs YIEstdnh E 7|E ¢gas} 7o)
2 B S EMEn 2AEE 1EE o9 8l
Al srAE BAg] Hge] A3 AR Flo] B
vl g4 o2 A Time Quantum$ o] &% 7]o] )
WALS A Qs

Albe Flo] Full WAL 7|E o] Huj o]
7FA 51 Sl 7109 concurrency9t Aot QlZ o)
TAEE N FEH FAl 7|Ee] e gast )
ole] ¢t ghilo] ot m &2 AA vl MR &
= 438 mobd 4 glont AghE WA Fuiw
Es) 7lolg) ALEAIZLE ABFgos M F)o]F o
B3lod FAIshE AT WA e Agate] ghA
of Flo] kFo|} Eg, AR £FY FEol r}
stojets A4 siAdxe] WEg & = Q7] g
AR5 dEAS US =Y 4 U

B omElA Mg 7]o] ®ul) wAL 2AE F4A
el 21 2 gol 75 SMIBshe] J# 2@
Time Quantum®] & AJ7F A Wk &% A7
WA 2 ol

& =

B A7 1929 3= WaEA dpze] gl
HE 7% lwe] Be A7e) Apw] %)
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