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ABSTRACT

In this paper, an Information Security protocol in LLC /MAC Layer Architecture is discussed,
This paper examines the security Vulnerability and threats, the security Service required to pro-
tect these threats, and architectural considerations of security protocol in IEEE 802 LAN architec-
ture. To provide an Information security service, an information security protocol(SP2: Security
Protocol 2) PDU construction with LLC /MAC service primitives is suggested. To construct the
SP2 protocol, the ECB, CBC mode of DES algorithm and DAA(Data Authentication Algorithm) of
FIPS is used. The SP2 protocol suggested in this paper provides data origin authentication, data
confidentiality, data integrity service,
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destination address,
m_sdu,
requested_service_class
)
MA DATA.indication (
destination address,
source_address,
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DSAP:Destination Service Access Point;

PAL:Padding Length:

SSAP:Source Service Access Point; IV:Initial Vector;PAD:Padding;

SP ID:SP2 IdentifieriKID:Key Identifier:

MAC:Message Authentication Code

& 4.SP2PDUS -4

Fig 4. construction of SP2 PDU
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Di=IV:Initial Vector, @:Exclusive-OR, 1:¥ &%, KEY:4&$} 7o) (EX),

0:2% ¥3%, DES:Data Encryption Standard, MAC:Message Authentication Code
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KEY {—| DES DES DES DES
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Fig 6. Block Diagram of DES CBC mode
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H 2. 9 vpxje 22] 7o) 9} Padding % o]
Table 2. The Final Block Length and Padding Length
(] S

gl wpalnh 2ot de] | Padding %ol
I e
- 3 4
4 3
) . e —
: -
- 777”7 - 7()
B 778 ”7

4.5P2 =2 £ pDU X{2| HA}

SP> ZRES PDUSH Helsky] faiMs: $52

FalEks wmriiiel wis] Wy ‘”é‘é’} 7)ol (EK :
oAbl ste] ok shiy, W e tbell A v

b5 8} 7o) —”—HH A

Encryption Key )+
Time Quantum-% 0] f3 9

w51l o] [FI Rl o].n Spal i kgl
ol {EK) 9} ¢F@ 8} 7]o] #1H«H(KID)# ~3v’rHH‘.’¥-.;
.

SP2 siEd PDU A& Mz SP2 DATA re-
quest ¥ MA DATA request® W 3habiz 41 # 2
¢} MA DATA. indication SP2 DATA.indication
w2 WEkEls el FHx 2biE Lhas e IR R P

Fepalaral shd g SP2 DATA request 2| source
address®} destination address# & #lstc}, ojuff <
wrvh Ay wE Mz fshis Nmvh ofyd
SP2 DATA.requesti> MA DATA.request® o]
S AE A Slod 71E A el §- 80 qre] FElye
= gto, kel N RS
SP2 stz ks &g Ak g stut ojuf SP2 si
B a3 PDU 9] j_f&] b 2 ek yre] & g, o9} ko,

Au) 28 sk ol

ehagl 1 & #ak

Process Send_to MAC Layer()
Var
SDU : Service Data Unit ;
PAD : Padding ;
PAL : Padding Length :
MAC : Message Authentication Code :
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SP ID: Security Protocol Identifier :
KID : Key ldentifier :
IV : Initial Vector :
DAA() : Data Authentication Algorithm :
DES CBC MODE( ) : Encrypt & Decrypt
Algorithm ;
Begin
Receive from LLC layer
PAL :=8 — reminder of | SDU length /8] :
length of PAD :=PAL
append PAD, PAL to new SDU ;
MAC : = DAA(SDU, PAD, PAL) .
append MAC to SDU
STATION D :==Source Address of
SP2 DATA.request .
append STATION IDto SDU :

encrypted STATION ID, SP2 SDU, PAD,
PAL. MAC :=DES CBC MODE
(STATION 1D, SP2 SDU, PAD,
PAL, MAC) :

append SP ID, KID, [V
to encrypted STATION 1D,
SP2 SDU, PAD, PAL, MAC ;

Send to MAC Layer ;

End.

ohie) & 2. 44 4%

Process Receive from MAC layer() :
Var
EK : Encrypt Key
IV : Initial Vector ;
PAD : Padding :
PAL : Padding Length ;
MAC : Message Authentication Code :
DAA() : Data Authentication Algorithm :
DES CBC MODE( ) : Encrypt & Decrypt
Algorithm ;
Begin
Receive from MAC layer ;
EK :=ditermine with KID of
MA_DATA. indication :
decrypted STATION 1D, SP2 SDU, PAD,
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PAL, MAC :=DES CBC MODE
(encrypted STATION ID,
SP2 SDU, PAD, PAL, MAC)
with EK, received IV ;
Save STATION ID for Sender Verify ;
calculated MAC :=DAA(SDU, PAD, PAL) :
compare with calculated MAC and received
MAC ;
IF not equal each other THEN exception
handling for error ;
length of PAD :=PAL
remove PAD, PAL from SDU ;
Send to LLC layer :
End.
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2 A EE ol 4 ek
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