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ABSTRACT

Two types of key distribution protocols with user authentication are proposed for PCS(Personal
Communication Service) and digital mobile communication systems. In this paper, we investigate
the service procedure and security requirement for PCS, also discuss the security problems of
KDPs previously proposed for digital mobile communication, and show that Park’s type Il among
the schemes is easily broken by an impersonation attack. Qur proposed I, II are based on the modi-
fied cryptosystem of Rabin and ElGamal, and reduce the amount of computation for user authenti-
cation. Such a reduction is good solution coped with the limited capability of user terminal on PCS,
As a result of making a comparison between our schemes and the previously presented schemes,
we can know ours are more secure and efficient for PCS.
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