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ABSTRACT

This paper presents a new protection boundary model for internetwork security. Intermediate system of our model does not ful-
fill security service of confidentiality but authentication and integrity. Thus this model knows whether the transmission data on the
intermediate system is authentic and integral or not, and it is practical and easy to be implemented. This paper also propose a key-
dependent hash protocol which can provide integrity and fragmentation efficiently, and a key-distribution protocol, which is suit-
able for the proposed model, using D-H type protocol. This key-distribution protocol is implemented using DES, MDS, and
Montgomenry algorithm.
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Fig. 1. A typical topology of internetwork.
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Fig 2. The protection boundary of internetwork in SP3 and NI.SP.
() The protection boundary with untrusted intermediate system.
bY The protection boundary with trusted intermediate system.
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Fig. 4. The proposed protection boundary in internetwork.
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Fig. 5. The PDU structure for the proposed security system in internetwork.
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Fig. 8. The key distribution protocol with an authen-
tication function in internetwork.
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