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ABSTRACT

At Crypto’89 meeting, D. Chaum suggested an undeniable signature scheme. Undeniable signatures are verified
via a protocol between the signer and verifier, so the cooperation of the signer is necessary. So far, there have been
several variants of undeniable signatures to obtain a signature scheme, which can control the abuse of ordinary
digital signatures.

In this paper we integrate these variants into a generalized undeniable-type signature scheme. Also, it will be
pointed out, that undeniable signature schemes but its first realization are vuinerable in full view of eavesdropping
third party. Moreover, to solve this problem, we propose a new type of digital signature, called “result-indisting-
uishable undeniable signatures” and construct a practical protocol that implements it.
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I.M &

Aus) Ars 2o Mo HFH MENAE T
g Mulazt 2782 ok 53], AFEHE °l &
B W FH7E oA o2 g Au| 2ol tiF B B
Fol gaAo| dFEZ Atk A E MEL 71E9
N F A2del Mol (=)ol A Zhe vlA
A QAF 3 AHER AFE] QUL HHEFA My 20
A Astazr she Aol axrg g g A
He et Aue 548 mEA du 239

Edo2Ee fdAdF 2A4e] el °1FAM &
YA HAE NEworM NEHeg s

At 2 Yol 5 AR AL AL Mg 2 EA)7]7]
) o) &A @] s)wto] ofEl AutE Jtzgte
mfoja R X2 M7 WAE A F =g ALE 3t
F#Hale Aol AAHQ FAolt) F, Ao ddy)
dMu tA & M@ Mu2E BE 4 Y Ae] of
yeh, AvE 5 g AR F Algo|H of | AulAnt
74 HE7M S A E Ay MH|2E BE £ 3l
o} olgt 22 AR AT AntE stE) IfF EA4Y
Mz g9 kAo g Q3 tAE Ay XF
g o2 ARws dAYE AulE g M 3
e =73 ¥ 4 A

U AR e e DR E H§AY 3l
e AANFENSE Zde dAE MELe giRed

Bopol e vl $ FEsith 2y AdHezy
Ao g g S8SdAME oy T AAAFL
dQ o449 Hoidt 21F 71F (M| Al eR
U9 e AZgesN MY AHRE] o8
g F e N54E 2954 o gk Ao
AHRte g2 M) AFA4S U + AL AE
9] AFL A E NEA A mEg Holof
AU B4 AR MHE $AY 5 A e
W Fol o] My FAxbe] dig B Ay
Hse 9 F2 A AMBEE BHIE 5 e
Ardpayo) B} upFA g -7t A ol
2H o3 Crypto'89 3]¢lelA D.Chaume] unde-
niable signature& | ¢Het ¥, (selectively) convertible
undeniable signatures, designated confirmer signatures
%9 W& undeniabled TR E M YA ol A7)
388 A7) A3t ALHAGL. STl eA 2] un-

deniable signaturesol] 3 A& BHAE Foll o8
A7 entrusted undeniable signatures®t YN FE F
9] directed signatures, 7} %5 % 2] nominative signa-
tures %°] 3t}

B =ReA e o]2 g |l 713 undeniabled &%
A E My En dutaed dAE AEEy e
sivte] Mgaloz B3hgh WS Aot 2wt
Edt=o vire] v &g ST o ole vl$ T
Aojr}. AtE WAL P.Horster?] “Meta-ElGamal
A" 3 & ol &3] “Meta-Undeniabled A
yuparo 2w gg 4 A 53] 4o e F
7t BEalE BHoE ¢ e UAE NY ¢2EF,
KCDSAE o] &3 5% A9 WA x Alts) ot

opxjgto & $Ao A= 71¥ 2] undeniabled &4
A E N o] A3e =YAR At §80]
AeHA ALt ALS HolX, ol& st A2
M3 ¢l result-indistinguishable undeniable signatures
g Ajgratrt.

I. Undeniable®d A ulA

FAF 3 A2EE o]45 At YA E A
gt e Fi7) 7 BE ALRALAl FAET] HE
of VEQAS 7Y AFE FFEA v 2
9 oARE BT £ A SHo Ya o|Fe It
AZ 7138 AT = oz s AHle o9
EE AHdge] 29 75Nl Al vk oA
Ay AHERo R MY AFAE 4A8 |
T AMEe QF S YA A AEAY] =&
wolo} AL B& Falzivte] Aw-g #A¥ £ AU
A e Wl Sl 98 Qe ANEE BIY
A AMnrae] B uidAd 4971 A @ D.
Chaum®] undeniable signaturesi= ©] &3t 22 o} 2]
&) A 2 Ao}

[ 9} 1] undeniable signatures--- A A}2e] =&
glole MR AHE #UE + o, AFAe
g o Alol] A3z A z2HAle] w3 g A E Aol A
3ehe B Y 4 Aghie,

71&0) AL dA AE MPPHES 3
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F Z2EZAM A MY A R gl
ol ¥l &ted D.Chaumell o3 Atd QA A7y
2 5 ZE2EFo] g9l =2 ¥ Z(confirmation pro-
tocol)3} 2l X 2 & F(disavowal protocol) &
2 9t

g 2 EFS ARl HEF L2 EFEH w3
AR AMEe) A RE Addls TREER

Mool ZREZA A AFol AT ¥ FER
el AFAE AFeA "ok £ 22EES
A Z2EZoM M Y Ho] dNPUE A

S, BRlstE i & Aol B AR o3
THEoR REFE Al op ™ A A o
sted AAtrt Helstele oxeA HHaia] @
STHE FAeANE FE7] A% L2 EFolr}

J.Boyar 5& undeniable signaturesE 2 yh& el A
Ho g HFAIY 4= )& convertible undeniable sign-
aturesZ A 3+3} ] o}

[# 2} 2] convertible undeniable signatures--- b}
gd7)9] ARE =EAPLZHA, BT HQ A A
Bt dgFog T o AA 29l A AP L v
kA Q) My o2 WAL 4 gl MG ol i,

18}, undeniable signaturesi} convertible unde-
niable signatures<= A}A19] A& F131A] £31A
st HQl ZREF AAR st AF AXY
HA 7s EAE 2 Qo] §8o] AFHA A ¢t
Sg= L)

oj Z|Fe A Z2E3E FHAE AEA Y WE
F 59 A2 gl 9L AEE ATt o A
o] WA A HAHs dHe g7 4R
g AFHAL st ELE A7 B A& JF
dJMe 39 g REY F gleng JE Aeat
o] A91L A Fark U Aol E3L AE 7]
He AW AEAL] PR 29 NYE WA P
Ache &S & Aot o A= dREA o
AE MEe Mg gon Ud FE AFA}
undeniable signatures& AF&-§Hc} i 7FA 3] RA}.

AB7t 71xtg =a 2 X E gohly] 98 g
71golA 0] & FH e Ao o] Arol HHy
FHE ARk shah 2w 2 A7 SRl e
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ool 4 gk R E W FYPolA B T2 EFE
FeaA Fow Fre 2HE Yopd £ AL A
olth. &, o4& W Alge Pl XZEFS £
st 47 Adle] e HE S AR 288 olF
AN3HE AR Ale] 11 AR HAHYE AQUE)
© A#ot 8 AR olF ART FFY olf7}
NE& Aotk watd At AR QG2 49l g
HAA =HERE olg 7+ FBolA = undeniable
signatures’t 2 §tstA] &8 & 5 At AYE F
£ o] & & A3l entrusted undeniable signaturesE A

tatdch

(& 2] 3] entrusted undeniable signatures-- ¢ 9}
o] HER el ZrEFZLS FPY £ A sx
LAg &, ol & Fo] FAo] wAAL A A3
B AY Be, Audvie] R ZT2ege £yY
F UAEE 3H, UAE MY B4 8 z2eg
2 Qoo AEA7E g 5 Qe Ay e gl

o

3} undeniable signatures®} A%, A2 Al
o] Aol ujg ghAg SAAE A o2 A
el FgoaiE ANE BEY F Ae Aol A
= ok, MEart M gel/Rel Z2EFEE g
Hy7E EASAE FAstAY MEAd A
Aldle Ao 198 A3 + ke Gl A
t}. D.Chaum] designated confirmer signaturesv= ©]

21 & g str) 9fsto] ARMHUTH

[ 2] 4] designated confirmer signatures--- A1 ¥
sk opvgt AW e Al3AHdesignated third party)
L UXE MEe A3AE FEE + A gor
A, undeniable signatures®] “X 3% YE-(abuse of pro-
tection) BA|"E AT = Av Aoz

E AdAME L& AT M) AR SO BY
How rMEHe AE BAY &+ UAEE s dir
ected signatures 714 & A7) 8l ¢}

[ 4 9] 5] directed (or designated verifier) sign-
atures-- A2} = A HH 412 designated ver-
ifier)2] ©& glole AMBEEY AHE $AE + e
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Rx/A5Y 42 57 sted AHY TH MY A LW B AT

Aggut2]oltt, o= “designated third party = receiver”
2l designated confirmer signatures®] 5¥ 3 7392
a 6‘2— __)]:_ glq_[l]"”“lﬂ'

a2y} directed signaturest= 521 2 ol 2} A
g2 £g HYE YT BFAY 5 LB Z(SF,
A2t 2palel Mo o3 SAG FA AL JHA
A RgozM), PRI AGE FARAA Mg
AR g R3] st 18 A3 A 23] FEA
71 74§ FAR7E ApAle] Zatol Al FREE A
ol d42 FAY 4 vk FHde] A A5
# %2 undeniable signatures®] 3t} 7ld(dual
scheme) 2. 2, W3 & A o] =41z}2] 7)1 A o] s}
FAG Aol AT B-Eo] Y& AL FAAY
Fojglol S A8 & U 3l B FAA)
g el 388 WA ¥ 4 9l nominative sign-
atures-2 A3}

[# 2 6] nominative signatures- A AF¥ £z}
(nominec)ro] Mg #AY UL oA A3
A 2 Aol Ay aHnominator)ol] o) =2}4le A
W et MEYS FTHY ¢ A Fo2A A
g ¢8-8 MRyt obd HEAHFA AN SAY
£ )&= Ayl o] E}ll?]{lﬂlll‘)](l]l.

II. o|Atch4= Exifol] 28t yt2te
undeniabled A{H U4

o] Ao A= 239 o4 714 undeniabled £
A5 Ay g Yutye fAE Mg &
U2 58 Ay g Atdc) AnE stz §
Ad e 43¢ w8y o ol vl v
Zolt}.

31 SEHE Myea

7] 4-& A8 Ak, 4 g7 p—19] AAF
A A5 p g8 MEYEI, ol Y poll BF Y5
7h q%) B g8 Adste FAgch FHI /e
A& A3 A8te, gt Fe HlET) xE MY
¥, y=g* (mod p)& A4tslo y& 7172 2R
33 x& ojol dlg3te HTIIZ kA BA

t}. Schnorrell 9)3HA pe] Zol& oF 512 bits, g2 4
ol & <o 140 bits JE 2 Al Al IGsign
Sy,

Auk3t5 undeniable® A2 44
Alice7t Boboll Al W] A X] mel] D) N & A3l
By spR gt B8 Carole A|3xbolw ) ot
< BE MNP FNI Yot T FIH T
O YA} dlice= 5 9 5 ki =f(k, m), € Z,
& Mgt w=gh* (mod p), z= 4" (mod )
& ANsith &7)elN dlicer T X 19 AF
7HA §38F FIE 4Z RA VNS, fk, me
RE VYUY R st dEF ge ).

A9 4F 74 7%
Table 1. 7 types of A.

#% (type) AR

HEo gE M9 4
undeniable signatures VAlice
convertible undeniable signatures YAlice
., » )"“
entrusted undeniable signatures Ve
designated confirmer signatures g""’:"
directed signatures g“'"“‘h
nominative signatures YBob

@ Alices= v =Mz, w, m}-& AT 5= ks~ % atice*
7 (mod Q)& F&H, miw, 7, s, (4)7} WA A
mol| th 3§ Aol g},

ABA AT

MEe] NS BRI Ak 72 h(g* vy, 0)H4,
w, Me DEFEAS AR F, 0|45 logA
g 93 e AHERE AHe ARAE A3 4
st

AN T2 EF (MY A4S T9)

@ ZF G A prover) = z=(gy,, wys'E Histd,
A% A (verifier)ol| Al A g}

@loggytpraw 2=logg AT WF3tE )N FE &
T e ARE 924 FP(zero-knowl
edge) ¥, o] & 9 Boyar, Chaum, Damgard
%9 BCD ¢2ajgoz et

873

www.dbpia.co.kr



HEEESER X '97-4 Vol.22 No.4

BCD &2l &

@ &l 2H(verifier)= F G4 a, bEZ,E A€ 3lo
ch=(gY ™ ™ w) g" (mod p)E 2§ #Hprover)
ofl A &gt

@FHAAE G teZ, 5 AYEA hi=ch g
(mod p), hy=h("** (mod p)E A}, &l 2}of Al
A4}

@ A A= A @9 E e, bE FHAANA A
%3

@S HAe AAZRE B g, bE o] 83 T
A @AM & Ak7t Y e challengedt-& A&
PeAE Fgoldtt. vt HWYg grolA 2l
G5t Gl A Adst 182 ehrpd 2
REEFS TR

G A A= THAZRE B2 tE o] &t b2
(€55 ™ w)* g? ** (mod p), hy £ 2°A4° ** (mod
7t AP eteA & 2

DA O~©7F g4A ez s #30AE T
A7t logg'yj}};,"‘"w z= loggAg? Tl oAt 8 9
I AthE AMEE A8 4 A "do ES ol
ArHES FAH FH A2WYE A4 SHYE F
Rk

[Aal 1] 919 BCD 41 F2 v3d 59 Al2F
(interactive proof system)o] t}.

(F9) 9 v]27) log, A8 REE A3A7L A ®
o H2EE 548 352 s A8} 1/ dHyl ek
FZ3e wyielth AF #elzbvt RAR F9A

EHE2Y BEL Jolx 1-1/goIth

[(Ra] 2] 999 BCD ¢ &L FA 4(zero-knowl-
edge) 5 Al &glolt},
(F4) 94 71438 BCD @2 &S 33} 7ho)
Zxtebel dislglol oj™ #elx v tiaiME &
Al Y] 8-5 ¢ simulation3d} A o] 715 &kut.
@ V' %€ challenge3l chE I+t
@eg Adsta] k= g° (mod p), k"= 4° (mod p)
g Alitsto
Q@HNAZHRE (g HE Feth WA ch# (g
Vaee ™ ™ P w)?g? (mod p)olA Fratal, 134
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%ow dA @= g
@ V'S challenge gho] XulA o] F7tx] tha] 2=
UHrewind).
15 A ke b= (g0y ., wrgbt (mod p),
hy =204 " (mod p)E AlAETH
®INAZRE (2, 6)E A=)
gkl ch=(g%y ., ™ “w) g (mod p)ol™ 15
gelatolAl MEdtct 184 o G @2
Flan

32Ny

WA A=g& AHEE AL, FAHA 7ML E AL
T T ER Alice®) FMT Yaie'E 01§35 rLh
(& yiew, w, mE NFI=A HAAFOEA o A=
moll et Mo (w, 7, )& HAY & AHEE2] o
A& ).

Azt Alice®] FMI Y s A G2 Jeste A
9 L= I e d G A= A E A Y] A
We| A3y BEE 5 glon Aye MY
o) AHRE o] Y85+ A& 95 4 AUcH(undeniable
signatures). B o WAl A k& kE HUI R 3=
e Gl fle mE HE Aol biE S
oz oo &3t stk vl A moll gk M+
e RO YR E Mo uE 4 9o, 4
okarel s fol v k A A E Il gk Qejel v
AA o} g Aol Hal M % T k= flk, m), go
L gy ™ (mod p)E ANY F lorw, of
a7} A Wk ¥l W= undeniable signaturesE X %-9] rj
A4 Aoz WAl 4= vk((selectively) con-
vertible undeniable signatures).

HU, A= yEE AR A, Vi & REE AT
A= Hol L2 AL 53581 ¥k, Diffie-Hellman
FET) v =yie (mod & B2 A= A3 A
e vhge) el xnw g FYPY £ AA H
t}oof ol BHel R H e FANI yaneTs AZ W
gs}als] st F57). yim 8 AME SRS AR
S YAl FA 4 dsd FHE g oj 8o A
Aol A FH3t ¥ FstA shth(entrusted un-

deniable signatures).
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BX/A5E AA $H st=d AP B AP AL A0 A7

o714 kA metelERl ke 38 35E Fhst
A § B4 FARE Atelo] vig] Hojsojof &
k. oldl, F A7t £ HgAdol 1/ko|B R °] 7bs
4L dste Hd olFE R e #U ==
EZS YAy Fug v Adsfop & sojn

OAFHL A9 g beZ,} AEFF aclo,
ey B—1}S AHEA ch =(g'y,, w)g" (mod
DS} chy =27 g2 (mod p)E ALY (ch,
ch)E S AANA A et

@FYAE chi™/chy& A3l 11 3Lo) 1o]d &
919] Mgojni, 10] ol ® t}g9] ALHE F3te]
ate AT F, AYF rS A5t r& ¥
72 &= blob(r, a)& A {FAA A%,

af ke A4

chi™ = (g° ¥y )’ g2 (mod p)o|B& chy™/
chy = (€Y7 WY /(22 %) (mod p)olch. 2w,
ZHAe (g5y,, wsE 43 der g ok r3lr)
Aal a=0, 1, -, k=12 2 (& ¥} )™ /(0% )y
=chi™[ch,7} TE£E W7pA] )] §rh(trial and er-
ror). o|u) §] 48 =3t gtol a0t}

W71 2R} 08 ARE 5 AE AL logy,w
() £ logeypowerl A0l TY logry, w
(PE7) = loggyprver 7t A ABTHH AR chy=chi™
olmg o] 7+ A4 FYAe Astwg BAY
o] B olEHOZ chy, chyx el W FRE A
A 3tA k7] wjFolct. olu, FHRb AibeFo] k
o] Bl# sty £7}EEE kE Y2 A Fe Re
Brbsste QA8 oF 10244 £7F B A s} k=1024
2 7% AL, e 22EE8 23 F£43A o
1005 2o 19 #E2 4 MAEE ¥R
glow, Hel TR EFE 103] Pk 419 M9

e B4 F s #§Eo] 27'%e] Hr}

OAATFL Ao AT G5 bE FHAANA
AEgrh

@2 o] b7} ch = (g°y, wrgt, chy= 2"
Vo BESIEA] ZALEA o] B wEIW O
A @AM AL @ G r & AEET ol & W
A deve AL Audo] TREEE HE

A gevhe AME on3lng ZREEE F
@i}

® AT FHA7E AL aghs} Apalo] A
A& a% vlastel Mo A4 EAect

T3, A= g e 4= g g A1E3 R M, Dif-
fie-Hellman 3 %78 <42 U&= M9 ae} 219 E A3
ZHEE FAlzDE Folzl MHimiw, 7, )9 IHE
gelgh 4 2o, I Ao A3t A Ao FgA
£ RY 4 slti(designated confirmer signatures
(3= directed signatures)). nfRjgto g2, A A E 5
A2} BobQ) FNF vead A FOE AYste A,
Yoap0l B VLI ¥ps D 7FA I U Bobile] AW
< 39g A, Mol AV HE A5 A3
ol Al zz Aol Aliced o] Al A HP A HFE
AE9e 29 4+ glvH{nominative signatures).

IV. KCDSAE O| 2% YulElE undeniabled
M4

e Mqu dnelEe YREIE A% 544 =
ol “Aibd Mgt o] & Fo Fe YEo
MA T MA B HA 58S AL 3
3, YA E Age] Eojstof #E dFoR 33 9}
o} webM tAE MY e 3t BES T AlFsith

ol#] gl wfol "94ARE F7t RFE EHo2Z A
B Alad Ee AERENGAA Yoje] ojg zb
© WA A g A AFE A% “RolE YA E
A A EFR) - #R1A o] & T E MY dag
Z(KCDSA, Korean Certificate-based Digital Signature
Algorithm)"o] 4§ 5] ¢ cji2iiza,

¥ FoMe 71FE9 KCDSAE 7MAHste] Qa2
2kt undeniabled A 422 A gt

Al=w 2718
TN p: 2, 1pl =512 +1284,i=0, -, 12,
g:(p—1& e &%, gl =128 +325,
7=0, -, 4
g p AN 9571 g3l Y29 5
yiy=g*" (mod P).
h():%E A 83 Q(collision-free) 3 4 &4
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RO):AA%SE, ke g T doUd FE
Ay dae AR
ujdy))x:q Bek 2 ol 4

Aol A
AR A 4 (Pre-computation):
QM PAE F M2 G5 ki, kEZE AYE] w

=gh~h (mod g), z= A® (mod p), 223 r=h'

(@& Axgch A7A AFae 3gelA s
Zro]l AF 7HA f¥F HE 42 AR T

oAl = me] A A4

@M} dlices e=h'rllhw|m)E AL s=
Yatce- (b2 —€) mod Q)& T3, msw, 7, s, (4))
7t AR moll & Aol Bt

AR AE
A go) A9 E &Ast7) H3td e=h'(rlhwlm)
g 78 ¥ r1h @y w)NE DEFEAE A

Ahget

A AdAdE T
log grwwmeimny:, w 2 = loge AS &3l oAt ¢

2 AR ARE GXY FH U2 FHAY

V. Result-indistinguishable undeniable
signatures

5.1 Undeniable signatures2| 2XI&
@Julz © 2 undeniable signatures< TH&2 GAE
Tadch

@ Alicets Bobol Al A 8-& A Al gttt

@ Bobe WH & challenge #t-& A A 5te] Alicedl| 7
Kilkla

@ Alices 1] W] X 7)& 0] 4514 challengeo]
st Alices= A% o) Aget 7 9-ol| 7 challenge
o] )25 response 7& AT 4 AUrh.

@ Alice @] responsedl] A3k, Bobe AT o 14
£ st

876

adu, B3 (418 A Y st e, A3} AliceS} Bob
Atole] BE 3} W &(view) S £ AP =F
A AAE Ao AL BN 7 UA HY, o2
Qate §&o] AFA A7t AUtk vl K] o|HE
Bl = 2 & undeniable® A\ oA YEbAG.

Ar 7|#e) A 2RatE FAR dlice?t A 712
o Q1&g a7E MY ARG AFs L e B
o2 Azts) Bap o] AgAE QdurHel A E AT
o HgtatA gow ©d FB AFA7L undeniable
signatures& AFR S 4R B A& 71NN
59 ARE REY S oS A T2EFS
g5t AR AFAY NPE FJAT ot A& A
o|i g A& 7T Y= A3z A 29 A
S 9 5 glg Aol

e, ol o4 B #F 7)do] dlice?] BE
55t U< 2SS AATHE, A& ZlBent oy
g}, Alicest A& 715 Atolo] i3l &g 7HA L A
=g B GA dliceo] ML #9E U A
ojc}. welM AR AR AFAE Age] e AA
5o 2 o)e} 7+e & Lo A& undeniable signatures7}
HesiA e e & F Uk ® oM e ol & #E
3} 4= 9l result-indistinguishable undeniable signat-
uresS A ¢Hghe}, result-indistinguishable undeniable
signatures®] 42 7txEtd o kA 8+ &

g wE ok B

1. (Confirmation) A4 22] £& glole Ay &2
AYE gAY + vk

2. (Disavowal) AHA4e JF Aol tate
9z 2U¥ F Ak

3. (Result-indistinguishable) A 3@ 8Hlx}gto]
Mt e =rEZS A5 5 Ao F
H3e) =27t Aol RE 3t W EE THA
addas MEe #30E 4 Ut

Result-indistinguishable undeniable signatures®] 7
A& BCD 22l Z 9] response?t2 2@ gelapt
of & 4 UYL oz, A3AE Y TREFO
Brtestes g

5.2 Result-indistinguishable undeniable signatures
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BL/ATY A4 59 7h=o) AE B8 A A9 B¢ AT

X ot
Al 28 %27]35}
NN p: &, Ipl=512.
g p A 57 (p- DRI g 2l9 .
y:y=g" (mod p).
Hg7)x:(p-1) Bo} e d9e) 5

g o) A4
DM GA Alicer= z=m4~ (mod p)& A43HA, (m
;2)7} i Al A) mol] th g Mg e] "ot

A XEEEF

DEAR Bobe 5 5 0<a, b<p—-i5s N3}
o ch=n# g% (mod p)& FHYA Aliced A A%
Fig=3

@ Alicee 35 0<r<p—~12 N3 A ¢, 51, L5
AL, 51, 5,8 Bobo Al H4%rh
q=(ysa" (mod p)) (mod p—1),
si=ch-g% (mod p),
s1=81* (mod p).

@ Bob&- &A DY G5 a, bE Aliced| | A5 et

@ Alicet: Bob2. 25 €] W2 a, bE °] &3t &
@A Bobol Y% challengezt2 A=A
& gt 9 Ay el g7 (mod p)E
Boboll Al Aet 1A ¢t Z2EEE F
g,

® Bob & AliceZ5-8] g g9} A2l 2] ¥l A F] xpas
& ol g8t g=((g")™ (mod p)) (mod p—1)&
Atale] thgol AYdeAE RAMEG
51 ch-g? (mod p),
$22 Yaied 79+ 2% (mod p).

o} 7] 4, undeniable signatures#+ &2l gol| th-3-3}F
e MY} 2548 2XF BobTro] ML #AY F
ok =7, 9olM Vw8 z2EZE 31489
BCD ¥4xel &34 nt@stx 2 Fga9tel s} glol
5 2 L5 & simulationdts Ao 7hs iy, £§
U7 E REE A3 H2ZEE 54Y $E2 7]
Asfol 1/g2 WY A FZste Wgold.

JEZR

4e
}mw

22E M3 27t FARE A, FHAE logg Yewover
#logmz Y& 329 ¥ Z2EFT {FAIG U4
o Fo3it

5.3 KCDSAE O[3t resuit-indistinguishable®t un-
deniable® AMH a4
Al 2% Z7)8 9 An3ly undeniabled] A7 o] A
AL 4t gk 1A, A E Aol A
9 W ZRELE AFY 5 USFE 7] S8y
BCD €428 &-& th-3-3 7ho] P g}

Y zzeg

@ 8AA} Bob& F I a, bEZ,F A3 ch=
(ghF DUt 5, . Sw)e g% (mod P)E S8 A} Alice
A Ao

@ Alicee & 0<r<q& 93t ¢= yps (mod
) (mod P& 73 F, hi=ch-g (mod p), b=
hY=* (mod p)& 714}, Boboll Al A3t

@ Bob& G 09 &= a, b F PR ollA Ag7hct.

@ Alicex= BobS. 2HE] W& g, bE o] &5l G
Dol A 8ot A}z A ¥ 8 challengezt-g A4+
AE gelgoh 9y A Y3 gholH Ao g
& (mod P)& A A Agsty 284 gt
HEzeEg FRCH

® Bob&- Alice2K-E] W& g7} 214l o] ¥AT] xpe
& o] g8t t=((g")*™ (mod p)) (mod 9)& AT
8to] TH&-o) A YsteAlE Ak
hl 2 (gh’(h'(z)ﬂh(wlm))yAh,us w)dgb +t (mod p),
L 24" (mod p).

Vi.d &

2 =8dMe A& Aldd oA 7142 unde-
niabled A& A3 E - %, undeniable signatures,
convertible undeniable signatures, entrusted unde-
niable signatures, designated confirmer signatures,
directed signatures, nominative signatures - 2 HE9
A g NFuag s Mgy es FEE A
WA g Aetstg e, F7F HEHE oz ¥
H 9 KCDSAE o83 5% A% W= At B
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Hol F8-g FAY ¢ gloeng fAHoR izl
SEE F FUETET 2R, SHFE, Jurysl
= 5ol wlg- f-43tch 58 Ay 3 AW gy
& ojgd A8 7HA S5 AW ES shvE 7
% 4 domz, AnE s Wme §32 12|
@ o ol 9 nhgA & Aol

E3) 719 undeniabled 54 TAE AWWAHE
o #AAE A, olF sl M2E A
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