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ABSTRACT

The synchronous stream cipher which require absolute clock synchronization has the problem of synchronization
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loss by cycle slip. Synchronization loss makes the state which sender and receiver can’'t communicate with each

other and it may break the receiving system. To lessen the risk, we usually use a continuous resynchronization

method which achieve resynchronization at fixed timesteps by inserting synchronization pattern and session key.

While we can get resynchronization effectively by continuous resynchronization, there are some problems. In this

paper, we proposed an adaptive resynchronization algorithm for cipher system using HDLC protocol. It is able to

solve the problem of the continuous resynchronization. The proposed adaptive algorithm make resynchronization

only in the case that the resynchronization is occurred by analyzing the address field of HDLC. It measures the re-

ceiving rate of the address field in the decision duration. Because it make resynchronization only when the receiving

rate is greater than the threshold value, it is able to solve the problems of continuous resynchronization method.

When the proposed adaptive algorithm is applied to the synchronous stream cipher system in packet network, it

has advanced the result in R_e and D _e.
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Fig. 10 The flow chart of proposed algorithm
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B 3.8 &4 A 2F 100msec?) S
ato) g} gF

Table 3. The parameters in adaptive resynchronization

HE AE7) e

method when Tu is 100msec.

BER Ra T Ny Nra
1.0x 107! 0.810 1.37 111
1.0 x 1072 0.980 2.95 2.89
1.0 x 1077 0.997 3.17 316
1.0x 1074 1.000 3.19 319
1.0x107° 1.000 3.20 3.20
1.0x 1076 1.000 3.20 3.20
1.0 x 1077 1.000 3.20 3.20
10x1078 1.000 3.20 3.20
1.0x 167° 1.000 3.20 3.20

499 4 A2 S00msecel B¢ A G A E 7] a9
sl g g
Table 4. The parameters in adaptive resynchronization
method when T, is 500msec.

BER L R L Ny Ny
10 x 107" 0.810 6.85 5.55
1.0x 1072 0.980 14.75 14.45
1.0x 1073 0.997 15.85 15.80
1.0x 1074 1.000 15.95 1595
1.0x 1073 1.000 16.00 16.00
1.0x 1070 1.000 16.00 16.00
1.0 x 1077 1.000 16.00 16.00
1.0x107% 1.000 16.00 16.00
1.0x 107° 1.000 1600 | 16.00

5 99 F4 A7 dsecdd A% AG AEs) A9 o
dulg g
Table 5. The parameters in adaptive resynchronization
method when T, is Isec.

BER Ra Ny T Ny
1.0 x 107 0.810 1370 | 1109
1.0 x 1072 0.980 29.51 28.90
1.0x 107° 0.997 31.70 31.60
1.0 x 104 1.000 31.9] 31.91
1.0x 1073 1000 | 3200 32.00
1.0x 107° 1.000 32.00 32.00
1.0x 1077 1.000 32.00 32.00
1.0x 108 1.000 32.00 32.00
1.0x 107° | 1.000 32.00 32.00
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Table 6. The comparison of D_e and R_e¢ in case that speed is 9,600bps and period of resynchronization, T,, is vari-

ous in adaptive resynchronization method.

ke 2§ AE7) Aerd A AFE7 g H e g AE7] B

(= °l<* A A1 7F = 100mesc) (9] &4 A] 7} = 500mesc) (LM ’5 A 2b= lseC)

A}-o] & R T T

qural s De Re D¢ R e De R e

=eE (bits) (%) (bits) (%) (bits) (%)
10" 9.6 X 10° 96><|0 4.8 x 10° 48x 107! 9.6 x 10° 96><10 !
1077 9.6 x 10* 9.6x 1073 4.8 % 10° 48 %1072 9.6><105 9.6 X 10~ 2
10°# 9.6 x 10° 9.6 x 1074 4.8 x10* 48><10‘ 9.6 x 10* 9.6><10‘

H 7.5 £5% 9,600bps wf A& AF ) A AM A7) 77 T,9f Wt mpe D est R ef]

Eilvd

Table 7. The comparison of D e and R_e in case tha! speed is 9,600bps and period of resynchronization, T,, is vari-

ous in continuous resynchronization method.

A NG W A% AN g7 e A& AE7
(T=1%) (T=5%) (T=1%)
o) , { e
De Re De R e De R e
YA E . . .
(bits) (%) (bits) (%) (bits) (%)
0% 4.8 x 107 4.8 % 10° 2.4 x 107 24x 107" 4.8 x 10° 48x 107"
1077 4.8 % 10° 48x 107" 2.4 % 10° 24%x107" 4.8 % 10° 48x 1072
1078 4.8 x10° 48x 1072 2.4 x 10° 24 %1072 4.8 % 10* 48 x 10™*
E 8. %4 £% 9,600bpsd ® I AFES A AV HE AF7) 4] D e R e vl

Table 8. The comparison of D_e and R_e in case of 9,600bps for adaptive resynchronization and continuous

resynchronization method.
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107° 4.8 x 10’ 4.8 % 10"”‘ 438 ><‘10" 48 x 107! 1 9.6 x 10° 9.6x 107"
va1‘6‘7 4.8 x 10 Mci.s x 107! 4.8 x 10° 48 x 1072 9.6 x 10° 9.6 X 10‘; '''''
1073 4.8 x 10° 48X 1072 4.8 x 10* 48 %1073 9.6 x 10* 9.6 X 10-;~
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H 9 54 %5 28,800bpse) 73-0-0f At Mg Mg ) wejol e w9 S A0 T,0 Mol mhE D e9 R e9
1) 5
Table 9. The comparison of D ¢ and R ¢ in case that speed is 28,800bps and period of resynchronization, T, is vari-

ous in adaptive resynchronization method.

At A g A %) A Aol &3 A 5] g Aoty A g AE ) B
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Table 10. The comparison of D ¢ and R_e in case that speed is 28,800bps and period of resynchronization, T, is vari-

ous in continuous resynchronization method.
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Table 11. The comparison of D e and R ¢ in case of 28,800bps for adaptive resynchronization and continuous

resynchronization method.
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Table 12. The comparison of lotal dummy bils in 9,600bps when 10° bits is transmitted by conlinuous

resynchronization method.
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Table 13. The comparison of total dummy bits in 9,600bps when 10° bits is transmitted by adaptive resynchronization
method.
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Table 14. The comparison of total dummy bits in 28,800bps when 3+10° bits is transmitted by continunous

resynchronization method.
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Table 15. The comparison of total dummy bits in 9,600bps when 3+10° bits is tansmitted by adaptive

resynchronization method.
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