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A Zero Suppression Algorithm for Synchronous Stream Cipher
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ABSTRACT

In synchronous digital communications it is important to recover the receiver clock, but this is difficult when
reccived data contains a long sequence of consecutive 0's. We suggest a Zero Suppression (ZS) algorithm, which
suppresses sequences of more than k (’s between succesive 1's in a ciphertext at the sender of a synchronous stream
cipher system, and recovers original message exactly at the receiver. The probability of & consecutive 0"s in
ciphertext at the sender is 2% in a synchronous stream cipher without ZS, but 0 with the suggested algorithm. The
ZS algorithm does not affect cryptographic security when compared with a synchronous stream cipher without ZS.

It is useful for systems which limit consecutive 0’s, such as a T1 carrier system(k = 16).
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Fig. 1 Insertion of zero suppression algorithm.

7S el e A% 0" oAl Ha MESRG A
2 elz— wma7)0) w@el A% 070l YepheR
A% a%-rq Azol ol ¥ A B=a

L.w:,i ur foz ANTE dAYE YE & 3
o, & %}13]*5"-\: BEUR P25, BEUs

2 oA A7) = g olu)

www.dbpia.co.kr



ain

BAJENN 2EQYE Yo 94 0" oA dae

Tt @A 2" oM< 8-HE sl dd el 0-84
(8-¥E 2T “07)o] 3 &5A] ¥tk A 71z
o ZS 4R EL AlsAnt. Hed iHA a v
E HEYE P, A n HE d5d BF K, UA
nHE G5F B2 C, A n HE BHIYFES

Qe &3 thast ol Fojdich 2L n W E 0 Y
g 0, 2237 n=[(k+1)/21°12, [x1& x& ¥A
2e Hd A Folrt

Pi:(Pin, Din+1, vy Pintn—1) (1
Ki:(Rin, Rin+1, =, Bin+n-1) )
Ci: (Cin, Cin+15 ***s Cin +n-1) (3
Qi (Gin, Gin+15 "y Qin+n-1) @

7S 42258 A et T /g A e

(DA 4Z A2diM JAUEE Y &
AbA & 4 QLT

QR E i(=0)9) thate] P;#00]c}.

B¢ HYe 2 g et

4719 7t Bl STl M 9 ZS ¢ F TF

& g 2o

PPK; 948 43 EEEH KB 42 nd o]
Eel A 2E ol YFH AR

QP@K A A3 FEZ0] 0UA HALgT)

AP;DK,=0d ZA$ole C=KE A
o] 9l¢] A LollE Ci=P;®KEZE 23Ut

EF PG FELE b Aot

(NC:BK; A3d B3 F 883 KE 242 ot o]
Sl A 2E o YA

QPP K A B3 FE 2] 014 HAgy.

3C;HK=08 Aol Q=KZE FHAUY.
o] 2]9] Aol Q=C,BKE AU

(Be 1] Yoo YEBE P;#0 3l A ZS ¢y
52 5714 2EY 430 LY AL $0G U2
B 28| 2n—1(=kor k—1) H|E @& “070] A
g9, A4 F7t & A FAGAA Pl &Y
A H3dc

(F9) ()Y ele) P;#00]7] dh T, FAIAA ZS
238 2n-1)HE g% "07] & HA ¥ert

(ii)P; B K;=0°] AZHE 3%, Ci=Ko| G

A&, Pi=Ko] €. o] o 5 “&"ﬂ’\'l\: C:o
Ki=Ki®K;=0& H&go2H Q=K =P:& &9
Al H3, A HE EE0| %}7‘431 EEEC}

(i) P;DKi#00] &d A, Ci=P;dKio] £
9oz HEHrh o o £ 1‘4011"1t_ C:hK=(P;
PKIPK,=P;#08 EI353 Q=CDK;=P;E
2P EA A EES AN HEdn

Aol et Pid Ki=00] HAEA &3 ¢
ool W C;=R(#K)E AL = AT M S
F AAA L, o] A FAGAME RE HEHA o
A sel s, of HHAM FADANM e GIEFE
HE R(=P;@K)AA A gt Ci=RUA 7]
Brhss7) dEel JolHEle dAAde ddd
gzl gol B 4 o, o3 drd E59 A
uhgite] A el HE S A +AFT

Tx:
Keystream
Block
Ki Ciphertext
| SN Ki | _ Block
Plaintext n ___“'___}_7:1_’ l Y 7 GCi
Block n n
S @K i s
P'- n n n
I eeel] ]
detecti
0 sesion |
) Keystream
Block
Plaintext
K
| ’4 Ki RN Block
Ciphertext 0 n Y Qi
Block n — n
K
oD T B [ s

Ci
see
&i\ctectmn

gl 2.Zs ¢dadlE
Fig. 2 Zero suppression algorithm.
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Fig. 3 Examples of keystream synchronization error.
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of ZS(k=16, n=8) of ZSBER=10"%)

107! 1.1779790x 107! 6 1.5632498 % 10°*
1072 1.2414228 x 1072 7 1.3833208 x 10°*
1073 1.2491268 x 1073 8 1.2499912%107°
107 1.2499125x107* 9 1.1584116x10°%
10°* 1.2499912x 10°° 10 1.0977844 < 10°°
10°° 1.2499991 x 10°° 11 1.0591593x10°%
1077 1.2499999 x 10~ 15 1.0068753 % 10™*
1078 1.2500000% 1078 20 1.0003819% 1073
10°° 1.2500000 % 10~ 25 1.0000186 x 107*
1071° | 1.2500000x 107 '° 31 1.0000004 x 10~ *
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