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ABSTRACT

In this paper, we present IMT-2000 Authentication mechanism for accomplishing information security and
protecting illegitimate access from an adversary. According to methods previously proposed, security data requisite
for authentication is transmitted on plaintext form. However, the presented method ensures data confidentiality by
sending data encrypted with a secret key, and additionally decreases the information flow for secure
communications. It also provides the protocol that two mobile terminals keep the same secret key in order to transmit
data encrypted with this key. The method authenticates communication entities mutually based on identification
information on an authentication center in HLR a terminal belongs to. At the same time it interrupts an interim attack
by applying the secret key a mobile terminal utilizes. In terms of efficiency, it minimizes the information flow for
distributing keys and decreases the computational time for a terminal by performing the complex computation on an

authentication center.
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UIM  : User Identification Module
MT  : Mobile Termination

BS  : Base Station

MSC : Mobile Switching Center
SACP : Service Access Control Point
AC  : Authentication Center

LR  : Location Register

SCP : Service Control Point
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