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ABSTRACT

This paper discusses problems arising out of the use of Mobile Intemnet Protocol (IP) in a security conscious
Internet with packet filters and firewalls. An enhanced firewall traversal solution for Mobile IP is proposed in
case there are firewalls protecting visited networks as well as home networks of mobile nodes. While previous
solutions are asymmetric ones in the sense that only home networks are protected by firewalls, this solution is a
symmetrical one. Also, packets from a mobile node can go directly to the correspondent node via a "Open
Node” just outside of a foreign domain without going through the home agent of the mobile node. Therefore the
solution uses an almost optimal routing. This is achieved with the minimal overhead such as using open nodes
and adding necessary headers to packets directed from the mobile node to the correspondent node.
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