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ABSTRACT

Authentication protocols required for securing computer communications, should be verified in terms of security
against various protocol attacks. A replay attack which is one of those attacks, is classified into a lot of kinds.
However, it is not so easy to detect it by formal methods because such a replayed message has data and
structures equal to those of a message for the protocols. Therefore, it is recommended to verify the protocols
with a taxonomy of [3] for a basis. In this paper, we improve the password-based authentication protocol
KIP[1,2] on security against replay attacks on the basis of the Syverson’s taxonomy, and comment on some

mistake of [3].
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