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ABSTRACT

In this paper, a synchronized stream cryptosystem for secure communication in radio channel is designed and
its security level is analyzed. The main parts of the proposed crytosystem consist of synchronization pattem
generator, session key generator, and key stream generator. The system performance is evalvated by analyzing the
security level depending on the randomness, period, linear complexity, and correlation. immunity. Experimental
results with image data signal in the 10-1 and 10-2 channel error environment demonstrate the proper operation
of the implemented crypto system.
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R4 AdelAg] s BAE AT F1Y 2EY hEALE TR

() ® _ 0
(a) BER = 10", 2400 bits (b) BER = 10", 4800 bits
{c) BER = 10", 9600 bits (d) BER = 10?, 2400 bits
(e) BER = 107, 4800 bits (f) BER = 107, 9600 bits
(g) BER = 10”, 2400 bits (h) BER = 107, 4800 bits
(i) BER = 10°, 9600 bits () BER = 10, 2400 bits
(k) BER = 10% 4800 bits () BER = 107, 9600 bits
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FEA1 3] =4 "99-6 Vol.24 NobA

(@)

@

&

@ ® M
(a) BER = 10", 2400 bits {p) BER = 10", 4800 bits
{¢) BER = 10'', 9600 bits (d) BER = 107, 2400 bits
(e) BER = 107, 4800 bits () BER = 107 9600 bits
(g) BER = 107, 2400 bits (h) BER = 107, 4800 bits
(i) BER = 10'31 9600 bits () BER = 10, 2400 bits
(k) BER = 10, 4800 bits () BER = 10 9600 bits
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