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ABSTRACT

Firewall is information system protecting and isolating inner network in organization from outer unreliable

network. But, nowadays they go on increasing in destroying tendency by hacker with hacking mechanism

intruding into server in firewall,

Therefore, this paper suggest detection mechanism for sever in firewall safely to detect them from illegal

intrusion by hacker and to develope, construct and control safer intrusion detection systems
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(1) IP Source Routing

Axe] Auup 3 QEvIES] ¥l RFCHEA
of] 2]l 28 = 73le] source routed W|o|E]S
qrow o]F Fal AAE B9-E Fi BlhEF o
gole] WM $9E WINES Hojglth olE
okgate] AHES 2R AEE ] YA
WAaRe WePkuA eh o] we swict
source routing¥} loose source routing T 7} 7
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1) Strict source routing

o] 739, e} A A2t AAEH HheA
N ARE Fasler ek Adg A9 ICMP
“source route failed” ofj2]7} ElEo}2ck

2) Loose source routing

o] 7%, sZle] Aptbg A=EIF A=, vh=A|
A AE ARk s, A2 T FoAl
of k& 2HEE T 5 vk

(2) &=MHE E&E(Sequence number Predic-
tion) 34

TCP ZZEZ-E o83 FAler A7) 41g
£ olgsld FAHZEE o8] o] AHlEe
= 0 - 4,294,967,295 02w AlAHe4 o]
WEe] F&o] ylgsick L olf+= 44 BSDE| 7
T+ A"l 275 o 12 A His 1220
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vhe} 64,0000 S7RIcL 9.5A7 ] §F Ale]EE-
AR WA olE oddld WIZE dopd F
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(3) RIP(Routing Information Protocol) 24

RIP FHolR} dlolejZfoll Hagt 2l AR
g WAse g 2 ol wlEe] AlElw Zh
QlE{#le] A% RIP request (for a complete routing
table)g HEcAAECR Wiy, 29 o
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(1) TCP Port Stealth Scanning

o] b2 Alxglel] BEa3HA AlFsEAt g9
Sl Aulx ZENES A Aelch o] P4
W 7 7Rt slem ogat 3k

1) Half Open Scan

AdxFA28e]  SYN  #zle Mok
SYN/ACK7} #¢lemt 27} deigled vhehl
3. RSTo] Holorl FEr} Balglse viehdrk

2) Stealth Scan

FIN #7l& Huje] FEokess ARE o]43]e
el EZEWE o] shesld, vhelEss
ACK Hzl& Bulst 7 Ed). o] dx=$ =)0}
0 o]AfolA} Eol #Fle] 1l o] o}& RST )
£ Brp o] @ 7% TR} odgirh dukyes
s7le] QEjo) AT g dfult) ule] shly &
ofEr). xE/ GEQlE el SEle el A4}
sAEE tilo] 1 BbF 7hAgc)

(2) Source Port Scanning

FTP <17 A 214 ZEF olgalx)ut wole 4
£2 2088 AT Wiy 2SEt WYRA
zdlolx] 20M EEF MWEe AU Yk
Source Porting2 o]2{3k FHek-L o) 4aled LAz}

nobody jusr/libexecficpd fingerd
nobody Jusr/libexec/tepd tftpd
Just/libexec/tepd comsat

fustflibexec/tepd bootpd -t 1

intermal
internal
internal

internal

internal
internal
internal

fust/libexecftepd  fipd -1 -A
Jusr/libexecftepd  telnetd
fusr/libexecftepd  rshd

fustflibexec/ftecpd  rlogind -a
Justflibexecftepd  rexecd

Just/libexec/tcpd uuepd

fusr{libexec/tcpd ntalkd
fust/libexec/tepd  popper
Jusr/libexecfidentd  identd -1

intermal

infernal
internal

internal

# fip stream  tcpnowait oot
# telnet stream  tcpnowait Toot
# shell stteam  tepnowait oot
# login stream  tcpnowait root
# exec stream  tcpnowait root
# uuepd stream  tcp nowait root
# finger stream  tcpnowait

# tftp dgram  udpwait

# comsat  dgram udp wait root

# ntalk dgram  udpwait Toot
# pop dgram  udpwait Toot
# ident dgtam  udp wait root
# #bootp  dgram udp wait root

# echo stream  tcpnowait root
# discard - stream tep  nowait root

# chargen stream tcp  nowait root

# daytime strcam tep  nowait root

# tcpmux  stream tcp  nowait root

# time strecam  tepnowait root
# echo dgram  udpwait root
# discard dgram udp wait root

# chargen dgram udp wait oot

# daytimc dgram udp wait Toot

# time dgram  udpwait root
# kerberos authenticated servies

# klogin stream  tepnowait root
# eklogin  stream tep  nowait root

# kshell stream  tepnowait o0t
# Services run ONLY on the Kerberos server

# labupdatestream tcp  nhowait root

# kpgsswd streatn e

Jusr/libexec/rlogind

fust/libexec/rlogind

Jusr/libexec/rshd

Jusr/libexec/registerd

rigind -k
rlgind -k -x
rshd -k

registerd
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(1) echo, chargen etc. 34
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(2) Syslog Flood 33
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a8 1 & 23 2heee] 258 Holde] H
2% ZAEE 71EFle AEke Yez ok )
F* vEYm HEE 1992451800011, #WAFH &
AE P FA4E 199.245.180.10 °)ch A==]y &
S5 dolBe] vt e 7152 YR Qlek

199.245.180.0

Destination

199.245.180.10

Forward to

232y AR BFY WOl ¥

Z8 a0 BELLE] HeNz (wemes | ...

afRE SR

1)

... | [rov2a5.530.0 190 245 160,10
W W BN - 199.245.180.0 \\

199,245.100.10
LI

28 1. 2314 2Heee) 2heE elelEe) AakHal 44

&= 199.245.180.0¢] gk 2E vES= B
& 8~H FAEL] IP F4 199.245.180.10.8
=2 Az,

oW

aad dra

L L EERIIRTIRITY]

i =
ES
S mamasa
0 199, 248, 100.00

8 2. ~awfy 2Hpele 2heE HolEe] Axs

a¥ 2. & 23 #9EE] B dole]
AAA, BRx == 199.245.180.04] it 7]
Zo| Aba=Eglch == 199.245.180.00] )
szEd BeEpt Re % Edge A 5
2GR BUiRA] oz ¥ dESze 24
Ho]l A% Faled 2A muzic)

W2 3aEE 93Em sz gkgede)
gt weldde] ), wkef Azeld 2$Eis} 4)
A Y o2 Uiy VEHAR g4
uef ~zaEy #-%E7} ICMP(Internet  Control
Message Protocol) A& (redirect) #Alx]el] sl
L5, ARl 2 AR ICMP AXASF B
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WA fdde] gluk 2EiA ICMP AjA]A] o) A)=] o))
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27AY =29El7t HA e eRe AMSIEE T
Ao} gtk A g9-Ex vheE IR 9
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MOP, ICMP =& 4= gl #Ax|¢} 22 Az
B sl slof dh oF 5w olde] A
[H & Cisco #-2E]dllA] A8 = glv).

no ip redirects

no ip route-cache
no ip proxy-arp
no ip unreachables
no mop enabled
no service finger

ykek 2z 2l-9%7} TELNET A4S A3}
B, o)AE ErbgdhA ek dtkh Cisco 2H9E]d)
A}, TELNETS 5% 974 F&4E =] 3 M
EleldelA] 34 Ale] 553 g 5 gick
2449 ARP $4ollA, ARP Ho] 7152 FAo
2 EejAm AR Azke] A gleixlch &
Fog F5els)t Wl TAEE 9% ARP A4
X5 27Belel Itk 5 oR WEeldl ARP 7]
2. Al AHAA] i ‘static’ 7)BoR Tk
o} 2kl ARP AHelg E7besiA sk, B¢
Bl ARPE 1§t ghede] F45 €gsh] e
t}.

3.3 EURICAARD HARICIAAHO] otF st

2 R ¥l 3.9 o] AR ag <l
At 2d7ke] z e S5kl v 7] gEst A
27} ol 7)) 5} AladE HRL shejHe=
33t Alagg o]g3le] YA Az
AR AR vEAT Q5 FRistaa} g

publie

private private
i, . B nernet e --‘w
e A e 3 X
i n
%

Seou Fusa
(Firawnllad gateway) (Firawalled gateway)
4+
]
" +

oMzZ-net - B

28 3. ARz gl ahAmwe) ok
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Public

Frivate A Private B

CAp, GERTD

CAp, CERTa

Pusan

(Firewalled gateway} (Firawalled gataway)
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(2) HAXICAAG A% QIEDF S0 HA

2 7] AF AR 8 7] SEAAL IR
HAYATA 24 Ao QAFE 98 a7 5. 9F e
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