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ABSTRACT

Recently, in the case that provides electronic services using Internet, we need the non-repudiation service that
supplies a technological evidence about actions between a sender and a receiver that violate the promised
protocol. Also, this service offers legal evidences while producing controversy. In this paper, we propose a
protocol that improves the efficiency and offers the faimess of non-repudiation service by the extension of ability
of TTP (Trusted Third Party). The proposed protocol adds a Time Check function and an Alert Message to
extend the ability of TTP. Through the computer simulation, we prove that the proposed protocol has better
efficiency than previous protocols.
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9 skgsjel 535}
-sK(X) : 7Nzl K& o83 wlA|#] X2 =7
®l A
-PA, SA : FA A9] FHF9 AHel7
-A—B : A AZL F4 BelA WA X& A
iy
-fNRO : NROZS vshl= F#2 AR
-fNRR : NRRE vehls Zd2 AR
-NRS : NRSE vehlle £ AR
-INRD : NRDE vehli Foi2 A2

3.2 J. Zhou, D. Gollmanng 7|4

[21e4 A ZG7Hellrs TIPS 7ijlE &
o]7] $zle] BAlAEe] Aol wiel FEs =
2eZ-E 472 BEELH, Hdy)E A4sted
FAAN EAE A48 slgck

Zrrre) AN FelB4d) ZEEFE )
<57 Ak

CASE 1 : EAlAgs B4l AdiAl 255 419
3 9ls Ay

1. A—B ; INRO, B, M, sSA(fNRO, B, M)

2. B—A : fNRR, A, M, sSB({NRR, A, M)

CASE 2 : EAAde Agd 5 g, §4
Aoz A=Y 5 e A%
1. A—TTP : INRO, TTP, B, M,
sSA(FNRO, TTP, B, M)
2. TTP—B : fNRS, A, B, M,
sSTUNRS, A, B, M)
3. TTP—A : fNRD, A, B,
sST(ENRD, A, B, M)

CASE 3 : F4lapde AAE £ glon), A
ARl AlEE ¢ e A

1. A—B : fNRO, B, M, sSA(fNRO, B, M)

2. B—A : {NRR, A, sSB(NRR, A, M)

3. A—B : fACK, B, sSA(fACK, B, M)

CASE 4 : EAlaldw Al=lat 5 glz, 241 A
WA AT 5 o A
1. A—B : fPOE, B, eK(M),
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5SA(fPOE, B, eK(M))
2. B—A : fACP, A, sSB(fACP, A, eK(M))
3. A—B : fNRO, B, K, sSA(fNRO, B, K)
4. B—A : fNRR, A, sSB(fNRR, A, K)
S[O71E AR BHG ARy zoegs) 7
R ofelel 27 19} e

2 AR . A, L, NRR

28 1. FHY Y8 L2eE

THHE N T2eg Sanae ohest 2o
1. A—B . fNRQ, B, L, C, NRO
2. B—A : INRR, A, L, NRR
3. ATTP : fSUB, B, L, K, sub K
4. B—STTP : fCON, A, B, L, K, corn_K
3. A—TTP : fCON, A, B, L, K, con_K
NRO : SSA(fNRO, B, L, C)
NRR : SSB(fNRR, A, L, C)
sub_K : SSA(fSUB, B, L, K)
con_K : SSTI{CON, A, B, L, K)

3.3 K. Kim, S. Park, J. Baek2l 2|4

KPB71¥ [6]°lA]= J.Zhou$} D. Gollmannr|4]
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NRO : S(ENROJB|IL|T]IC,S4)

NRR : SENRRJAILITITLHIC,SB)
sub_K : S(ESUB||B|LT}K.S4)
con_K : S(ENROJJA(|B|LITITOIK,ST)
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1. A—B : fNRO, B, L, T, C, NRO

2. B—A : fNRR, A, L, T1, NRO

3. A—TTP : fSUB, B, L, T, K, sub_K

4, B—TTP : fCON, A, B, L, TO, K, con_K
5. A—TTP : fCON, A, B, L, T0, K, con_K

FY ZG7ge] Ast Brb Farke Wi Eol
o wAE B 2ok wHE By )
g AAslsich

V. TTP Jis %3S S8t Felss HriuE
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-MA : TTP7} A, BellA Xuliz 3 (Alert)
| A] 7]
-C : WX ME] }EE

C = eK(M)

-fNRO : NROE el Sd AW
NRR : NRRE vjehii= &1 AR
4NRS : NRSE vehils 4 AR
-fNRD : NRDE Jehls Zdo AR
-TC : W A|=}7} Bulj#]l Azt (Time Check)
TS : B})] 283X (Time Stamp)
STTP : A 39] Alg)r|

4.2 TTP(Trusted Third Party) 2l 7|Ss&%

£ mRdlae Helud e 584 A
A7)7) 9% WPHoR Bds) wAEe] £)&Es)
2 gl A 3¢] Al¥]z]@el TTP (Trusted Third
Party) 2] 7|55 #alsle] TTPY EEE Fol=
ZZ2eZe Agihd.

TTPE AHEAR) AlE7]ae] 878 4 e =
o BokAe] wel sj&e] AFr|F (Trusted
Third Party) & 3 Level2 E-5F3}e] TTPo| ojal
83 o 715S Foigicl TIPS 7)5°] A=
3 AEsiglel wle) TIPS o)4al= ARt 4l

7 Bt A G- TIPS H¥%g ZA
T 5 glvkh o= sl TTPH AslE 4= &
& 5 glo] &) TTPH| i H& 9258 7
A% 4 glvk TTPol| #-4-5= Level-2- High-Trust
Level, Common-Trust Level, Low-Trust Level®
TE-gict

wjA)x] Aol e AAE A WA](replay
attack) {512 & ely] ~A#F(Time Stamp, TS)
(612 A£3lg s, Common LevelFE w]A]#]2)
ALAZEE glslel An wXAE BHuj7] 93
Time Check (TC) & E3i3kd wlAx]e] HAZA|7}
< ol 5 qlrk =yl WAXY A=A wAgLs
9)5kd Low-Trust Leveloll4: 138 33lsld
AFstdck

5, High-Trust Levelefl]i= EAlalo|u} Abefjul
off gk Reks AHE 4 gle] & 4l AR Thell
oJw3l Non-repudiation F71AuE] &l 34 o
o] whEs] wWAAEE HAFATE 75 39, ¥
8299 TTPel]l 24=7 9l Non-repudiation®]
ZAAEES 4 FARA Adshe vleg §o
g} AR A AAHQ] Z2eEd AlMgshe
7347 gong, Aot Ao gk 2]4-e
Betelz 735t AAe] olrkh whehd, ol=idt AR
2] 7%l High Trust Level & #-8% 4 glck

o} FAol|4] AdF|efR) = vl A A 5L ohg-7} et

1. A—B, TTP : fNRO, B, TTP, M, TS, NRO

2. B—A, TTP : fNRR, A, TTP, M, TS, NRR

NRO : sSA(fNROJ||B|[TTP|M]TS)
NRR : sSB(ENRR|A|TTP|M|TS)

AL 29 SRS 4 1 dwlA]R]eh 7o)
AAdsle] Be} TTPeA Ao Adgieh e
o AJA] Fell] NRO= A2] 7iQl71E Awg=]e] gl
7] W&d B AF aF & $ gtk A9 w47
E W BE AdAl Sboll digh alg 29l w4
22} zke] AAJsled At TTPoA Exich o]uf, A
¥ wAA] FellAl NRR-S B2 7el7l= A9
Hoy 9l7] wiEel, Ax BE 5% ¥ F 3ich

E£7|, Common-Trust Levelel4{+= High-Trust %t
AolMBehs  EF FAIge Y Al gt
AlgelA A8¥ch Common-Trust Level2 Az
E41% (LAN), A9 8417 (MAN), 39 FAI%
(WAN)olli] 45 5= glen], Uil Intemet FAl
@704 TTPo)A] Time Checks} Alert 71508
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i
1| 2, High-Trust Level TTPS| -2

Rakapelhg Ag 5 qlr] wdel H4E 4 3k
o] 749l High-Trust Levele]4} wnlgolx|g
4 441 44k 7)o <ud¥} Non-repudiation 72}
E glo] WA= 7‘{"%1"‘3‘]-11“7-, network delayS 1
213 message ALAZHE FAEe] AuiA] oAby
Z|edA|7te] whAEE 739l 2o o) g EeiA A
2 HARE Hllz 7 o8RlEe] 8T
Non-repudiation 24252 ¥ulFE 755 ok
giel, wWAR|7} ZId ol4ke] A4Azle] WA
+ Aol w2 L vhg )

1. A—B, TTP : INRO, B, TTP, M, TCi, TS,
NRO
fNRR, A, TTP, M, TC2,
TC3, TS, NRR
3. TTP : Time Check
4, TTP—A, B : MA

2. B—A, TTP :

NRO : sSA(ENROJ|B||TTP|M||TC1|ITS)
NRR : sSB(ENROJJA|TTE|M|ITC2|| TC3|ITS)

A+ High-Trust Levelg] w)A|x]ef] A}Ale] wfA]=]
5 A£3 A7 TC1S A7)sled Be} TTPA o
AR & AEgic). B A2 wARE w, A_-] o]
AAZ A4 ke A7F TC2¢F AR4ale] -2¢dw] A=)
Z A4 A7t TCIE 7R wARE ARJr TTP
oA A4Rch TTPelM& TCI, TC29} TC39] A
BE vlusle] olie] WAHHAY, Be HAAE
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22l 3. Common-Trust Level TTP2| =t

A7), Low-Trust Leveld|xe= EAlwtol} Abiu}
o s A= & e AN AHLHD ol
Internet FA18H3¢| 4 HEEH 5 glont Helo]
%ol &7 AF  AMgsolAd,  aduizal
Internet %412 Common-Trust LevelZ wjAllg 4=
Uk 471418 TTP= HA3F) ¥134 N5 &
Az)A He zhzte] o]fz)lElAl Non-repudiation
ZAABES Adsly ALE Non-repudiation 2
Azkgol ofs) BEshEE feaich

- =

[1eos .m0 10 ) S
|
|
|
|

| |

RO, B, TTF, aSaM), Ts, NRD J

0 \
| |

hﬁl:NHSABaSm:(M)TaNRS | NRS. A, B, 6SH0M), To, NAS

<t A e ;
| |
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A7} 3 wjA)A]7E Bo HEEle] ]ls]eix]r)
7hx] 2] #AL v
1. A—B, TTP : NRO, B, TTP, eSA(M), TS,
NRO
2. TTP—A, B : fNRS, A, B, ¢STTP(M), TS,
NRS
3. TTP—A : INRD, A, ¢STTP(M), TS, NRD

NRO : sSA(fNRO|[B|TTP|leSAM)|TS)
NRS : sSTTP(ENRS||A|BlleSTTPM)||TS)
NRD : sSTTP(fNRDJJA|IBileSTTP(M)|ITS)

o] NRSE AsgezA A7} AEF vAA7}
TTPAl AR scks ZA4% AAE 5 9, B
£ Ak NRSE TTP| 7|2 B33ksie] A
7} Bl wlAR| e} B2 F A 2 AR A
A8 gy 4 Yo'’ TTP7} NRS wjAx1&
AL F AdlAl NRDE As3le] AL wAA7}
BellAl Afsigdvhs $AE AlA)
4. B—A, TTP : {NRR, A, TTP, ¢SB(M), TS,
NRR

5. TTP—A, B : fNRS, A, B, eSTTP(M), TS,
NRS

6. TTP—B : {NRD, B, eSTTP(M), TS, NRD

NRR : sSB(fNRR||A|[TTP}leSB(M)||TS)

—a =

| | |
| ) NAR A TTP, eShiM, Ts, NAFR

i ' !

| | R A TR, oShM, To. NR

\ 7
l I
| NS, AB SN, B NS ) NS A B, S Ts NFS

i

|

1| 'J.___'__ M= No J
| ‘
1

I3 5, Low-Trust Level TTPol4 Receipt %2}

4.2 894 (Fairness) ®M2

A BAle pdEd WAJEe] ZEREES
Sasle £F 99ls ek Z2EFe] FuH
E AS Z2RE o] ARAS o] F5
ofgle ol:. FE FEIFA] Ueolob Wk Aol
t}.

B =i TTPY 7)<l Time Checkr |58
Z7slgdch welkd, $pAlabe F3te XREg]
Zehdujehs, TTPH) 2% Az w44 (MA) &
Sz et A ] el 44l oA
At 4l A2 E #7185 lek w1 Al 371
A 902 Fexpe] FAde] AsAENE A8
X TTPellA] Time Check 7)%5o] <3l QA|=m®
A} 3xp] FAlol thEt AFAE =

ae}, AlAl B7F T2A|7hE &ARSE A58
78 B 4 slvk & Brl T2A17HE AAl gk
Azkax} wa] B ZAAYH Z2akg 7§ TTPA
L FA% Time Check7]5-& F3& + {iA It
o1& ux|3lr] #iEle] $AIA} Aw WAR]E S415)
I WA AR BREE NRRE pA# w7z 2]
FEZ A7 TE AT gdeld, $42F A= B
ZRE 4 NRR 4l AlZde] f& A7 TR
A, wARE 4 X B8 A9 Aale] B
mAAE A7 = ek

1. A—B : fNRO, B, TTF, M, TC1, TS, NRO
IF sended THEN

2. B—A : fNRR, A, TIP, M, TC2, TC3, TS,
NRR IF sended THEN

3. A : Time Check
IF T<NRR%Z#AX|7} THEN discard
NRO ELSE

4. A : dPB(NRR)

By A7} Byl WA dijt &5 WAAE A
oA BFEA =hed olu] HEEE= Hal¥ed] A
HlA fAVESS 9] AL gepsid gich

V. NEYoIM 2
0% 62 TTPY Z} Leveld wA)R]2] HAdA|zh
£ w3t A EHe)d Abelc) AMujel BAlE 3}
= 7KlAZE 351 W), wlAAY AsRgAzE
2243 Aok
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33 6. 7 Leveld wiAA g AdA nla

a%elx ¢ 4 gl%e] High-Trust Level #7do]
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Low-Trust Leveloll4]1e] vl|A])x] Adx|de] H4 =
& Aoz gt

Common-Trust Levelelx{2] EA1S  npetwork
delay§ 723 message HPAIE F43ste] 7|
A ohe) AadAzlo] g sl 22 ol
ASolA Az wARE Bz Zb o]4a1E0] &
5= Non-repudiation FAAEES ¥lFy] wf&
o] High-Trust Level®] §Al%ErRe) g8 Azt
5 72z 9rk Low-Trust Levelo]4]i aliis
AH]27} A 2B TTP|A] 2)&3}7] wlee] vl
. Levelo|Ae] %o} nlswgls 72$ =4 olrt
e ok 4 glek

Telecom Non-Repudiation Inter-ORB Protocol
(TeNoRIOP) [13]efl4i= il ORB Esfjale]}
ORB H|alE Alolellafe] #<lg4)] Au|2 A&
217 dAUEE AAsle] Fa alek U5 71EA,
WAXz) 7L 2] Bk 71559 "CORBA/SSL3
Security [14]9)4] AA)=]ei)7] w&ol], TeNoRIOP
ol el WAUEE Fask 5k ol
FA0l Sfabr, SRt 27 Hale SAR
2% 2787 o] iARE Bod ca8E A
Zhe PE 1E oJlo|m, network delayE s}l
& 7% 28§ threshold ghow® Asla gick ol
B =olA] Algtslke Time Check 7)) 35}
Z2 w2k Al g9led, B el BT W
AA] AR} 26 o]42] delayr} wHAIElSE
73-9-&- thresholdgle] 273l -+ sigict «&
S0, 714zt 108 A4 Al g An H@
WAR] A AQAZFE 5.5 msec 2 EAEglowd,
11 msec thresholdgt o= Asigch

AFe|A ok 4 9lRe| TIPS 7ile] &5 &

30

QLB AHl2e] BEME e & 4 Ak
T olelR FAHSE B Rl AN vl
o] Aile] $ol ek TIPS Leveld Adish
of #2F + 3tk

a2 7. KPB7|%3} Common-Trust Level®] Link Utiliza-
tion H]a

7% 7-& KPB7]§%} Common-Trust Levelei|4]
9] Server2} TTPZ}e] Link Utilization2 8] a2l A
Edlo]Al Adlelct. 7iiAke 10%7F A 7 7IE
2] o)Ae) AgA|fe] WMAF A5 mHR A3}
ek

Aol & 4 glRe] KPB7IHlL Servere}
TTPZ}, Client} TTPZrel] ¥4k Hl%4f Au|2E
A5 TIP7F sl Wk e A
Common-Trust Levelolj4]«= TTP2] - 43}
3}7) $izked TTP: H.5A1Ae] wA)2) A$A)7E
£ FAfsle] o)Alo] Wk ASelut G pAalAlel Al
Az AAE BT 8 | o] 2t
F TTPE Agle] €187 Hot wepy Az
o 4= 9)%0] Servere} TTPZ] Link Utilization2-
Hjws RE Aedgt ZaeEe] F8ie| vl £&
< o 5 9ivh

VI, 20 3 EF |

AN AE7ies PR Qs Azt
A7, Qe B4, HASE 55 & el
Bt 7)1&e] F8Ae] R ARy ik 218
v kg BAY AR ge HeldE ARgAt
% AR dhEs), Relya] Muls 53 g 7
Llacovd Bt E = e T i s
HALZe] A2 gl Reheld EAAHERE
Aelm 4l (selecrive receipt), FA A (fairness)
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