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A Study on Applet Control on the Internet
Communication using Java Bytecode
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ABSTRACT

Java applets are downloaded from web server through internet and executed in Java Virtual Machine
of clients” browser. Before execution of java applets, JVM checks bytecode program with bytecode
verifier and performs runtime tests with interpreter. However, these tests will not protect against
undesirable runtime behavior of java applets, such as denial of service attack, email forging attack,
URL spoofing attack, or annoying sound attack.

In order to protect malicious applets, a technique used in this paper is java bytecode modification.
This technique is used to restrict applet behavior or insert code appropriate to profiling or other
monitoring efforts. Java byte modification is divided into two general forms, class-level modification
involving subclassing non-final classes and method-level modification used when control over objects
from final classes or interface.

This paper showed that malicious applets are controlled by java bytecode modification using proxy
server. This implementation does not require any changes in the web sever, JVM or web browser.
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ClassFile {
ud magic;

u2 minor_version:
uZ major_version;
u2 constant_pool_count;
cp_info constant_pool[constant_pool_count-1];
uZ access_flags:
uZ this_class;
uZ super_class;
u?2 interfaces_count;
u2 interfaces[interfaces_countl;
u2 fields_count,
field_info fields(fields_count];
u2 methods_count;
method_info methods[methods_count);
uZ attributes_count;
attribute_info attributes{attributes_count];

1% 6. ClassFile®) F#+%
Fig.6 Structure of Class File
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Table. 1 Value of Constant Pool Entry

Constant Type Value
CONSTANT Class 7
CONSTANT Fieldref 9
CONSTANT Methodref 10
CONSTANT InterfaceMethodref | 11
CONSTANT String 8
CONSTANT _Integer 3
CONSTANT_Float 4
CONSTANT Long 5
CONSTANT_Double 6
CONSTANT NameAndTvpe 12
CONSTANT Utf8 1
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Table. 2. Field descriptor
v Descriptor| Type Interpreation
byte signed byte
C char Unicode character
D double |double-precision floating—point value
F float | single-precision floating—point value
I int integer
J long long integer
L .
clncsnames: reference| an instance of class <classname>
S short signed short
Z boolean true or flase
[ reference one array dimension
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void foo(Thread t, int 1) {
t.setPriority(i);
}
& AvYsid g2 2o
Method public foo(l.java/lang/Thread;D)v

push Ljava/lang/Thread;)v
push I
invokevirtual Thread.setPriority(DV

B 52 Thread.setPriority(DVE Rt} ©f A
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o 101 - CONSTANT_Ciass entry

21 11 +-/( ~ CONSTANT _Methodref entry

’ 31 111 121 — CONSTANT_NameAndType entry
101 java/lang/Thread — CONSTANT_Utf8 entry

1 setPriority — CONSTANT _Utf8 entry

—~ CONSTANT_Utf8 entry

121 v

(a) Thread.setPriority()Vell &3t #3
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Socket create() {
return new Socket(host_name, port_number);

)
7 5ol g

A= Iy 133 2ol
invokespecial & A" XA %73 WA= T
= A A¥ 7Hd WA Hylolm, T3

superclass, privatet} <12
)

9 o] 5¥d AuE dar e Jd2ms

Method  javanet.Socket create()

4 new #1 Class java.net.Socket

3 dup

4 getfield Field this.host_name java.lang.String

7 getfield Field this.port_number 1

10 invokespecial #4  Method javanet.Socket. <init>(Ljava/lang/
StringsDV

13 areturn

29 13. create() WAZ=9 ARY A3
Fig. 13 E-Mail Forging Attack
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