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ABSTRACT

IPsec refers to a standardized set of security protocols and algorithms which can provide the
integrity, the authentication and the confidentiality services for IP packets in the Internet.
Between two security gateways, [Psec provides the access control, the connectionless integrity,
data origin authentication, the anti-replay, and the confidentiality services, not only to the IP
layer but also to the upper layers. In this paper, we describe a VPN (Virtual Private Network)
testbed configuration using the FreeS/WAN and analyze the ISAKMP messages exchanged
between the linux security gateway during the IKE SA setup. Also, we describe our development
of an IPSEC encryption verification tool which can be used conveniently by VPN administrators.
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© AAE Hb A8 AR SAZE AAEEY, 1
% Y7t IPSec SAeltk &, DOI(Domain  of
Interpretation)o] wel th& Bt TZEEFo SA A
Aol 7Fe3ttH9l ol& #F Phase M9 & (Quick)
B wAA wgke (Y 8% #Zoh

25 IKE BlA2 =253 B53 5%
RFC 24002 %33} Qoi 9= d IKE Z28E
7150 EFstn e TEH9 7]€(descr1ptlon)
T dElste o5& FEE o7F: AEL AT
AFAdol ofd 7ZAAE R i gt olwF
iAo A IETF IPSEC 9% 1EF2 2001 8€ A)
& 7 #Y Z2EEZS MU stE3, 159t
¥ ZREFE Z IKE version 2 (IKEv2)9} Just
Fast Keying (JFK) Z2EZo] AgHo] gor}
#H &+ IKEvZE %F3tEo] 7Ha de FolvHiol

flo

not

initiator

Responder

(713 8) PhaselloA] & BT

IKEv2:= 7|29 IKE Z2EF9 J/dg g
AzEA 75g 9E Fepsch [KEvzE A2
$ Flwel ZzEge WEAAC e 2 TAYE
662

HEA7EE AAE T IKEv2E A4 A4 4

Mol wiAA m@el eja] Bl Aol AFE ek
Ade 9} 712 KEZF 6 A dAA mgke
2 olg g4sis Ao W& AAHold s,

IKEv2E 7|1& IKE Z2EZAN HFge Mujx
AR FZ (DOS attack)ol] e dS=e 2ty 9
o} IKEv2E DOS F2AA 2 79 vlAlA] @k
Moz olE ZAldd £33 DOS #7 us
& ol7] 93] IKE: PFSE BIEE + =2
43tk IKEv2E IKE A R "4 A
o] go] /} %X]”} o}.;dl: o]-§_ ﬁ)ﬂ-c zﬂ%
3 IKEv2y: 7|& IKE9 phase /I 4] 7
Asste] phase oA Fd" IKE SAE F
IPSEC SAE® % #eA Ao AL 48F
% oAl Bich A% WalHe A= IKEv2E 37
Aol 23t 1FE 7[Reg FRgh Abd
ALEE Ak} #@A IPSEC WG IKEv2
Ag HE: 82 %—oﬂ len 20033 6¥ A 7HA
F37, 2003 79 =4
tet A Folc}

ri ;2 i) ]a]
>
o gt M —{N'

}

ol uE. &
k)

% Jpr o

=43
= [e] i
== =10

N H2ZE W9 ¢4

of AolMy G Aol PSec B/ AZEdo]
% PSc VPN 25 M8 /1%

3.1 FreeS/WAN IPSec2 ol 4% VPN T4

3 Ao FE3 [PSec VPN AL (29 9)
o} Zol|, T o] B F e HF Alo|Ed]
o] iz F7e #BeHZ  FAHACT Z
Gateway 9= FreeS/WAN A 199 [PSec AZE
dolg Axstdu2]. F AolEd o= EASE A
Abel wmob AolEdelE Al str) F7he]
BEE 35 dEUE Bl 2t AolE
dojoll Bls2 7d WA 24208 ARE8IH I, Aol
Egololli= FreeS/WAN £ H X317 93l 74

I

Host 1 |< >’ Host 2
Gateway | SA{ Tunnel mode) Gateway 2
(1% 9) VPN HAE H= 4%

www.dbpia.co.kr



=%/IPSec VPN H2E W=o] 74 3 g&3t i =7 7fd

AYL v} FreeS/WAN2| A& 7ddd B3
ARAHE SAY RE2 AXHE A4S Z2ed
@ Ao Adel B3 Az g4g A9
At PSec TREFC] AFHoz FHAde HAH
2 v, [PSec Het BA1E 3] F AlolEdo] 7+
of IPSec 29 EHYEE AL o HH2
ipsec.conf Al Lol A E-E connectiong B E
o 2M o]FolAth Kt A|Edo] 19 [P FiE
1000.1°]3, Routers= 5 719} MEYZ 7l==2 B
ot Aol el 13 28 fAs=d, F2rve 44
10.0.0.2549} 192.0.02540]31, Bt AHolEg o] 29]
IP F2+ 1920012 2AscE 74 A& H
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ok Sy
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= B Fr}

[root@localhost root] # ipsec auto --up connection-
104 "connection” #1: STATE_MAIN_I1! initiates

106 "connection" #1: STATE_MAIN_I2! sent M2,
expecting MRA2¢

108 "connection” #1:
expecting MR3e

004 "connection” #1:
estahlisheds

112 "connection™ #2! STATE_QUICK_I! initiate«
004 "connection” #2! STATE_QUICK_I2! sent Qi2,
{Psec SA establishede

STATE_MAIN_I3: sent MI3,

STATE_MAIN_14: ISAKMP SA

(I% 10) Bt AlP]ESo|Zt IPSec HY Y] 34

3.2 ISAKMP #AlA] 34

24891 7<% vke} o], IKE phase 19 o<l
E=F 6 /1] ISAKMP WiAAE 23ste 33 &
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o] AL (18 10094 22l connection FHA|
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= 7t SFEHAA tepdump TEIIWS A PEHA
gols] B 4 Yot (28 1) tepdump T2
[11]le2 &g MdR= w3ke] [SAKMP HA|A|
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ot} v}s HRE ISAKMP ®WAIA7E Al3tgc)
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<49 initiator cookie$} responder cookie® F
AdH(2g 6) FX). 2 L9 2:EE
payload, version, Exchange Type, flag §°¢] 2.1,
message ID, message length7t =3} Ho gk
ISAKMP 3l 2oe ZE¥A ozt Ed
2E HolR=rt mpako)

next

[roct@localhost root] # tcodumn -x -s 200«

tcodumo: listening on emnuos

19:09:18.057192 10.0.0.1.isakmp > 182.0.0. 1.«

isakmp: isakmp: phase 11ident []sal (DF)*
4500 00cc 000D 4000 4011 701f 0a00 0001+«
cD0C0 0001 014 0114 00bB db2f b845 3901+
1871 fe3c 0000 DOOC DOCO 000D 0110 0200«
0000 0000 0000 00b0 0000 0094 0000 001+
D000 0ODY1 0000 0088 D001 0004 0300 0020+

L BE L.

(2% 11) ISAKMP =A12]9] <l (1675 EA])
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(18 12)¢ IKE Phase 1 "¢l REoX AQF=
ISAKMP | A] =] xm AZHe Bl o] AdE
tepdump®] HIAIA 21 AlzZhe z RE] AAts )

CHef : (ms)

AIZEAIZE AZAIZ 2RAIL
114,050 116,754 2,704
116,754 133,740 16,986
133,740 171,967 38,227
171,967 214,481 42514
214,481 237,728 23,247
237,728 261,013 H 123,678

(1% 12) ISAKMP ™A% Ha] Azt

(2 13)¢ ¥ aaaaaaald 2= ping HEo] A3
g o £7- 298N tepdump® 2918 E ping
b EARS ‘JH?HFE} ageA B F 5], 20 £
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5 s A 4 gl
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h3 E&2Q &2 VPN AR el ¢
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[root@localhost root] # tcpdump -xe

tcodumo! listening on ethi

20:57:36.195499 192.0.0.1 > 10.0.0.1:

ESP(sni=0x0334fc69,5eq=0x6)+
4500 0088 3a0c 0000 3t32 7736 c000 0001«
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Oc3a 7edd 08d6 3dca Bb34 5755 76d2 02b 1+
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d27a %Ek Lo
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