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ABSTRACT

In this paper, we present an cfficient authentication proxy for IEEE 802.1x systems based on the port-based
access control mechanism. An IEEE 802.1x system consists of PC supplicants, a bridge with authentication client
functions, and an authentication server. For the network security and user authentication purposes, a2 supplicant
who wants to access Internet should be authorized to access the bridge port using the Extended Authentication
Protocol (EAP) over LAN. The frame of EAP over LAN is then relayed to the authentication server by the
bridge. After several transactions betwcen the supplicant and the server via the bridge, the supplicant may be
pither authorized or not. Noting that the transactions between the relaying bridge and the server will be
increased as the number of supplicants grows in public networks, we propose a scheme for reducing the
transactions by employing an authentication proxy function at the bridge. The proxy is allowed to cache the
supplicant’s user 1D and password during his first transaction with the server. For the next authentication
procedure of the same supplicant, the proxy function of the bridge handles the authentication transactions using
its cache on behalf of the authentication server. Since the main authentication server handles only the first
authentication transaction of each supplicant, the processing load of the server can be reduced. Also, the
authentication transaction dclay experienced by a supplicant can be decreased compared with the conventional
B02.1x system.
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