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A New Certificate Path Processing Scheme employed the Trusted
CA for improving an efficiency on the Computational Aspect
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ABSTRACT

The Public Key Infrastructure (PKI) trends to delegate the certificate path processing to the Delegated Path
Discovery’ (DPD) Server and Delegated Path Validation (DPV) server recently. The most critical factor for the
selection of the delegated server is to allow the server to be equipped with a high reliability through a low cost
‘and simple implementation. In this paper, we propose a new cerificate path processing scheme employed the
trusted CA as the DPD/DPV server by adding the capability of the Validation Authority (VA) to the tusted CA.
Since our proposed scheme uses the existing trusted CA as validation server, we can achieve a high trust through .
a simple implementation for the processing. Besides, we propose an additional scherhe for reducing an ovethead
“on the trusted CA. it is obtained by delegating digital signature verification to CAs on the path and by skipping
the repeated path prucessmg As the result, our proposed validation scherne can be performed efficiently with
high speed and low computational overhead.

* SASE FEEIEt BB A P-U(lovejung22 @naver.com), ** LATiEE A uFldus Pm
EEHE 0302120519, A5} 2003 94 194 :

908

www.dbpia.co.kr



SE2] JuSE Edshd JEE U
@ Ay A 7o) Geaspl sl o) o
B e o8 T AHest e A A
ularh el AbgEa DAl FEgs s
S o] Al AE HE AU & e
olZ 7lEd) 22 AN HE] Fa4de] Hap
950 9lek W AAI) F wske aTens A
B ¥F Alxde diyi PKIS AFEslaL glok

PKIE 707] e} elg Agoke 25 A
AU A8 BT Lok A58
Boashs e ABgowA, N4 A4, 9
& Fal WA D ocloRt gele] od3EkE 4wl
TR olew Uk YA AB A4 A

7]zl cH1112].

FAET e YA ALgAEL T ’}/]% 'ﬂ??]“?%
Bl %, ebas] 2] AAn) 234
G i AT e AANE At
shedl oS Sl AU O3 423 A
A o) MR HEE wFehe F AR A 2
ds et ek s 42 A Al 9
Al Sl RE AFAE Al el Aol A
FrRA FE o A A AR oEA FE
714k 7, 4 0)F '-"ﬂ el He olF

T4 A e & A

2, 7ist 3 de=s ‘ﬁ" Ay 4:]7‘ Y oo A
= & FReoF o] el w AlRle] AR
Mok AL s T oawrs] Ake e AE
st a8, ool AW AHEFE 4"1%1]-*‘]

r

AR 7k AEAel wel g ol4el otast
Taselsh e Age TR jield.

[s]

Qs il Ao W§ waeA 2
o2, o dEH A4S fuiah AHs §iy

AE WA A Aol A4 B8-S x34
7l 59 g]le] A3 4] wald, g AHRE
Aulghe=d] degh wE ages At 435
e 7S Al Fedo) g = glcl
01?%& —ﬂﬂ = #H43l7] YT cekd nkekEel
Fie] ol& B 71 viEAal wile] gl
= o) EJ-{ B AgES 2ol HudA HY
sl Abgelrt QlF AR 4F 2 g =Rk
el galste AulE 22 DPD % DPV 4]
etz sl=d], DPD/DPV A sl PKIS]

S
}ﬂ r

F

ﬁ
r>~

M3 CAE ol 8% MEE A% 42 27 7)Y
FAol &7 ;b Al8xle] 8-rel w2
MHE FES e el VALY Fleg
7%‘5}04 A48 45 9tk DPD/DPV HHJ% t}

2 74 Hd BAg odsd PAe 2EE Hed
das} gl a3 & $ed wEe ‘::H_“EFHZ]_TL 7
B Az qlgh @ad]] By ZA4 249 5
Qloh =g qlEae] A7 Al shelmt AF
3 Peisl 2Rt ) r1eg Weigess AR
E]% "J’i o:]_\.:_ HE}«WD]] —'].7;]] ] 25.,‘] AI:g_ o‘i%.
RS T ¢ g B olJe) g} #Had
A Adx] =l Al 1 FelE Pk AFHoE Aol
= glrhe W e 7Rtk e, Y A9
£ 418 el Alﬁ% mgle] Hgsle, A 2
gl Az} FAElefol slm, AHRlA AEew
Algl=lejel 3= DPV Auje] el Anjel A}
B2k Alel2] ghddl 7] Ball W AE QF4 A3
2] et vlAGGe] AlEslelel sl 2] 7
2 A7) ek S qlels]6]

wEl B mEeds DPD ¥ DPV AME
PKI 23] ujell4] ALErbEe] 71 4lgldle t15e
A2 CAE el A2ZE A5 AR A7) 9y
& Aaksldnh Agkgh whale AMAlEe] Balmoe
ARLES) 418 CAS AFihe PRI 72 5
Solla] $od517] ol AHEATE Al CA
AL AlE) CAZ) 38 e AR A 2}y
Ao AF 4 gl ¥wb opz), 7=
Mg AEdche Fuleld FEE 93 uvlge
R 24 kA4 FAS 93 AR T]
9 Apjzke] 7] BA) @ Az elET e ¥
A3l A2 Fe] el kLo A —T‘ﬂt’l 1+
w8 ¢ olvke 3EE JBleh Aaldl wkalely
= Als] CA7) fsk%l CAv) Algalgo e 2154

do 14 ok HL

F Ueekn TES el ARIe TR skle
2 6331—~ 7129l £ Aol Aol glck
epd, 412 Az} ol=i 1A s o2

ol AHzeol Mx) 7 )‘d 4-]-3:]2{]— rE ;_q,cdc
sl 2 T Hike] Q = Q7] e, £
i—%ﬂ*ib otk 4ls] CA9l ¥RE g o
ok ¥7h el ik Rk Alksisich

2w e cheet Rt DgdAE
DPD/DPY 2 ¥|E9| 33 dmelsd dg4 A%
UHER B ATEE s sl IR
= Aakgt HJ—J\lil Zﬂo]q} 7]”\3"‘] T ﬁb\ou|
2 % gt ok PEES AR 2iEth I
A Ak 7PEe) s gk oyl sk

909

www.dbpia.co.kr



g F 418 =i A '03-9 Vol 98 No.9C

ses slze] A% WSS waych s
VAl AR vk

I. ¥4 978

1. DPD & DPV

DPD Af8|= ‘:l" ARE AdAs 743*?5%4131
2983 2E P vEEe]ERTH
F =2 AF3, £ HuEe AHAP 84
3 72 A Ao} t]EE A8 #g-5le] 3}
ool fag ARE: dAdTe e 59
7). $HE 28 AHEES olv] AnE A
o]z AZE: AL AMgAP} AA FAE] e,
DPD A¥ AHAP} tdE2]E Al#dhs 4xe]
Azgo g o] FFssieh AR E DPD
112 DPD MW E dd ARES %

83E HE A
st 4R AHRES o]8sle] shi o] M3t
g F ARE HAsl olF AMAMIA HEH
Frk

DPD Auje] oa)] AAE <1F 2= DPV A
Bl o8 1 fAAe]l #AFHck ARAENYE
DPV Au|~E 9 wke A A2 a3
54 A% AAe EHEE HE AL 1431
AR A=l FEIAE AFIHT. HaE A
AL FoAFN:E &8 AFEdAe AnelA AT
& AYsle Aol & Aoz Agsled, ole E¥
QAo gk HZF 248 DPV Auef|A] A5
3, S5 FAlsla, $5E dFsked e
Z450] AMgA} AA AF ARE A 3
Z3led el Azknch AA Aelw, =3 AR
A7} oln] AR HRE AL lvka Rl

QlFAel digk M AE3 VAT A= A7)
DPV A{e] L83} 31 A4 A7kic} o ol
" Ze)7) jielrh =3 UdRE HeE AosHe 3
ZF AL o)4jtezM AF AMEY U AT
e |7t 293 AEAEAE 2 FEe]
FE qlrk

AR 44 4 AFL AR 84T A
wel FEn. AL sasojo} s AFAH A
A o 5ol gt g9 74 A=A, 34 3
N 84, F AFA A AzE #8 AR
gzl 41 CAES 45 AR AHE S¥ 2]
AL ke 9F A2 aTHE AF5A
A2 AR Aaf vehe IFA4 A2 274

DiO

_>"._,_'.>§,n.|o

910

15, Bl A7) 54 deent gEe K
4 BAEe TPEs aqa] AT o
A34e) RS AR, it A
Se s Bieln ol AES F= A
e 9ZAE 2o 9@ Al seliese A
—% &= gk CVP  (Certificate Validation
Protocol)[8], OCSPv2 (Online Certificate
Validation Protocol v2)[9], SCVP (simple
Certificate Validation Protocol)[10]2} 72 <lE4
e 22lel TR EZEL AMALE stold R3]
olzjgt A oF = ok
gl e oyl AMEAIES Foial S8l
thgt AL 7] Fzsid DPV A¥e] HE
E A5 AAE 583718

q.

ir
_llm '

l

cu..uo.u.)i'l‘

2. YEM HE

1) rfc 2469 HZE LI2F

Sashat e sHe] TV RUEAE
Aza7] 9EMe AZA} A2l 413 cAsk A
Alele] elZ= A=y} EA|sla o] qlF A=} 24}
E2)E Foldlr] ¢35 AR A 2 A= 2l e
s=g)sljo} glc}. Housley et al.o] gt rfc 2459
Qz Az A= dyE|=e A=L 9§ 7|E g
gl&ow Fu ARadch

[ =am ==
L |2 =
|. Keo| oEm 2
—X | szpm
=S | &i9) 0EEHe) = Ot BHEr 0SS
| SR} OIOI KBt
= l.C._l’sz%Lt'.—;.'EH%%
PESKID| O Z2H 24}
T 2A 9 58
. QESK EE 2L

e

28] 1. rfc 2459 81& AR AF 3

Rfc 2459[4]9] <& #AZ AL 34 A=
A4, 718 AF AR A5 59 v HHe=
Falgcl a3 1 2 o529 AL 7hds] =3
g Zloltk. af oA Mol 7 o], AFA=
A2 Ao L33 =8 4

www.dbpia.co.kr



slo] A3t A% ARE dAsiz 44" A=A
ek 712 AF 2 AR AF5E sk ol 4 A
Z 2] AzAe] BE AFAS s S3s
o, 7} AZMEE 5L AT A5 T shiet
T UFsA Rsld AdA" dF A2 fEHA
£ ZloE gese] o Fu AH2E AeA 4
sl o8 qlH oz welEe 7FE oA AR
o} AF AR Az AL A5 daelFe] 9
A me} A AH8A AF WA SCVP S
ez 254 5 Ak

=]

52

o}

S

N o o

2) 2ABM 4

ofA

|

(1) 8% 2Z WA
o WHle AMgAE A% AEE AYsT AF
shedl deg wE RIS A4 sdske A%
e e, AgAE sl Q%4.CRLOCSP
SRES chedle} AF Awelzel wet A4 A
2 Adeln Ak W AF Y R Ak
o HE B AL AAE 0, AHeAt 39
Bakah alsle] Saez Qg ¥o] Axw 9
Ao AFA AF AN A AvHA T
IFxow PKIS| #4he Asishe dsle] ek

(2) SCVP S w4

SCVP: QA3A A AElE #23h
AF HEE A UF 7R o fEME £
ol3l7] $18F wlEAQl el TREeZelr) ol:
SCVP AMuje} ALgARZle]  SalEe, AR
SCVP AweAl 1F 72 44, 44d dF 3=
9] AF EE AFA A4 ™ 52 A, A
B AHgAle] 94 e} AF A2 2 AF A
2 FF A7 4 A4 Ha: A 55 xise
S5He Aggie) el E dFFd A, SCVP
A 58 q1F-50] PKIE A8l gleid 4%
A AEI A ] et a7sEe 23
o} Hhg 7ieks] o] AMERE & Z2ogde] R
o} 27| E Zhas 4 slew, 4y e 5%
AFE A3 AF: AL fAT 5 =S T
c}. ukdel, SCVP A 918 F53 Al2F =
jle] Basle] ALgAle} SCVP AHAte]e] 4% <l
Z2 913 HF o] FulEelo} = 5o A
< 7HAIcH10].

I

flo

. Ajgke 4

Algkgh w1 AHE Aze] sl
Yoo wae ulis) JAdEs A A F
o] B3k A #Asky, Bo ded 78S T
sl 22 AlFAE AFIP] S 7] AlE
CAS DPD/DPV AB2 Al83l52 slgdch 412
CAE AHxE- o8 Axez Al=|dvh= PKI9|
71249l EAe] tisled, CA zA9] A=A 9 <t
A4, Foi9 3 Ay Fo VARAMY Fs 9
3 7lEdes dad okigt BAES VMG =
g o]l A=) CAst AHgAIMe FH71E 4 Sl
o2 s Az 7 719 el 2 A 4l
4 A% Asde 12 FUEA ok =) dE
of 2L AHE F5 drc} FHo| ¥ ki
31 4 glchks APS 7Wick ¥ 2. aE SCVP
AvE 2 75 22 FAF S v
2be AR AFA AF WS B8l

SIEAM SCI(HE.N
n.5% Zn/psE)

%‘

METH

1% 2-a. SCVP ZHZ uh4]

I3 2-b. 41=] CAE |43t Alglet ¥4

SCVP WAell= ARgAlEe] SCVP {#{i|A|
QFA 7S 85, SCVP 97t da3t A
BES FAlsl] fAY A2E A 2 AFH F

911

www.dbpia.co.kr



re

FENGE=EA 03-9 Vol.28 No.9C

Az AE AEAlA HETSE dhjen 4
Hok wbgel, Alekgl whaldlde AMERLEe] 244l
o] NE CASlA Az 44 9 =3} Pt 2
24¢ AFEA =3, A7 CAL Fag 5}
CRL&]e), DSVIL (Digital Signature Validation
Information Lists)& F7}% 4%5le] o35 Q=
A8 fEAE APk DSVILLS 43 CAL A
ol ozt ¥ehg dr) 98 ARlE dweke] splz
A, 7 CA7} 21gAe] Mg F3sle] AF Az
2A 8Est oR" AW 3 Ade)r}. DSVILs)
oigh ARl e obg Hella] 7|4 Aok
SCVP Hrale|l X AL}l SCVP A1 Ale]2)
Az 58 $ld A 3 Al 2t alEe
UZNE Zgslol ek whdel, Ayl wlalea
&, AhgRe A7 CA Alelol o|n] A7)} o=
A N2E Aer] did A% oE e o}
2 3 2ar) v omeld, Algale 23 A
o Ald] CAS AFHE FHAd sl elm

Hi, A7 CAR 45 Al A4e] ABAg A4

317 ol R} wgh 7)€ 418 CAY £ BE
ol A% EENE Fvisld Hr| djfe Mg 7
S84 wit AP o Qlok dagye s, A9 cA
& olgalozy ur) whest 2w Al 2=
H|£-0 % olA%l DPD/DPV A& T2 4 g}
s, S 2o F7RE Q8 418 CAY Rt
o] #HAl 4 97 D), £ wRAME oY ¥
g Fhaslr] % 2709 2ol weke Alakaly]
e}

2. M Z52| 2

1) uiA

kst w4, 4lE] CAL ZlRzes gl
A CRL 2 =2 #@a), 7] Ag, = CAqgl
gl A g o H, 39 cCAL T S
2] Z18Ag Ay olelE 1FA] dxat Dgt
VAR g AL Sydjel vk ulha], 3
S5 [ Rl e A9 CAddA g
F 7 ol7] wiel, & =il olzinl Bube
ZHaA717] 98 AdFAEL A 338 PRI oY
9] o3& CAEAA #9471 wlaks Aalslsc),
A9 A e qlExiel atss Aoz qls)
e Azle] Aeslegd, AFAlelA it £
Wolla] g Rukg R )l 2 gale] Sl o
wHew al3:xe) fjR|E 4% RSAL} DSA

912

A7) 4F dme)Eg olgsied MHEAY Azw
™ 4, dFA deiale SHAlS| Y MD59} 2
W del g o)l dEA Wl Wg
sHE Atsha, o] 2 Akt gl k33 dx
Beg ol AMakcH11). AR AEe 4
F87] $lElA, QA6 AET asa weals
YR TNE adolol sk ke shaael 3
5 At oz} Mg AE3Ek.

- A AFE e AR A gle B E Qs
Eoll sl =y aj e, 92 42 Aue A
FE7] feie UF HEe o) w1Fs) tEa)
2} #H AR eislel ek 3ER A4 A7k
34 A4k A)7kex =k 100 - 100008 =7} v
28¥o RN, d4ln &% yoke) T3 ggle] ¥
cHi2). webd, A=$- PKIsl) 91 So= qF
UF AR} e ALz A gl Al
uhale] A1 CAE AMAPRES old=elE A9
HE2Z gl%k odakAel g 71l Ae|o)

o gEbAl, AlF] CAzl AW S PKI e ol
B CAZAl 8] M7 FHzo of& e
25 dixos RullslA =9, 418 CAS) A
ol AT Fute] a® 4 9l B ola), <l
F49] 2 9 9] CA®l TS 2l Hee
A Al Abelel ¢l CASS #8589 5 9lv)
B CAf #Zex Znjofi FL& EAE e 4
32 Aok

' 2) 2 CAS MY #HE
Akt G A=) CAZl AR&AR} 18] CA

Bo] 7] 2 u)LalE AAdsle) RujEle A
71€e® sk, 7 CAx & 718 AMgsld a2
A2} CRLel| A3tz 7}gahd. wfela, PRI
9] BE CAEL xale] e Qdad Fajel
AgARd 519 CASS| TAFIE o] wjiol olE
o] wfal =B AWe BEg & ek R
3L AEH PRI 2t CAS®) A® AF ¥
ok AZAHEL Yyl ‘

o 7% 344, A8 CAst AgRAEe) azdg
uHIgE CASS A9st RE CAERS M1 31y
CAZo] Lot 1ol Higt A" HF e
g £ A A% FAXal DSVILE W] 2
Aok gk =, Alg] CAR AWle] RZAlolr]| w
Bl ARlo] 2R A A Q20 2 5
3] CAA gt oMol dajde A B=g
Ber} gich w3k xpale) a4 ale] CAB<|

www.dbpia.co.kr



g A Al dsie dEFH AR F
8 ZAFe7] el elel gk DSVILE *L3id I
a7} ek

@ oroopvs
Qo
. MED

— oEA

4 CAES A9 &880
DSVILE SE&0 & 215 A
o ME CAS HZ HESW OEA

23 3. 7} CAQ] An A=3 el=A

A2l CAZNE el AR9 Q1F =7} A4
AMEl QlZ=A] 05 E3FEF {0, cl, c2, c3, c4,
cSyoleta & o), 1§ 4= ZF CAEe] sT3slok
= lFAY] v ZF Ag]E B4lck

cay cancvtmncsgf| 4] @ [roiercasd-- [ ousosa

CA CASM G Cont W04 Sig) |

vt Casaeimicssipn | CA] 5 [ ricsicona)] csisa || cassisa

a3 4. 7 CAS®] M9 7= 2% DSVIL )

o]7]4, 42| CAE TCAzZli 3L ), TCAs}
AHEAE A9l AFAE WY CA4E AN =E
CASL sgsxs AFMEY AHS Fsdor &
tk. & CAl2 Apile] AFAME s & CA29)
TN71E 7] ultel, CA27} aligh qlExel o3
9] A& ZF3ka, CA2: CA39 F7H71E ol
3le] c4E, CA3E= CA42] 7|5 o]83le] o5
747t ZZghk o15e A% A DSVILE
glo] ARgALElA F7HRICE o7]A, A i“é
4 0= AHAFEA ¥ cl3} 26 Heie <
284 AR FA ASEck & cledl dsixe

f”-r-'
- mim

)
rir
r}-
A,
O
:p

A 3A2RE HZSA] dsithe BAe] s
A7 Zle] A9E = gtk

3) DSVILs

QA5 i Aue Az Az
As}2A DSVILE A4slel, olF AM8ASelA
F7IReh DSVILE thee] 9852 745,

DSVIL = (Issuer-Id[SN|Cert-Id[VT|VS|H(Cert(cont))
|Cert(Sig)|Alg|E|Sign)
®lssuer-1d : 3z} o] &

OSN : Hhelalel| ] fUd 3 I
oCerild : A% HER 4%A4 Id
.VT : A AEFE Az
1 A5 A

.H(Cen(cont)) 3+ 2lFA Wee 53k
®Cert(Sig) : HF °""‘H-—I A5zt
®Alg : ALg3) *i"* 4 &4 4z

E : 234=}
®Sign : daiAte] Mo

o714, SN2 DSVILE A3}y 913k U3z}
ofl Al frd3k dd WIelxw, VS AFAY MY
A= AdHE ez o) valid,  invalid,
unknown 2] 37}#] e FA|%clk H(Cert(cont))
2} Cert(Sig)= ZH A &3 1A 49| 3
F #F A FeEA, ol5L IFHY FHA
A9 $HAS ASshed AHeEd
CAZE 54 319) CAS] #3913 2HAsle] o]
| AZE QAdZ:AME dElighcb) 7]&e] AFA
gAY A5 HE-E AT ARl
2o wiet A =2 DSVILS F7} AMAISAY 7]&
°] DSVIL2] Y|-4-5 Aleje} gtk

A2l CAx 833 AFAe diF 72 4As
'?”]'SH %-!OJ-@“ o\l;: aE Tﬂﬁ]‘a‘
33 A=E *é"éﬂl *é’a‘%l 74 2ol oigt fAE
A #Agcl o] o, A3 CAe AHe FHEE
A3 7189 <h3s) 2] dj4l 3¢ DSVILE §
& Mg AF S ST o] FAFhezEA, 3
3 AF3:M W8 FEAS A e A
Alghct,

DSVIL(H(Cert(cont)))=Computed(H(Cert(cont)))
DSVIL(Cert(Sig))=Original(Cert(Sig))

il ml‘n

ODSVIL( ) : 4% DSVLL_-] s]]_rlgk_‘_]- A=zt
® Computed(H(Cert(cont))) : {12l <154 8] 2
AR 3k

) g1=2je] A gk
o] ol=xe] Y& a4 AARS 3§l

@ Original(Cert(Sig)) :

= L9

913

www.dbpia.co.kr



#Z BN =FA '03-9 Vol.28 No9IC

o] gk DSVILE] 4 =) nlagoss <lFA
Wes FEAE AFsta, A AFAHe MY #
< DSVIL®] #Z3h q13Ael digh A% kst vl
oz alEM Ade] PPAE AFYck Ay
7% FL ka3t A4t glo] A &4 Ao
2 3F 715E sgeEA 718 A% A5
Qo Qg Fehd A 24U + ok

o] A" #Z =& F3| A% CA= DSVIL
o] fdzfe] qlFAMel digt M FHFe| Al A
& I = A, o] HAF: IAWe=Re
DSVIL®] A% 7% Azp] DSVILS 33k CA
Eo] A& =gk Agx|e AT 5 gk HE,
thiie] AF 2Asls Al CAZE AA Fjtes
A AZA CAEe] ol o AHE= Al=Ec}
ek, A9 3L 8% CASo} 280 W
8% DSVILe| ojgt Algde 53] 98
DSVIL %% T & 7k whdel 738 4
saflof 3 Zlolch DSVILS] HFL Al CAef &
g 7AzAe] o2 CAEES] DSVILY 24 % &
o] A& 54 o)Feizck

4) DSVILel #E

(1)DSVILRequest/Response &

RelayMessage?2| M&

QA= 9ol iyt FEAS TeEly] AHel
A2 CAE DSVILS| F74 2 Mwe] AL
A2 1% H71Hel AE AS el o
z}el-2 412 CA7} 7 =74e] DSVILS 33l CA
EolA] 2ESe] Walgk DSVILY HFE 83s=
DSVILRequest, DSVILRequestZ 441§+ CAZHFE|
AEAre] AM] CAER AR AFHe
RelayMessage(RM), RM2] Zuel |
DSVILRequestell t)3t -$5to2 AAd=le] 4l%] CA
of|4] #%=3= DSVILResponseS E3] o]Feo]zic}.
#12] CA%: DSVILRequest= 74 #4k] DSVILS
ulelgk  CAE  Fold 9 slgle]  CAdl
DLCA(DSVIL-issued Lowest CA)ollA] #43)7,
DLCA= RME JAdsle] o] & wlz 49]2] CAell
A AFcl o] RME 42 DSVILE '#3)ig
CAE A kel 1912 CA, =
DHCA(DSVIL-issued Highest CA)ol|A 712 A+
Elc}, DHCAL: #Mile] RME] vix|ut falzlels
7S Qlx)sly, #F o2 DSVILResponses A4
slo] o] & Axle] =& Ak9] CA, 5, 415 CA<lA

914

oA BE AFAAge] gt ] AF I
AL a3 59

— — = DSVILRequest/Response &
RelayMesage 8 = 35

717 5. DSVIL AZE 9%
DSVILRequest/Response & RelayMessage

AFHE

2% Seld, AHeA A7b AH8A Be] Q124
fFEAS dA & o), A= 41=] CAl7] BE] ql
Z215 73%s| del= DPVRequest= #H43lc} o]
2 A4 uke 23] CAE Hag 9324, CRL,
DSVILS-S ~4lsle] 83 olF A2E sy,
DSVILS- 23#3sF= DSVILRequest= DLCAc]
Agspd, DLCAE #ilo] 2Hefgt DSVIL-E %3
& RM-2- AlAdsle] k9] CAoll#4] Hulch RMS <
21§k 25 CAE2 #p4le] wheigl DSVIL-S RMo]
tlio], CountE 1% 7}4-gkc}l CountZ} 191 RM
& 415k CA, &, DHCAE HEAo® RE 7=
2Fe] DSVILE~] ¥3+5 DSVILResponses- 2418}
o] o]& 48] CAolA] H¥ghe s DSVILS] a4
< f3 A" AL 2kEdch A®] CAs
DSVILResponse2| &2 =348k ¥, Lz ° 2 B
o glFAe] fFEAES e, o A3
DPVResponse S Aol 7| #4ghc}.

(2) DSVILRequest

DSVILRequesti= 41| CA7} DLCAd|A| H=Z
~}e] 2E DSVILS] AN E Afsdels fATe
24], o]& 4413} DLCAY: RME AAsle] o|=
ARxe] ke CAoj|A] #<=glc}. DSVILRequest?]
TAL o) 2

o]7]4, Noncet= 2|Zwle] F2& W=A5] 4
3 EZIE  gd9e] 24, 4lF CAe
DSVILRequestvlt} t©f2 5 E§sle} gk
Count= 7 EAFe] DSVILE] S8 7|3
DSVILRequest& 413+ DLCA= o] Ztell 15 7}

www.dbpia.co.kr



B/ 2

54 RMe) sge),

D‘iVILRequesl (RquId|Rep Id|Serv1ce|NonLe|
DCAs|Path[Indicator|Count|Alg|E|Sign)

®ReqId : 3=} Id
®Rep-ld : A IADLCAS] 1d)

®Service - 83L& vERE 48]~ gE
@Nonce : replays Wa)s}7] 93 vl
®DCAs : DSVILE =gl CA'_"’] SR
®Path : 1% FA=AR2| Cern-Idx

®Indicator : E5tog E]E—E']vﬁ
DSV AT A,
®Count : FZAFS] DSVIL®]
®Alg : A9 W el haelE

E : ##=}
®3ipn : A2 CA=| viL7|Z

BE b 74

SEsR] M=

414#] CAE= DSVILRequest® DLCAA 34
gl # DSVILResponser} 5ok& wf7br] AME-2}E
el 8AE =P QFA9] fRAL Swksle A
2 »Hslel g}l wlel4, DSVILRequestt} RM
WA A A B 5 gl FelelR qldf
DSVILResponse2] 2ot A|7ko] Zejxlw {FHA]
Tk A7hE 2 oA "ok ole AR A
FgE 88k AHBASddAE vlEgHe daE
23t 4 9lg Aolck ol Tale 48 cav)
AR 47-E #1¥ dag DSVILE TR T4
o, Bl elimA{e] g DSVIL-S L4#3l DLCAS
Zol DSVILRequestE F4gho 2o sigds 5 9]
ohoojehd], A=l CAZF 43 2 3% ZAge 9
3he Egbell ZF CAEL THRAY RME 44 E 75
F5H =, AlRl CAY ZE 2] F8) F Es
19} 43o] DPVResponse’} E3bal#d| 2 #ie|vh

A e R, A% CAs $72] idledt A2k gle]

THle DSVIL-S Z]Z3ro s algxale]] ®o) wf
=2A 23 eblal dgk fAdS AR 5+ YA
et ol o] W 7 CAnh oA ghile) 4
¢] CATnpo| ZAfsl= A4 PKL Liwlefl4{nt 4|gh
Hon Mg = givke RS 7Hsich

(3) RelayMessage
DSVILRequest-5
DSVILRcquest?t & #HA4=gE=A1S aaldlz, ©
e
[+1

s
A8k

= AF cAg)  aAlvs Bxsl e
DSVILRequest=]| gt A& 7@shw, D(:AmeJr
Path #-sol) 2pief o)ga} Apilo] *1“5’ 75q
ZX7} glisA|E algith Felgl & zpale] wbsl
g DSVIL-Z DSVILLel2} g w, DSVILIS|

e a5 Fd

1713z 413 CAS °| 4% N2¢ 95 A2 A7 7Y
ol #2 A)41L Slod RelayMessagelS 44tz

RMI1E& =33 RelayMessa.ge"1 A sl RME-
apalel AF] CAolAl F43irk. DLCAS] RM2] +
e

RelayMessage 1=(CA - TJH(DSVIL L{Cont) DS VIL1(Sig))

RelayMessage=(DSVILRequest|Service|RelayMessage 1
|Count|Sign)

®CAId : #Pale] Id

@®H(DSVILI(Cont)) : DSVIL] W&e T gk
®DSVILI(Sig) : DSVIL1S] AJwdgk

@Service : RM2 vtehlis 4B~ e
®Count : DSVILRequestell4] 1 zh4

®5Sign : DLCA2] w|27| 2 F3i5] A=

o] af, RMsej|4 DSVILRequest— )2
DSVILRequest®] Eajgteleot 3k Counts 13-
FFz=dol gk DLCAE RMES A4 F o)%
ArAye] 4 CAlA A} 49 CAx= 819
CA®] FAN7IE olfsle] RME =& 75l
RelayMessage | «ll4]  5]¢] CA?]— "R*Q‘{l‘ DSVIL12]
Are chee) drjem z3Fgho R DSVILLIY
3 gl @‘4

DLCAp(DbVlLI(Slg)) = h(DSVILI1(Conf))

RM(H(DSVIL1(Cond)) = H(DSVIL1(Cont))
| : WDSVIL1(Con)) = H(DSVIL1(Cont)

®DLCAp : DLCA%] -27)7)
@ RMH(DSVILI(Cont))) : RM-2- S35 #8]

H(DSVILI(Conth)

Z, RMI12| DSVIL(Sig)d] DLCA2] Foi7|=
=-gsled DSVIL1L] gl AHE g 23]z,
s]Z RM19] #2703 wlzale s DSVIL1E] 4]
=& Z5estA Ad.

49 CA: 219 A% A9E =932 Counts
sht Eel RM2E AAslel o|F RMe| el
DSVIL12] A5 g Habs Ap4le] tld e #
#sje] Foll DLCAZE AMle] 'Zadah DSVILLS) 1H
Hof| g Halg g AP old dig FA=
AN A 9l 3] 715 AFsHA Fck RM
# % DHCAo|AZR w3422 A4E3 RM
Aambe 25 CAES- 9 RM AAl 2 39
CA?P B2 DSVILe} 7E AL FaEA 9
vh @b ne] AR DSVILS| 4at &
RM1& #lelgk RMn thee] #4alg 713k
RelayMessapen = (CA-IdIH(DSVILn(Cont))

|DSVILn(Sig)[DSVILn-1(Status))

RelayMessage = (DSVILRequest/service|RelayMessagel
|RelayMessage?)|...[RelayMessagenjCount|Sign)

o r[o

915

www.dbpia.co.kr



FFEMNE I = A '03-9 Vol.28 No9C

o]7]4] DSVILn-1(Status)= 3}¢] CARYFE] A
4% DSVILn-18] A9 7=e] ZAzjo|c}. HEA o
 RME 4418 DHCA: ¥ 88 3 F
)23} 7ro|DSVILResponseZS AJAdale] zpale] 4l
2] CAllAl HE3hck

DSVILResponse=(h(DSVILRequest)|Req-Id|Nonce|S
ervice|RelayMessage1|..|RelayMessagen|Count|Sign)

DHCA+= DSVILRequestel| al513E Al4kekar,
DSVILRequest 25-E]Req-Id, NonceE EARg}) o=
g, DSVILResponse2| AB]~ #HelE FASkaL
Count= 1S #}43%ke 24, DSVILResponses i
At gl 3E Al o] AFs] o]Feix]
t}HDSVILResponse2] Countgla- 00] Flofof Fhc}
DSVILResponse-=- A1%H 412 CA:=
DSVILResponse?] %8 7&sla cfg-2] 1AL
=3 DSVILRequeste} 7 =ZAke] DSVIL5<| F4
A 2 giAde #Algicl &, DSVILResponses
%3] #4% DSVILRequest®] 3|#3Hs U9
DSVILRequeste]l &4 A4k glat wwsla, An]
2 #elE ARl =& DSVILResponse2]
Req-1d¢} Nonce?} $122] DSVILRequest®] 7}
7+22]| 2 Flelslo] DSVILRequest?] T-ZA-S- 74
gl =3k RMI-RMn7}#]2] 2z} DSVILES] 34
W S5} wlagez
DSVILY--2] 5447 A=ie] S AS5ect
H(Original DSVILRequest)=h(DSVILRequest)
DSVILRequest(Req-Id)=DSVILResponse(Req-Id)
DSVILRequest(Nonce)=DSVILResponse(Nonce)

RM1(h(DSVIL1(Cont)))=PubDSVIL1(h(DSVIL1(Cont)))
RMI(DSVILI(Sig))=PubDSVIL1(Sig)

S

RMn(h(DSVILn(Cont)))=PubDSVILa(h(DSVILI(Cont)))
RMn(DSVILn(Sig))=PubDSVILn(Sig)

$19] FHFo] BT AFSE A8 CA: A=A
o] wE DSVILS| W& ¥ FF A7E Al=s},
Az o7 DSVIL-S welgl 2E CASS Al=s)
Al Hek

(4) M fede] A=y

Aakgr 7L e 27 wESE Ei,
DSVIL % DSVILS =gl CAe| Al=|4d& w4
gl
@ DSVIL®?] 7Zx glZae]| 3l
el QAo a4 AR BET FHolek &k

916

o E'_L.

A 0249 A g} delel Weh
@DSVResponse2| DSVILS| a4 #ht A4 3hs
< 370=l DSVILY] & zhE3t Zelok gk
@3lY] CAZYE] RME HEF 2 A8 CA= 3}
9] CA7} %3 DSVILn-1o] o3k A4S 7Zs}

o]& AAglc

212 CAx @3 @F B3l A% SR AFA
Weel F24 2 A9e) A B
@& 53 DSVILY] F24 2 PSS FlsH
k. @F B3 DSVILS 33t ARgA}e] ofelH
al 3915 WAIsle, oeldt 3 A g 1
< 3= A4S FA ARE AIEFLEA Fal B4
7155 AT 4 9k $19] ] 2AE 2T U
ZzH| =9 A18] CAE: glE:AE whalgl H2hsliz}e}
A5A2] AHE AT AR CAEE A=
a5e] 3 2]] A3E A = A =

of\

XY
o}

(5) Hiokst HE ¢mz|

Aok WL 7|20 A3 dweElEe] A9 A
=& S ¢33 A4 2EE AjkE s A4
2ER dAgeRy 7dE 5 3z 35 v
o wAllA H2Ade] DSVILES] a4 Alubsie]
o]E- #<% DSVILResponse®] &jo=+ W45
v]asl= DSVILResponse?] 7% RES F7)slo}
gl

IZIIH

Start-CA = Trul dCA;
|Stant-cert = Cen
[Next-CA = Snbjul from Stari-cen:

yas

" Stari-CA = Next-CA
WL S
e

" T yes |SWn-CRL-Download CRL lssuedby |
= trust of Start-CA= success == | Stant-CA; -
| CA-cent = Download Carty,, 040

¥esl _ —Stari-cert in Stari-CRL =yes__

ﬁf\'[/u/
%

¥eE  —<Smn.CA,Next-CA>——_
————__ verification = fail [t

no

Start-CA = Next-CA 7
Start-cert := CA-cert |
Next-CA := Subject of Start-cernt *

“ Next-CA :=Target? =1

| SR e .

|
I Return Fail I Return Final Success —l

"

3 7. rfc 24598 QAE AR AZ A

www.dbpia.co.kr



&l 73} 28 8L zZFz) rfc24590|4] 7]&s ol
5 AR 7% LS At due|Ee] 43
& FHER el Zleojck

fc 24597]F <twe]Fe] 7t CARNE| Had
91549} CRLE t}e 2= nke & °1—%H21 A
+ AF FAFse diAdled Ak daejEe He
g} alz=x]e} CRLE]e|%, = CA7} wsig DSVIL

T e 2T vk =)

[Superior-CA = Null |
|Start-CA = !mdnic‘a

Tﬂﬂ-{!’l -

[Next-CA - sum ol Stancen |

i
_r’ SwnCA - anl\,>

na
- [SETTRL= Dm;;;m‘m

s e Y88 | CAcent = Download Cen,,
<t ol Stant.CA= succass =y Lxm DSVIL - annloud TeededDSVIL u;m1 ‘

e
o

— Start-DSVIL = Null “_’;';L‘;
- T Lt
=

|verify sign v i coypagraphic cakc

e mﬁulu-mf ———
———_DSVIL Response= fail_——

no
[Superior.CA — Sart.CA 1
San-CA = Next-CA
Start-cert = CA-cent ‘
|N A-CA = Subject of San-CA |

e S T
b NewtCA =Targer? =

71&9] dae|Fe] 7 AFAMEe oid gtEs)
2lE &8 A AFshe e, A’ dx
2]Zof| 4= o} 2=3 DSVILY 34 Ak &
3 A9 HAFE F8dch &, 288 == DSVIL
o] EAEHA @& Agelle gEst A4S S
A3 A7 AF 2SIk

Aok dxuelEL 7€ gaelEel e =
Fo] o] FrlkE=dl, o]l QlFAel ik 7]Eg
A3e 4
¥rdeR Saske Aolch 4% DSVILY
-3} DSVILResponse 246 #% DSVILS| &
& Hago =4 DSVILe] wigt 7&]-""‘% &la, A=

*01'91 BE A3AMe sy AE AFE g =

= e Ao AFHoE %E&]Eﬁ_ FHER|ow
-75% "éi'}— success 7} Fc), whof Sw} Zeale]
I8 A1 el gwdo] IH=A] eqechd A3

i

/A FUe) BR4e B

A7) 22) CAS ol 88 M2 2

T 4= A7 714

% ZA3=  unknown °] Hw, FHFEAP= otEEt
A AiE 58 A9 A5E Fslof it
71E fxEFe] AF A oRle AZER
FAE 4 9k o974 QdF H=ze] ZHol: nolx
A12] CA #pale] algh glsAe] diside A=
5 I decn 7AEktk

. CRLES #43 f‘lZ} ¢ Teearch
- %‘ % )\-'lug ‘)E;‘ ]7]' Cslgn = Chaah + an"pl
. ZAZ AR BE AFAH M9 HE A7t
Tugn = Clugm + Cuign+..+Chsign
- AEE ALg AFA AF AT T

A Aokt daelEe] AF Azke o83 2k

.

. CRL,8154],DSVIL?] t}2= A7} : Toownre
. CRL, DSVIL®] 714 A7} : Toeuraes
- A A8 AFA HF A7 Teeny
. AzAe] ZE Q24 A9 AZ A2
Tsign = Clhnth+C2hush+'+Cn-lsign = (0-1)Chash +Coryp
. DSVILResponse & 728} A7k :
Tasvit = DSVILIMh+DSVIL,2h._qh+..DSVH.I’I-ZW
+DSVILRequesths = (n-2)DSVILiaa+ DSVILRequestnasn

o714 71& dae]Fel] BlE AR daeE|E
< otReEee} A4 Ao DSVILY ctfe-zxs} 7
At AATE @ +f 2] Al7de] o] ZHEj|Rk, o] A7k
= AT H7E A A9 HAFEA 2= ol e
A7ke]7] wiitell fd3slA] gelx & ook F 7}
A 148 7K sl Aol A9 AT Al
DSVILResponse2| 715A17ke] {52t & <= 9lch
2714 7142 A4 M9 AF: AZMe w|=sl o
+4 . orlds AdFA,  DSVIL,
DSVILRequest2] =7]E5 22 zlow 7|Asla, 7]
dxe|Ed ARk dxE|Ee] M9 #E: A7
2z} EVTggn™} NVTsign© lglz P& o o]5L
o3t #o] AlxkE 5 gl

to N

. EVTgm = Clggn*..+Cnggn = N(Chash + Cerypt)

# NVT,&F. = (C.lm;h+czhm+'cu-2mm+cn—lsign)"'Tdsvi! -
(C1;,,5}.+C2,mh+-Cn-_mh+Cn-151-g“)+(C1M4.+C2m+...
+Cn-2p#DSVILRequesty,e)=(n-1 )Chash+ Ceryp+
(n-2)DSVILpaeh #* DS VILRequestiesh=Ceryprt (21-2) Chash

Aok dnelFelde 71E daelFel w)s)
4 Al o] FTBIAT el 7S Akl Hr}
€ 9L 7177 deok A 97k S8 a4

917

www.dbpia.co.kr



e Azlke] AwsEE oEst A4k A4 SlgT
olet. <l Z&e] #He|7} neletar & u,
Aokl whale- ApA| AH QlFAel AlF] CAZ} %
5k o124 S AL AR Ao BE QIFAe| o
& DSVILe] EAlahe 4o 739, 23 1]
otss}l Aakuke Safspd Hck wEbd nde] 3E
5 Ale sokshz 71 wAlel vl WA wie
AZF Az AL g ARk

o
&

3. CVIL(Certificate Validation
Information Lists)2 0|88t 2I1& &2 X

2| opdel det

(1) A

AHgAEe] 54 QlFAel o’k AR A4 9
A% AR1e 24T o, 23R AFA7 22 AA
slella] e QAF AR2 o|Ae] AFE Heol e
AFHY 7Afells AlE CA: H22 4R A
Aqle HhEal] esfep ot oleidt WA
Az 219 P #A]le] wEEHE P # F
9l Wk ole} Aoz Yile] ® 4 gtk

23 9% AMAE Ast C7} Bl Bel Hidt 2F
& 415 CAolA 2AYE wle] DSVILAE A=E
vehd Zelek. 27 994 Rele AAF, 54 =
Aol wigk DSVILe] 84o] gl& wjwte}, Al= CA
& TP AR A4S CAES A2 AT AR
Bajx Fafsfor dch 2 DSVILe] wid 84S
ez =9 oS Al gemA o
o delel7t A2 5 A Hrk

ol ¥AIE 23] s AlF CAR 3}
& AMle) ddEe]ed] 2ple] AR Az ATA
o gt AFA AF ArQ CVILE HAjReRA,
Aol AH2jE "o gl AFAel diFd 84 sle
7A%el, 239 AFAel ik CVILE FEJeR
A AR AP A9dE AT =S sl

13 9. A}exa} As) €7} £.3% Bel| ofg DSVIL
A4 AR

918

(2) CVIL

A7 CA:= AHgAERYE 23d ql5Ad o
T AR A= 2yl A F AL gL
CVILS A5kl CVILS A2l ol id, 7
Z A7L AR AR A, A2 AS A
ZAZ deleE Mg wdyIE A= ARRA,
AR QlZE Az QF ARe] fREAE s
7] 18 AHEck 9714, AF delge A5 A4
2, oA 34 Al M, DSVIL, B! ARZ
gasw A=l CVILe] 3E-ES ASNIo®
#7518 103 zck

Z1%] 10. CVILs2] ASN.1 7]

Z} AGREE Aple] fsks AA AN AF
A Az CAA AAT 5= Qlck ojud A
& Al Mt EEe Ade B 5 S
£ Zloleh o2l BE ANEL Y € AHE
Alg] CA9| tldgele] AAsh= Ze wlEEHd
ok ohe} Ae] Brbsd Zlolch wetA, Askek
71qelds 24 AF CAf] HEE A FH
8% CVILTHE: Asla 7Jldct o)7L Alst
g 7ol EgAez SHE7] AMMe ABAE
2 33 AlE] cAd HEFE AL AMIES
FAEelop grl= AL ouigich Iz S
73AA ARgle] op7] wjdel, AHEAFES W83t
thal Al EA] ARle] sk LS AlE| CAdA
AAsle] sk Fele] Ak e 4 3ok

A, shpe] 4l=] CA 4l A m7ie

www.dbpia.co.kr



i

d

Jd
o
|

w/AMH FHe &

QzAe] gt 8Ae] NG A% A8 CAE
el ceEeldl mAe] CVILER Al €
ok me] =A| ek, Al8 CAZ} o]5& AWehs
o Mok Selrh AT, me] ARA = CVIL
=g Als) CAS) tdzeldt Agehe Zo] ¥
o] % Zolek. we, olelat 4uE CRL )
Az} o] FAbIA AL, OCSP A E
W 5 7ol o] Ang OCSP Aulel s}
o, s ANE Bag Ao 2R W4
0% YES s Wk o8k AE EeHY
Zo]c.

(3) e1& A=z Xz P&

Akt 7] a4 2 5] AubHql s}
HA-& CVPE 7|Heg gl wmehd, AHAs 4
g CAdlAl zKle] A AR A 9 AF AHA
< AAT F 9z, 413 CAE o] Aol =}
Z4 Al plshd Hcokh vel a3 ojudt
BT FgEo] glA] kg Aol A= CA A
Ale] t]FE AL AMgsie] Az|sla, o] AAE
Sotell EFHEle] "ol gl 1 112 CVIL
< o]g3l Ae] AL oAER ehd Flelch

Request for DFV

yes

™ OVl JCAIV]
J=CVIL] REQ{Dpol [=CADpal]
Y= e
o
REQ]-CVIL]] REQCVIL
¥
w

yeu
= REQ{VIF-CVILIVY]

1 Venification of CVIL| | =

success”

28] 11. CVILE o]44k

ofi

7z Az 2

412 CA+= A3l 23] DPDef| gk 71~
DPVel thgh 71el#]E #clilch DPDef| wigh 23
of 79, AA o] Al CA2| t]EE A<l

13

713

Ag galsh, TIEE A4 A$ CVILSY g
£4) ol 448 A} FANEAS A
olekal CVILS| 54 AhE ZAAlsled APt A
e, 712e) g Ao} sic A A4
e sadel Yk 43R M) E= A
o] ofd o} HAY A= v A= 4
4 allg saslel @k o] w CVILS] fEA
AAke Thesh 7o) Salgck

CVIL[CRLs] = CollectedCRLs
CVIL[Certs(cont)] = CollectedCerts(cont)
CVIL[DSVILs(cont)] = CollectedDSVILs(cont)

Ir
[r=

| CAE ol &

I

L Az 93 22 A2 Y

=, CVIL?] <& 72 38| 3l CRLI
DSVILE<] ] Al a2 Exfsl=A], 1%
AEe] Wge] WA WIEAE FlFgezA
CVILS| f7A AelE Ak 2E yE5e] o
o] At} a2 EA3hE o) AAR CVILe]
fasichs S ouis] dfel 43 AE F
A& Ag glo] 83 we} CVILY| ZE3he AW
52 el EFsle] AHEANA HEReE BE
AA zgle] stgdl Fole tEE AL T3
< Azpurs CVILE AH#AsA U 7§4ls)of el

DPVel| o3t a3 Afolx AF AHe 37}
2 o sk 7L Aslus 22 e 7
Z z2Rgle] St F, 7HFo] 2AW ATl A
A=l CVILY| e A Azkl 34, A7k
7Z4] ¢edvjelE, CVILe] fA%t 7log #=isivid
oAzl HAZE Agdx 4l =g gle] AHHoe=
CVILS #xspbd ok zelv CVILe] f&EF 7
o2 x| ekl Als] CAE f3% 7A=7)
dojd w7lx] AFsA o Fr ARES A
stz AF ol A2 43 A3 AR,
t]ZE Ao o3k 7o) skw¥ ¥, CVILS] 3t
& Q2L gro @ sAl=le]e} dlch

Aoz, CVILY #Z:= 415 CA A9 ¢
3 2 e Fole AFE 7P wiel, At
g 7|dle] Eg2og HLE7] fEA AHAES
7hs% § Al CAS] tjZE APEE AMEslof
@ Fo|r}

V. dla 2 24

1. 41| CAS| oyt
3gelA 7ledt 7 dxelEe] A% AF AR
< Ed2 7|E dxeFe] A% S S=e g

919

www.dbpia.co.kr



F=E4GEEER ‘03-9 Val28 Ne.9C

Aok daRlEe] A% AE o) w)leg A4
T 4 oglel &% ules 7|E ubgel] g Alelgt
W el A4t S5 mgE vepd ZloR, 7w
U 4%t #lEcE AE il o7AM, tan
F RSAYL DSAs) 22 7] s Aladleld
2] ebz 3l AALE millisecond(ms) 2. JehH X]7lo)
I, tend B4 AgEhed Baeg & A3ke)Ekn
71gek o] o, s 2713F 93 ZAH LA
A7 0o} s A4l Azkes pAdElRd, @4 A
A AE d Adshe Ade) =714 we) det
A 4R ol 4 19 Re] AntE 4 ek 4
1414, Size(Con)¥ sjsielza}. &l ﬂiﬂlﬁl =7|
£ Jedz, by msw ARiElE v E24E vehy
T AzleE el A3 £55 ;-3}7] BER
ng 2lF Ao Zelghy dhw, 4 Absie A
Age] AL 27§ Zerin 7REYE o, 712 ¢
aelEe Adet daelFe] 3% 4w EVTage
2} NVTqears 47 vF250 #ko) A4k 5= qirk

s = 2, + Sizdcond/ A, [}

DSVIRe pIREG=2,+ 2oy = 2, 2, + SizéCondi ,)

BV Loy = Wl i) = Bl My

= 0t + It + Sic¢Cond/ 1) 3 @
NVEy= 1t 202ty + DSVIRep/Req Lt +

2021, + SizCond/ A,)+ 2 b, + 22, + Siz¢Condi 4,)

=3¢, 20, + SizCond/ 2.”) 3

mebd 712 dwelzel A Ay YselEe
A A Lo Hlg, sfe ok 3o

A EV%VZM:

B, .+t +SizéCon}/ A,
i / W-f-ll:(t + SizéConY/ A, )(4)

E 18 (2904 AEE bl Gz o)
A T o S22 e Aoleh

B L w7) dmeinst slal el A9 4=

Algorithm. tAlgorithm{(ITS) A Atgerimm(bits/ms)
DSAS512 33.909 _
DSA1024 113.968 -
RSA1024 4.457 _
RSA2048 17.152 _
SHA-1 0.0093 36057.0
MD5 0.009 68267.0
920

E 19} 48 &) qe} 7]E dzE|ge] A
Aeket dxelEe] A Z3EE g S ol
& AlkEw E 29+ 2tk «7)4] Ds} S 27

DsA<} RSAEE] F4 Veiek

247 AT &5 e

A AZ EE A
n { D512 | D1024 | R1024 | R2048 | R1024| R2048
-SHA1| -SHAI1| -SHA1] | -SHA1| -MD5 | -MD5
0.666( 0.666 | 0.662 | 0.665 | 0.664 | 0.666
0.998 | 0.999 | 0987 | 0996 | 0.992 | 0.998
1330 1.332 | 1.309 | 1.326 | 1.318 | 1.329
1.661 | 1.665 | 1.627 | 1.636 | 1.642 | 1,660
1992|1997 | 1941 1984 | 1.963 | 1990
2.325 | 2.330 | 2.252 | 2311 | 2.282 | 2.319
2.652 | 2.662 | 2.569 | 2.638 | 2.599 | 2.648
9 |'2.981 | 2994 | 2.865 | 2.963 | 2.914 | 2.977
10 | 3.310 | 3.326 | 3.166 | 3.288 | 3.227 | 3.304
100} 31,079 | 32.629 | 21.496 | 20.155 |24.673| 30.543
500{122.218)150.390| 44.304 | 96.967 |60.320] 114.247
1000]192.9421274.002| 51.079 |136.717(73.614| 173.777

|~ ||| L e

E 2004 Hol: AHH, nel 3elad R4S
Asjslne oug dmelEg ALeSER Zhel A
QR uio] y1Ee A HE: whHur) WE $5
2 Hglh Akl W olasle) f4E A
A 2947 ARl k58 457} HlmAY 7 DSA
2} RSA20480)4 o] wlE &£5F pel oo, AMlE
o2 &S 45r} whE RSALO40lME &5 Wl
o] Wt EBHE AL ¢ 5 AU E=¥ 0o
S7)7h ARG ARt P L5 wigo] Xl
sHpEls AL o 5 gl

2. DSVILE weligt CAES oipt

DSVILS] Wsle] Hehe zb CArk} s124
Hafglcl ©]= NPKI[3]{12)+1*] Nested certificate
el Alell AR CAR zhrE 43 37} Sl
= e vlaEleE Sdeler &+ glvk Als] cA
o} ARgRlES| QlFAME R CAES DSVILE
W3] ¢dz] Wl Eel DSVILET #3g) oludt
FaE gok gev 2 94 e CAER &9
B Ee g 758l DSVILE Delse}
a7 whiell 2ol v Rehg Al 4 Slok

i-level m-ary®] 43 PKIs§A] z} CA:= m’9)

DSVILS 2o gk} F 32 4evel 20-ary<ild]
o] 7t CA7} "#lshs DSVILS] 48 vbehfich X 3
ofld} Mol [ A=) CAY *l-E-Rl&Jr 18] Q%
A =20 =, 400
7Rl alZAlel] wigk DSVIL-Z whefg sief gkl

www.dbpia.co.kr



ER/ANY AW 284S 3

3k 3. d-level 20-arysi|2]2] DSVILSY 4=

Level | Level™} CA% 4 | Levelq} DSVIL2] ==
1) 1 [}
1 20 £000
2 400 16,000
3 8,000 Q
4 16,000 0

DSVILe] ") sl T4 qlFMSe] 4y
7t AR ASE Alslme FaA A 2
g Al g §hH ubE T, 2F CAQ idle times)
TAE7] wfed 2R £ e op|ekx] 9k
ok oulel AE: Ale] = qlZao] DSVILe] |
)7 ok Azl Al CAL= 9}b3El A4S
ol A3 A 3537wl DSVILE] whal 4)
717F A gl oluyt ofdwie ux#] ke
o). 23]H, Z}‘C’J—J 1'"??“" afarel idledt Azle] wh
< 1% BE CASE H23e Sl A3
al PKI9| 1—&&401 vm-a 4 glch

DSVILS] 24 Aol $auls 2o A4 o

[

& “‘Rl 7] Wil aola] F o Sgde] H=] 9]
w, zre ongD CAE 2le]e] dfubes 7pa]g] o

13

24 RE 7R = gk o] BAlE 419 CA
o A7y CVIL° F2TLEA, PPl A=
4 CASE d4bzle]l Rt glo] ApalelA] kg
HUES Afdo2 Y 5= glg Aok

H

. BE atAlo| d)m

E 4v ARRE wkae Apgal F@E owa] g
SCVP 33 923 7] 717] Sxlo)l4 wlwalr A
L}-_
& 4. o2 A2 He) wegaie] nlm
“FA A5 SCVF g% | Al AE
ha] apal n})
=4 ze | ezejel 2elql el
REE A% CA [ SCVP Auj | 418 cA
7J=al a1 SCVP Au] | Alg] CA
A ZgAh | A | SCVP AW | CAg/AF8A)
A e qs 2de
R o
72 244 B8 24
s M e P X DPD/DPV | DPD/DPV
MR et sy 4 £
CA Be= Eas s s

E 494 ol A} o] Mg} AE o)
Szgjelem OoﬂE]L up Askgk ¥fAlzal SCVP
WAL Eelelega, 2zt SCVP Anis) ARgate]

7=

A# CAelA JgsiAl =lch wlelid, SCVP uhaje|
AREARe) AElrke] AslAde Rl 9% 7] B
o R Aol alEAle] 2E Aede] ¥mown 9
23 9k, AlRE wAle Algalel AlF CA AE
) FAel 22 Akie] WasA| ok
SCVP wAlat AIREE whellde A% Az A
F—M P E AlgdL SCVP Avje} 18] CAd)
BT A4dEl] diel AHgalee 33 big
*r‘%—.’]"’] A& glch SCVP Awisle ) Als] CA
< 718 29 Ay #ld 3 Ayge Fole
#83%11 B fgel U7 ddell, M9 HEs o
CASllA A9T¢eEA] Fghg 2fad £ qick
wﬁm, CAE A% =gl FdAgleny ve
alERch CAY Ba%r) vie %A ok =g
CVILE o]g3le] A AR A=) zigle] o]
ZheRtoRA] 412 CAL) 4l R} 7l nie]
Ao Qal o1d 4 e viEYd= =d9¥y
B4 mq A7 5 9ok

V.4 &

B mRellal Algale) 4l2] CAZ DPD/DPV
AR AMRRReRA] dud PEE Fa 2L A
AL fAINTIE S, A :
oA flYsty, WEHE <12 Azde] e 4
gt = Q)mE ghonA g CA4e] dalw) &
=2 B&AE Ml AEE Q% 7z A
Z14E Akl Aok we FlEd Ams
ArgRithe Helelld, AR AW FE 9 R7
Blgo} EA) ftu, Ahgalel Aalele) Az 2)
2 gelalr) 2lg Faa 7] Bl 9 Al

A AE Aol HasR @eesd Fale
sheskg 5 glok =3 Az CA AHe) & AlE
A3 84 W g vl 9% 9 1Ay A4

}_
£ 23 Bule] Edde) waich

w3k Ak 7Ee A" A= & 2]
APogA Ay FL CALS Adlzii a3}
E5 sl o)ze A8 CAY dikdql age
HelFz ZAE FRriske)l 4% wlge g A
7 Algdgt 719 AW AR Esn gz Ao
Aeolz} 3 ol m), A} tIE yHERD) ) we
the 28 & T+ 2w, o= 4FA] Aelr) A
A, ¢EE 4wy} 8 odpe]ag AleEeE 15|
gepplehs 22 dg 5 Ytk HE e
CASel AFMe) A% ZF % DSVILS] 23,

921

www.dbpia.co.kr



FEA =X '03-9 Vol.28 No9C

DSVILRequest/Response 2} RelayMessge2] Al 2
AZy PG o] s Asle selsledok
Txeks, CA A7 w4 B2 Ay 53E 7}
e elFA MW AZs DSVILLE Aj)e A=
£ dF:Ae] g B r|E AT Al A
71 E= ?%’w‘; T ghul o]Foixle zlgle]r] “H
Foll, o152 A% HAga) J¢ wE AGES
g glo} -rag'%l‘  sleh

Ae] $sde] A iR CAFE Alele] dgk
o] Holx WEL=Z =de] BxtdAy oo oe
Heflelr) B8 T glek o1 A ek al
Zalel] 3 CVILS Ala] CAS) r]d==]d] A8}
o, L Qe uigh 1= A2 Az] 24l Ug
9ol o8 FEFIo A FEE 4 qldlch

Abgzl 5271 Fvie A4 48] CAdl AR
CVILs-4 zZ27] wgh vlEAe s FotelAl HogA,
CVILE-S CRL ] ubslz) 7o) Hatsia] =#bs}
v ‘ﬂn—: Aol A7 e Hgle] Goz
A=l el & 7otk

(11 ol=kad, AAE, FAY, +73l 95, oY,
AR} A Bal 7le, AR %‘“]rf‘k p155-206,
1999

[2] 41E8), DNSE
7 et

[3] Alberi Levi, M.Ufuk Caglayan, An Efficient
Dynamic and Trust Preserving Public Key
Infrastructure , Proceedings of the 2000 IEEE
Symposiwin on Security and Privacy (S&P
2000), 2000.

[4] R. Housley, W. Polk, D. Solo, ' Internet X.509
Public Key Infrastructure Certificate and CRL
Profile , IETF RFC 2459, January 1999.

[5] M.Branchaud, JLinn, “Extended Validation
Models in PKI : Alternatives and Implications®,
1st Annual PKI
Workshop--Proceedings, 2001.

[6) ETRI ZONE/R&D News, “A|A] #3x2] '3+
al$A AFAAH (CVS:Certificate  Validation
System) 7R, ‘

[7] D. Pinkas, R. Housley, “Delegated Path
Validation and Delegated. Path Discovery

IETF RFEC 3379,

52 45 9F 2 934

Research

Protocol - Requiremenis”

922

September 2002

[8]D. Pinkas, Certificate Validation Protocol ,
IETF draft-ietf-pkix-cvp-01.txt, October 2002.

[9] M. Myers, A. Malpani, D.Pinkas, "X.509
Internet Public Key hifrastructure  Online
Certificate Status Protocol, version 2" IETF
draft-ietf-pkix-ocspv2-text-01.txt,
2002.

[10]JAmbarish Malpani, Paul Hoffman, Russ
Housley, and Trevor Freeman, Simple
Certificate  Validation Protocol(SCVP) , IETF
draft-ietf-pkix-scvp-06.txt, July 2001.

[11] R.Housley, T.Pork, Planning for PKI, John
Wiley&Sons,Inc, pl138-150, 2002.

[12] Albert Levi, M.Ufuk Caglayan, Analytical
performance evaluation of nested certificates ,
Performance  Evaluation vols. 36-37,
p213-232, August 1999.

December

Z| o B|(Yeon-Hee Choi) 34
199143 24 - FEoEha 4t
AT &4

19931 28] @ SAI ey Ak
Axketat AL
1996394 ~& 2l « Sl hn
el ek whakly

<FAA ol FFH, HH not

E &2 4{(Moon-Seog Jum) R
1980 29 : At AR}
Aaterst =4

198611 24 : University of
Maryland 2433} A4}

19893 24 : University of
Maryland 4k} upa}
1991%138] ~37)] @ S4lvjsiw
Ansfatlat Pas

«FRiEel dEa Hel AR drEd W
# A7, VLSI AA, ¢38

www.dbpia.co.kr



	연산적 측면의 효율성을 향상시키는 신뢰 CA를 이용한 새로운 인증 경로 처리 기법
	1. 서론
	2. 관련 연구들
	3. 제안한 방식
	4. 비교 및 분석
	5. 결론
	참고문헌




