DEri=

w8 03-28-11C-5 2 EU3I =LA 03-11 Vol.28 NolIC
HEHA BASE A8 dFEE ESYIAN2H Y
A A

B Al g E, B HY S, Fanug AR E S

Design of Multimode Block Cryptosystem
for Network Security

Youne-Ho Seo®, Sung-Ho Park®, Sung-Soo Choi**, Yong-Jin Jeong**",
Dong-Wook Kim®* Regular Members

2 <%

B =EdHe IPsecs o YEHA et ZREEL 98 ofF2EE AAs EFYEA LY P2
Agrstm ASIC ghel2ed & o 48M d=goz FESAS 25 dEA=Eyg T8 H84 AES
SEED, 183 3DES 59 U EF 85453 duidde AL dEQLE £ /542
2 4HFHE dolHE HAae dAXzHAL 6429, Hl 256%‘3:1)“&-% 7R HA AAe R delHE
53 e EBEmHAg 4+ vk B AdAE ECB, CBC, OFBE ozl aAS ol AlgsE
CTR(Counter) 5 & AY&31 b3 v EWA(64, 128 192, 256 HIE)L] /B3 33 + @) PsecE
o] MEQZ Het ZREZZY dAE I3 ¢ GAYE EF4E s=Edolg THHAR 49
23 YdnvlEe FAHY FHe] sl FHE st=de] THY ZEadolEH Bidol Z§ iy
Hold mjag 28 A8 Sedist R2g g3y o] e 2] /2380 et
A 5L Y T4l M ZRodUEHR Yol EYd S T AL AAMES TS
#HA&h VHDLE ol&3] dA" =9 Hynix 025um CMOS 4% S @49 ¢ 103
AolE2 S AlgEow, 100MHz ¢14e £¥ Faedn dAZexm F2TE NC-Verilogdl A
#elat .

Key Words : hardware design; block cipher; cryptosystem: network security; ASIC: Multimode;
ABSTRACT

In this paper, we proposed an architecture of a cryptosystem with vatious operating modes for the network security and
implemented in hardware using the ASIC library. For configuring a cryptosystem, the standard block ciphers such as AES,
SEED and 3DES were included. And the implemented cryptosystem can encrypt and decrypt the data in real time (hrough
the wired/wireless network with the minimum fatency time (minimum 64 clocks, maximum 256 clocks). It can support
CTR mode which is widely used recently as well as the conventional block cipher modes such as ECB, CBC and OFB, and
operates in the multi-bit mode (64, 128, 192, and 256 bits). The implemented hardware has the expansion possibility for
the cther algorithms according to the network security protocol such as IPsec and the included ciphering blocks can be
operated simultanecusly. The self-ciphering mode and various ciphering mode can be supported by the hardware sharing
and the programmable data-path. The global operation is programmed by the setial communication port and the operation is
decided by the control signals decoded from the instruction by the host. The designed hardwarc using VHDL was
synthesized with Hynix 0.25um CMOS technology and it used the about 100,000 gutes, Also we could assure the siable
operation in the timing simulation over 100MHz using NC-verilog.
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Fig.5. H/W structure of SEED cryptosystem
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Fig.6. H/W structure of single-DES cryptosystem
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Fig. 7. H/W block diagram of multiple-DES
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el meisi wix Alast ] R A w4
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LY 259 =7)(2YGoNA 128 wi=) R sH =gt
HAYPH 7= 128 S2o] At ch2ell 9kF gws)
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Pérao 2 HES geEtomiy 4 BE(CIHAY

126 v1E) 22 Wiy § afict. 128u]E2] E59)
YA=E 24" E5 G5 ¢aess %—3}1 plcE
£ sk ol9 Bl A9 WY RE oL B3y
< Yot meb 22 adqEa 7l gly e A
|8 delHihE 2R of Hid P dHom
FE iz dEF FHMRE A 256 FHY o
ZiF|de] sl o] Fele d4x HPE 9L
ARy,

1. H/W 52k 98 1219 =
Table 1. Programming items for H/W operation

Programmi Number _of Bits i
. . 0 Cperation
1 Ci)
phering 1 Not-Operation
2 Cipher Mode 0 Encryptl‘on
1 Decryption
3 Operation Mode 0 th.work ('leher Mode
1 Direct Cipher Mode
Block Cipher Selection | 00| SEED | 10 DES
(Network Cipher Mode)| 01| AES | 11 |Virtual Cipher
00( ECB | 10 OFB
Bl i odk
5 ock Cipher Mode ol cBC (11 CIR
00 128 |10 256
& AES Key-Le
ey lengt ol e T N/A
00{2-DES: 10 3-DES
7 DES Mode
01}1-DES} 11 NjA
8 i [ i
Total 17 bits

V.AdA R AEAlY] A%

1. &A 3! #hdHn}

Ak E2- 3354 /L VHDL(VHSIC Hardware
Description Language)& ¢[-85}] H/W= A8}
o MdAlE VHDL 884 (top-down) AA 7)&
Fota] clFelgont B 7 ot SeA o
= W83 HAE o)FxuAl 23] [REE £F 2jo]
Hafg|Rre AMsldnh Aee] mESe RTL
(Registar Transfer Level) 5522 @A 2, 7%
A pE(structure-level )l M E dA=slgde AA
¥ H/WE 7Esk7] 98l Synopsys? Design
Complier "2 2] §Hd¢ salsisicl™ 231 gelle

789 H/W9 §4 ATE RTL 4844 Helxn
vk AR k3 dueEEe Jukd 32 8]
) nlaA dele] Warl z27] B g4 A me}
*(fanout), w4 Ald(wire delay) 2|3 CTS
(Clock Tree Synthesis)E<l Fatalel ¥k VHDLE
o4&l AAE H/Wa Hynix 0.250m CMOS 24-&
& Pz oF 109 Aelxe] allde Algald
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). &3k NC-Verilog® o83 elo]®) AlE#o|4dS
£ 100MHz o)4ellA iAoz Fatshe g a}
sch & 29 Zzke] H/W 2-Eo] AH8sle A&
vebicl, AR bF daelEEe] 2 H/W Al
55 Holx 9la 1 Fol AES7}F Aol wis) oF
38%= AA|stHA 7 & H/W A& AHRi)

|=— 128 clocks —]

[ Round Keys J

Round Koy
Generation

__ =" __—=——"_ [——128clocks —

Input Progra

ing 3 4
Buffering by Exia Cipher }sey,. Data Blo Data Block 2 | Data Block 3

ost

le— 128 clacks —e]

Encryption/

Decryption Cipher Text 2

Serial
Output
- 256 clacks 128 clacks —|

a2 8. MES =z 6] H/W E254
Fig. 8. H/W operation sequence in the network mode

output
Buffering

B 2. 785" H/We| 21 A&
Table 2. Resource usage of the designed H/W

Module Number of Gates
Multiple-DES 23,425 (22.2%)
AES 40,521 (38.2%)
SEED 23,333 (21.9%)
Virtual Cipher 1,404 (1.32%)
1/O Interface 2,941 (2.79%)
Control Part 423 (0.39%)
Block Mode 14,050 (13.2%)
Total 106,097 (100%)

2. F8= 3|29 AlEgo|M
Synopsyselldl  &@AdE FR2e]  AlEde]dE
NC-Verilogell4 e]Feixvl, 13 10-2 A AA A
Edo)Ad AxE Jeplled 34 & Velas o8-8
A 3%% Netliste] A7 7l AR(SDF file) &
AREA el AlEEle]d-E FIslsich AAR
DES, SEED, 183 AES Z+2ke] 3] 2o tigh 1A
A7) vf27] wliel] 2zl uigk Tk Tkl o
4= 9)ARE B =FexE P&R 3ol # whgl=2
71348 E =2l tefM A=(Pad) A, si4d A
l EL% %EP‘-‘T“’J Z3} Aef7)e] Hes BT X
A B dE Eal doizl AAlA]l
2] —P TJH—E =Aslelz 443 100MHz2]
abgH e g FAch 19
10°ﬂ"4 Xz uje} o] dHolelzl A3 jHEw o
A 7| A A Az A s VA E s ‘”15}% 2y
tle]elr} &=+ ﬂ%% glrl. Ae-2 SEEDE
ol 43t vMES= ¢tz mee| AIE Helx 1z 7}
£d 52 AESE *]’*g‘fﬂ"’:} CFB 5% ¢av=%

]

o

l o
o

[} uol ol
ri
:L
0_4

|

R
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243k A EHe)d Asjelr), Axe & >
DESE o]g3t 23 gtinee] AEHo|ld Axs
vepdicl a3 109 A= 5 A¥-E 33 1157 129
2HAE Bedoh a3 115 JEY= °¥L_o%lxi
AESE AMEl= 45 vEld AeE CFB &
gz Ees AMgsH= AlEHelAd Al 1%10%1*%
HolRo] 7] ol wlEle} 7]l Wi =& A<}
w256 Bl EZ} Ayt F5E 2E E2He] Whalsls 7
< % 4 ok 2 128 23 gEEcdy
3DESE Aldlsle] AMeh= 7452 AlEdelAd 23
5 vehls Zle2A gi71Ad Alzke] e=A] o
omd gl o) TR WAEE s £ 4

Sick. WA ATl A B gam st

orE gaE]Ee] bl disiA 715 AT A9l
= "key_ 1d 17} st ks %t 553§
AL

“data_rdy"Alz7} 2alsle] &y
21 "J’Eﬂc’ﬂ 9.1% ‘”t}i olwE]ZL ojr olpiEr)
HESZ dsnsois Al Ho|Ro] 74
o= 128 H]E‘ﬂr-ﬂi 7ol 234 slaL DESE
ARE-EF A= B E cke] ==k g}l = t)r)A]
9 A7k 256 %'1161 ol)zl 128 Z2lo] EJ_fJ-.

16
—

==

a8 9. SynopsysE o]43% RTL %9 $4 =

Fig. 9. RTL synthesis diagram using Synopsys

3. P&R Zz}

PAH =zel Y5 EES A9 A= 2 F
ApolloZ °]45le] P&R(Place and route)2 535}
A3 DRC 2 LVS #4E& EallA clzigle] HaE
F=3p). AA 9] =7]+= 4000x4000mme] 2 A4

AEl 7o (core) @] o]€-E(utilization)= 57%¢<1 sl
gl 13 139 ApolloZ o] 838le] P&RS 33
A5k vehisic,



32 10, MBSz tsn=e M A B ol A3}
Fig. 10. Global simulation result in network ciphering
mode

a8 11, UES= °‘¢‘“ ol4] AESE °]2% OFB
V:!‘_{_"g_ 01-',;,_U|:0] )I h=) ];1 /J_L]_

Fig. 11. Simulation 1usu]t of OFB mode with AES in
network ciphering mode

38 12, A% 3 =04 3DESE 0] 43 ECB &=
olj_nl o] 1] !'Hl ]4] /J. r}_
Fig. 12. Simulation result of ECB mode with 3DES in
direct mode

& =rellAi= IPsecEe] UESZ Mol Z2 S

TH3lck B2 kiAo 7—"*3:3-: -‘F] 5|41 AES,
SEED, 12|37 3DES =9 fe] B - 5=9153}
deEs AMEEl T vEYIE vEY ¢ 54
°2 g5 dolHE Hio A4 642
2, 9 256F9) ke 7] AA7Ee R HlolE]
2 ol/B 53 ;]71 :“: ol;]_ B g.ajoﬂ}iﬁ_ L 4 =
(ECB, CBC, CFB, OFB)Z #|ds}3 3 Wo) A&
== CTR(Counter) 2= #9184 o} v)Eg)
(64, 128,192, 256 H]E)2] }/2 53515 Sa)gic)
[Psecs2] M|[ES|= Bol T2 eZ o] olA1S 93
dxeE A4S B3 H/WE =g °:]E1
desl Al FAH Exbo] rlssigdnt
43 H/W ar r.g} i‘ljﬂu]—‘iﬁl— FHO] 7]»‘6]- LH_r
dlole] AxE Fal A<l B2iglas vy )
 7Feslr] wliel] thekglh uhale] /B Ess) s
slcl, AAHQ 2k =7 FAlel 2laljA] =Zz )
WE S wEele] tjzge & AR Alejalss}
A ZA) \HDL% olgs AdAE H/WE&
Hynix 0.25um CMOS 34-% £3)) &A=z ek 10
2 Ao E2] 211L- ’\]—EL“G}‘?&’E} =3k NC-verilogZ
o]-83k ele]] Al Ewo)de E5 100MHz °)4ellA]

f

Aoz F23Hs gllslgdc)
= mellA] AdAIE 32 [PSecs 7|ukoz sl=
a5 dHele] A28 Hel HE =g

Stand-alone VPN (Virtual Private Network).
Firewall Integrated VPN, Router Integrated VPN,
723 ADSL, HomePNA 52| 7§13l &34 9lgjy)]
o] VPN Card Sl #4715 7zloz melc}

J8 13. ApolloE ©] &3 P&RZ}
Fig. 13. P&R result using Apollo
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