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ABSTRACT

This paper proposes Galois Field Arithmetic Unit(GFAU) whose structure does addition, multiplication and
division in GF(2m). GFAU can execute maximum two additions, or two multiplications, or one addition and one
multiplication. The base architecture of this GFAU is a divider based on modified Euclid’s algorithm. The
divider was modified to enable multiplication and addition, and the modified divider with the control logic
became GFAU. The GFAU for GF(2193) was implemented with Verilog HDL with top-down methodology, and
it was improved and verified by a cycle-based simulator written in C-language. The verified model was
synthesized with Samsung 0.35um, 3.3V CMOS standard cell library, and it operates at 104.7Mi in the worst
case of 3.0V, 857, and it has about 25,889 gates.
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Table 1. Division by extended Euclidean algorithm

R=B(5); S=P=P(a); U=A(w), V=0,
count=0;
for i=1 to 2m do
if rm ==0 then
R=0R; U=0U mod P;
count=count+1;
else
if sy==1 then
S=S-R; V=V-U;,
end
S=nS;
if count==0 then
ReS; UV,
U=oU mod P;
count=count+1;
else
U=U/a mod P;
count=count-1;
end
end
end
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Table 2. Operation per cycle in division

Im| Sm|count| R S ) V | count
0] X| X oR S e V| count+l
1{0] 0 oS R oV U |count+l
1| 0] >1 R oS Um | V |count-1
1| 1] 0 [a(S-R)| R |a(V-U)| U |count+l
1| 1] =>1 R [a(S-R)| U/Mm |V-U|count-1
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Table 4. UV circuit outputs by control signals

d Operation DU| XU| XV|u_out | xu_out | xv_out | uv_out
Addition X| 0] 0| U | xU \ V+U

Multiplication | 0| 0| 0| U xU \ V+U

| q 0| 1] 0] U | xU \ V+xU
o[ o0 1| U xU xV | xV+U

s S Division (1] 0] U | Ukx V| V+Ux
0| 1] 1 U xU xV [ x(V+U)

| o, ¢ o 1/ 0] 0] U | Ukx \ V+U
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Table 3. RS circuit outputs by control signals « ® s ogic g > >
Operation DV| XR| XS| r_out | xr_out | Xs_out | rs_out
Addition X[ 0| O] R xR S S+R > B — °°K
@ ! (RS court|
Multiplication | 0| 0| 0| R xR S S+R »{UV count|
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Fig. 3. Block diagram of GFAU
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3lo] viAl, 23]9] 4, 33)9] T4, 143]9] load/
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H5. GFAUE A8k GF(2™) ECC/ol 49| Point Double
Table 5. Point Double on GF(2™) ECC using GFAU

Value Operation Count
Operation
R S u v MI [ M2 | Shown Hidden
Load Rx, Load $,p(x) x | 9|y 0 2 |2 |40
Load Uyy, Load V,0
DivRSUV NERE 2 I E
Load V,x, IR X, 2 |2 | 1lad
AddUV 2 {2 | Mot X 2 |2 |1add
Store U tmp, 27 A X 2 |2 | 1store
Load V,tmp, ?|? A A ? A 2 load
Load M2,tmp,
Mul UVM2 LoadR, x; x| ? ? AR ? 0 3 load 3 load
Load Ua Load Mlx, x|? |a M x| 0 | store | 1store
AddUV Load $,0 x| 0 | x=AAta AHA x [0 [2mu | 1mul
Store U tmp, Mul RSM1 2 x| % M o o | 1add
Load V,tmp, Store S,tmp, 2 x| Xy 0 0
Load M2,tmp, X3 X A
Mul UVM2 ? Axytx, 0
Load U, tmp, 2 x| x? Mgt [0 |0 | 1load
AddUV 2| x| vty | At |00 |0 | 1add
Store U tmp, 2 x| v Mg, [0 |0 | Istore
mp=A=x Hy, X, Ilload | 3load
tmp,=x,;=AtAta 3store | 1 store
=2
Final mp=xy 1div 1 mul
tmpyy X2 X 2 mul
3 add
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GFAU Rosner'GF | Hasan'™
GF@2" (@H" GF@2")
Basis Polynomial | Polynomial Dual
Point
. 4m+20s+5 12m+21 10m
Addition
Point
. 4m+14s+3 14m+33 11m
Multiplication

AFE F2E HFTHOE 193bits VIFoE A
ol e FEHNOH, m=193& W=3h= GF
@m) gef s FAHL 7 A=S AAHA.
ole] A= & 79 ok Fal=, vt 4%
e AEFAN7Y A p(x)=x193+x15+1%F
ARESIE=S S3AA sk oF 7000 Al°lE
o] A71E 7P WeAr1e]l A 2 el
AR Sl=el FAlelMe) B WE whe A%
a7 9% M1 8 M2 wieeE] g9o] Jlvke S
Aejsha Aol A 2 THA7] w2l
f 21000~22000 A°IES BLE 3h £ IE=
el A AFFArIer WArlE w2 738t

o o

o AHgSRe AT W] o 33 AE o)y
A3, ¥ g0 N £ F U= TEE
e,

H7. AR 32 4 A
Table 7. Synthesis result of the proposed circuit

AR gholBelE] | A 0.35um FA
ok 25,889

HolE .
o= 5 (Interconnection area~3}H
}Z2 200~
Az FHotz7A 9.55ns
B0V 85C)
& Ful 104.712 M

- 1 Al * 2
- 4 m=193 AflZ * 27}
- WPl 2m=386 AlolZ

A T3 &5
(loadA|ZF A1)

www.dbpia.co.kr



=2/GFCm)ol A & AHAMS Fdst= GFAUS A7

V.2 &2
B =FdMe GFCm)olAe ECC ¢33 ¢
&S AYs] gk IR GFAUE +33)
gtk 738" GFAUE GFC2m)olAel 71& Ak
9]

A, FA, UAds oud des JHRE Y
oF thakalel st F3E # glom, FAo|
2719 T, 2709 4 == 1Y B 119
FAL FYL & e TES /KL HEHo=w
A4 035um FAHES ARSSte] % AR T2
Fulee oF 1047 Ukl AA) J2e] A=
A2 E3}3lo] 25,889A10]E7} Hk

(1] A4, dsgte] olalfi, d&waL, 1996

[2] B. Schneier, Applied Cryptography
second edition, John Wiley & Sons,
Inc., 1998

[3] A. J. Menezes, P. C. van Oorschot
and S. A. Vanstone, Handbook of A
pplied Cryptography, CRC press, pp.
15-45, 1997

[4] ]J. Guajardo and C. Paar, "Efficient
Algorithms for Elliptic Curve Crypto
systems,” Advances in Cryptology -
CRYPTO 97, B.S Kaliski, ed., pp.342
-356, 1997

[6] AAEAATY, 5k
pp. 25-28, 1999 3¢

[6] CERTICOM Homepage, ECC Tutori
al, http://www.certicom.com/resource
s/ecc_tutorial/ecc_tutorial.html, 2001

[7]1 M. Rosner, Elliptic Curve Cryptosys
tems on reconfigurable hardware, M
aster’s Thesis, Worcester Polytechni
c Institute, Worcester, USA, 1998

[8] M.A. Hasan and A.G. Wassal, "VL
SI Algorithms,
of a Versatile GF(2m) Processor,” 1

and Implementation

EEE Trans. Computers, vol. 49, no.1

0, pp.1064-1073, Oct. 1997
[9] o], “ECC&are]=ol 7[Rkt 77
Aost ZrAM AT, AdTIed A
=y, A7 gk, pp.235-242, 2000

7 & 7(Moon-Gyung Kim) =3

19973 24 : At st
AR &Y

1999d 29 : AA|t) st
ZAAEET} AL

1999 39~&A)] : AMistw
27| AAF s 2 kg

<o wlolamEEAN HA, SMT, G
o, g5}

o] & 4J(Yong-Surk Lee) A3

1973 29 : A3k
7)okt E4d

19779 29 : University of
Michigan Ann Arbor A}

1981'd 3¢ : University of
Michigan Ann Arbor B}A}

19931 3~3AAY « AAthetaL 7]

WA 5 AY F

<BHEoR vlolAEZRAA A

85

Copyright (C) 2003 NuriMedia Co., Ltd.

www.dbpia.co.kr



	GF(2m)에서의 사칙연산을 수행하는 GFAU의 설계
	요   약
	ABSTRACT
	Ⅰ. 서 론
	Ⅱ. GF(2m)상의 연산
	Ⅲ. GFAU의 구현
	Ⅳ. 합성결과
	Ⅴ. 결 론
	참고문헌


