DEri=

=2 (4-29-2C-20 gHaEA 8}8] = 27] 042 Vol.29 No.2C
A HAAFA] vl viiAUE

AN S o] F P, g

P

A Binding Mechanisms Using One-Time Attribute Certificates

Chong-Hwa Park®, Sang-Ha Lee**, Dong-Kyoo Kim*** Regular Members

W) 7oA FRFIRISA = AlEERS g glFAEA )15 7] Certificate Authority : CA)ofl4] A
Aoz Avdxle] 2ok = 44915 (Attribute Certificate : AC)= *l—%-“}ﬂl 44 Hug A4 A=z 154
2] #=4)elZ7| 3 Attribute Certificate Authcnty ACA)el| 2]3)] HAlAos Aw=ct ] Ake] whe S-fof4 o]

So] ALgE7] SlallE SAHEAE UG ARQBA AP weld vAZe] Pasie, o] AFAS
2ol FAde] fHslofo Tk - TelA %i’%?ﬂ alele wiuEel dee Aa st gkea wield u
A8 pAsln, flo) MASe] 2 ol BAEE dda] SIa shie) didkez s SHATHE ALss
A2 vl ARk,

Key Words : Attribute Certificates: dependencies; Binding Mechanism; Authorization

ABSTRACT

An ID certificate is digitally signed by a certificate authority for authentication and an attribute certificate is
digitally signed by an attribute certificate authority for authorization. In many applications in web, there should be
a mechanism to bind attributes to proper identities. The dependencies between them should be maintained. So we
analyzed some known binding methods, selective revocation methods and cryptographic binding methods. And we

proposed a binding mechanism using one-time attribute certificates in order to solve their problems.

(Public Key Infrastructure)''el] thg} ol-% = 7k

1.4 & o] 5] zlsy=x 9k
PKI= ARgA}el] gk F707] Afred el digh gl
T aedlel FAS Al w=l AAiARE Z ARE AFsle] Axe] oig <1Z(Authentica-
7|&e] AAE RalslAL) diAlelda] 355 A tion), FZ4d(Integrity), ¥]'JA)(Confidentiality), %
#ZS- wol3 olck Tz} QlEvle ) yELm glu}=|(Non-repudiation) 7]529] #2e Esle] A
(Open Network)gl= SAog gl Hne| Wz, HNs 7S s gjck ey bl 5
Az, T4 59 A9 x2ue] gk el @ S WAAAE olsh B AHND FITEL op
Elulake] Aunr g AagAde] 2AsE 96 E]f "FQ“;‘F’“ gk A E 7]l & Uk
A4l a4e 2o 9lek oz’ 2“m3~ AAPEAHAANA AAPE o] EFS FE3
AFs) gal we Qb Agsla glew, S5 0 € &, A AR S RS A 18
2o AJaxje] Higt Q1= AN AT= PKI ke e EES FEE AMEAR] digt AlRE
* AleE s e ol shkchpark@semyung.ack),  ** 5428t A 8EA1Hshyi @dsc.ac k)

Hokk ok st w7132k dkkim @ajou.ackr)
=Bl F : 030270-0624, A]5=a1A} 1 20035 69 24

342

Copyright (C) 2003 NuriMedia Co., Ltd.
www.dbpia.co.kr



) sl SAeFA 0] wiald HAYE

g Fashs QlF AuMa ohEl AgA)
8 =% Ee AEF $He] seAE #HA

= l7NAuthorization) 2.7 =9~ =&t} o}
24, EES wE] fEide F 7R Aa,
F, AEARe olg) 4ty <y}l EFE )
o3k 58 AW Al2wle] AlgE|elof gl

Z71ell AL8ARE MRl e REE S
Awo} A F7)7)91ZA (Public Key Certificate :
PKOE %9 Algsele Ak +asgc el
3ozl aigE BgFAz) ARSARe] HAE B
Hihe Aot 2 I Rar)tst ARl
A8 fiv|7le] MR o2r] uie] AA g
HAl FBlar qlek mepd] #Te)] AAke R
A4, %, ALAT 59 AL &4 HARE EE
o] Z:xlalZx|(Attribute Certificate : AC)™"e] =]
A FAejEie] fFEdke SAASA 6 H# A7)
&ulks] zl8)E| 3 g)c).

o]} o] AlglE: Awr} FAFIAFME B3
A, 2=]a AREARE] S, A9, 9%, AL
i e A AR7l LA E B AR o
o, o] & Alelel| A3 nield vFFe] AlF=
olokalm, E o|F AFAME ol FTHA] #AIH
olof gt & AEUSTAE 7|22 AFE H49
A 2 7S AslE o 3 A3l
ool g}l L =ioAE #He fEIIeRE gl
HH o FHA /X A7} LA e 4

34 SAQEA9] vlald wHAY S-S AlqkEet

o

N

B =70 AL JeT Zok 234 #d4 7)
5% ARska, 3AdM e & dEAl S F

b

Ash kel iAE AEE Bs
(selective revocation methods)”'3} 9}&# QlZA]
uleld] Ul (cryptographic certificate-binding
methods)*& #4185}, AlekE walQ) ds)A 44
YSAE o] 8%t mral Hellr2] At =d
qizre] Aadlatel oshas agelA AakslaL vl
Atew 534 AEE derh

I, =l sz

1. 37HF[CIEA

N7 elEA = 917 | Certificate  Authority :
CA)e] ejel= AxlM¥ AR=, 54 717}
4] AMAellA] =] 982 FHich vk
o7 FWE A A M) SlEiMe 5

Copyright (C) 2003 NuriMedia Co., Ltd.

A FNI7E 54 ARAlelAl A AjdEe] 9l
the 718 F9% 927} ik m=ix] AlgA) AR
el ALgAl FoF)7) dEEEoR ks 4
e dar) slek o|FA d] $lsiAle 719k
A ARE TIksHe dlo|gel djgt FAA, Ag
2717} A3L 7)) ©)siA e]Fe] e85 el
 AFA, AL BAE 879 olF AT
7] At dEEH AAUSe] A el F,
ARBAS] Al AR Mgkl TS e
Aol diste] AHde] aEich

ITU(International ~ Telecommunication Union)¥}
ISO(International Organization for Standardization)
< 1988 X509 EF'e wmalels, IETF
(International Engineering Task Force)el] 2]z =
Aol X509+ A 7 de] AREE 30
712154l gt dlele] FAoln, AZF7I AM-S
7|z gk

X.509 1A= FNFE 54 ZNslelAl d7s)
7] S8 ARgEE, FAFI7E o] Q1FAe] AfAHF
el A= 952 galslr] flsle] g7k
2IgF AzpA o] o] FojAle}.

2. SHQIEA
SAelEAle AHgAe] SHARE A% els

= AFARA SlE FAEAE AL B
7] ARE F3 <IF ARE AT 2vhs 4
AHgAle] A, Ay A S et WA
ARE Al =3 3 AMARs dhte] 37l
AFAe} AR o8] MY FHUASAME A &
St FAE 7Hid EE 82 d13g A WA
Aztz Aslr] wiel] $AUASA= AR F
N710FA 2k 58l met 4 ANE At

Zdl e gt ®F3 =4S ANSI®, Open
Group, ITU-T, IETF 53} & 4 whalela] =l
al%| 7 9)r}. o] &= ITU-T+= X.509 Version 4¢]|4]
£4391549} o]F o83 AR PMI
(Privilege Management Infrastructure)ol] tijsle] 7|
43} 9} EEF IETFel|A+= Attribute Certificate
Profiledl] th3le] ‘=S A glov FHA)
Version 9 =e|ZE7} "wlxElgich elevlale] #a}
A7 AR ES Q8] dibHes ¥38 ITU-T
FF8r} IETFS] RFCY =iz ev) shex 5 gl=
7Zlo] #lAle]c}.

343

www.dbpia.co.kr



521845 = 57] '04-2 Vol.29 No2C

. $A9FA) FAFINEA 7He 54

old Aol thsle] HITAF] = AREAA
HAeldl gk EAle] F 8912 FANFAE
E3le] Hullsl 1 HZHUIHE2] membership,
4 Dol 2 FAHUFME ] Sl AEd
MF|AFAe] Hs|e} FasiA fAIEL v
olck. 23] 19l AMgAl= CAZNE I7H71d%F
Mg w2 7R S Sl £A4U5A
g g whe aRd]) weF 371954 10] 23
Hoig, a2 o) ugs SAUSAE Peds] A
3|=|ofo} gk am SAdelFAr) A3]EA] ¢shc)
o, Azl ohE CA2YE] g ke Fi7]al
48 7 a8 13} 3] AU gle] AT
slA| ok SAdalEA e Gt ARQEAMe] F
FA] Alelell FEAPE Ao, FR71A5A
7} A3lEl Fof FHIHTE AlS fAshs de
AFe] 7hsskA| eka Zlolck

. of do

il

2% 1 g sl ASUEe f3

1. MEHM Hs| "iAl(selective revocation

methods)

Al A3 whale HoEge] fle AR
AAT 4 Al oigt siAde] & wew
Himanshu®} Virgil®le] #elsieick o] el 3
whale- z)81l] SlaiME glEA el ddkE MWE
Alolell FH<l #=9] A7} 87 ), o] H=
S 24F AlzslolA AddE g ZH4s] 9
3 A EZke] A HARE Bl7] 98l AR
so] Zc) o] WhAlol|A] zhz} QlFAie) d3HE Ay

344

Copyright (C) 2003 NuriMedia Co., Ltd.

=& A7ke] 7151 7|EA] ARES, B9 R4
Z|9} Hh2- HAADS] FARHQl 71EES AR
zely AeH AHsle] H8L2 o] 7|EH AFE
o 7]1%3F ®ul= HAAE 23k she] ACA
(Attribute Certificate Authority)i= ARZA}el|A] 24
AFAME HEE " QAEA 2 AR 3
7191245 Rl CAAl 424 Fa) A}
AL dAAZ Bullelgicl o 9 o] HjA]A]= CA
9] 71528 {A|E Zlelck = CAZl 2 ARERE
Ads veblls 37IASAE Adstaat & 9
CA= 1 H3|o) disle] ACAA HAAE Hilje]
ACAR 3loig 1 AHEALY] $4QFAE Adde
2 A3 & 5 A gt o] uhE AFAEY ¥
wje} Aslof disie] AFAel At AHE Tl
49 #3se] fAE 87shkadl, o] WA F
7]l FAln]g-2] figle] =ick

¢

2. 25E 2IBA diel=l Hi4
(cryptographic certificate-binding
methods)

4]o] Park3} Sandhu™ef) 2]sj4] Alek=|oick
o] HbAle- 7}AgKstrong binding)el|] 7]FEsh=d], 7+
Age shie] FA3 FH7|eIEA 7 £4delEA o
o3 ujEl HIHZb AZAFe] nlely Hi A
olch. weF 1 @7]QlEAy} Hs|Egichd, AMe
A= e TS B A2sks do]
AslA] okS Aok 2 A= AMEAke] AR
gk 97 FAl7} A= e}

o] whalel o3t F&a] AHLoA RE AHZ Q&
Aol dhste] Anli= h7|QIEA e} E4delZA7}
vlg] Aeolsl A3 2exE Halslejolgit) = A
Blefla] o) A2 A6l wisl o] Frhy|elEAIsh
Z:xjelz=ale] Aale gelgloldt gt wlelA] o)
Hhale == AT 9ol disle] el d4bA
7hS Qe o|zle] HTUZ ) WgE]| Lo

ke F7h4el Falrk g Zele

1=
or.ol H}A
H

V. 934 S4U95A4 F2a

1. Zollel Lollfe] mawet
Hejx Bt ks el we|
Ae ddsl] glate] B Rl A9
J &

AFAHE o]83 F7H7IRFA 9 $4 1549

Hd
=

Y
&

b:4)
s
.

www.dbpia.co.kr



=i AE A H40FA 9 nikld vl AUS

g s ARl a8 25 E =FelA Ak
Lol WellA A3 $4<AFME AMSRE A2A
olo] Al BGE Halckh ofr)x] HIRTE
A7) f13te] AHBARE CAell ofaia] Alvdsl ARg-=t
9] AFARE QF3l= F7)7]0FHE CARYE
W wherh el ARAke ARle] AjRl7IE A
Wy A 8AME AMle]l AHIslaAl she 4A
& 7F Aol AEF FAlell ACAdlA zMile]
TH7IAFAe} A A3 SAAFTA | HijE &
HAE Bjck o] uf ACAY: AMEAlR] 7)1
Mg ]lsla, Awel BRAAS ek U3y
E£4AFAME HEE o AR FAFIIEA
o} g7 MellA 2A] HuA gk o] o d3]A
SRAFA ALEAFE E8le] Aol Al 4
o] oj7] wiitel] 3AellA] AFFE HTURe] W=
AREALS] AR fA|oF AL Al Abdel A
o & 4 glck

8 Al dgt AL AHeA fAE=
ACL(Access Control List)el] 2]af4 3ke]xlcl o
o2 7|l EA e ALEAle] o]Eal 7f4lF)
of olall A%l 8349 1 /jl7|e}l AR FAN
718 E§RIcE £40F4 = AR o= vk
A5 20%0E AosA, AH8ARE 2 whAle] A
P52 eliel F7071815 4= CAel 234
HhEE AL, 419154 = ACA 2sllA ik
olu] ACA: $AJASAHE HF3l7] #Hell CAE &
g ALl FoNFIEA7) ARk ZidRAE gl
gl

o [Altr Cert,
1D Cert)X >

Sme

a9 2. 934 4 AFAE o183 g

AT/AME e AHE o 83 Hisle
o ARgRle] FNFIRIEAIE Sl lEA e ARAS
goleta, & 2 83X BAR 54 Aol izt
A% ACLe] g A% gl 71 a2F
3 AEEAE Hlshs Aol 98 TS Ho
o} BE Al HAE B Fol A= AAle

Copyright (C) 2003 NuriMedia Co., Ltd.

oyt ARgAlS] 8AHS ARk o] AYAY =Z8
EZT2YE AMAR SAFAE 3NFI1EA e
ujaly sojo} 3ka, o] AFAF 7l FHAAAA
E RS0k ek 5§ AH8E<l FIEAL
A3 & A% 2 TWRISAA e 495
AE HEEA] Asis|ejo} drk a7l AT aAe]
el 2fajA] AZAMEAITA)] 555 AR
AHENZIASAD Al ko ghlEl wiwt Sl
5]o12)7] wjite]ct

# wield AgkRt 454 SHAFAMe ASA
ozA FNFIAFAZE A3lE7] Hell 2 AL
FEAE depr] gl T A EAle 1A
312 eFom, w Aol w HE e o &
7105419 $AR1FA 7o nklgE S1%
A9l A4k 87814 W=ch

2. Eojjelzte| MMt
8 244 CASl ACAZE A= dE ISAE
Fojsle 7]15S ZE AL By o] F CAsl
ACA7} o] Aue] A& 4= qlek sh}e] A
Hel] 5 CA2} ACAE Fa Ike|gh= zle] a3
A3 sl ¢ § sloh e ARSI
I} HAQF7)e Helsia] 2dshs Zle] o
wella] o)de] glo-2lela mo)w i) 1 o)A
2 o) Ak
(1) 810 Asle] ol alEr|a} H3hE Hois)
£ AR A9 ERAdE fAE
ek
(2) vl fa7)zke] 21 715l A% ¢l
o] £#AFAE k= Zld gsia A2A
g e 44 vE 4 ok
(3) tlekgt =gl Alelol|A] A1-E F-Hdhe =)
Q17ke] v EY A= AlEclEr|3a) SAlal
7132 #el7p dasil

Smel,

{Anr Cert,
1D Cert)K . (1D Cen]K NK |,

Request]K__ Monitor

£,

73] 3. B $HABAE 2wzl AEU

345

www.dbpia.co.kr



gHaLE A 8)8) =% "4-2 Vol.29 No.2C

a3 32 §F i AR Eude EFEhs
UES=E wolw glrk shie] AAAH]] Ewel
==14al olEa} mvel o] ARgAl 55 = 3
718134 Ho & Fsls =l A CAE
Zf3k) 22 HQ] Erjele ERE ErRlTke] vE
9=e] ey} A E=wel o] ARARe| E3el
Hedalx] o3& b A xlel We| AHAL F
2ol ojdlA] W34S FFIch wehH A =
wQlEe Ejizles |y AAAHSR JejEHE
2, Tralzle] HEYa == A Eel]l e
b 525 ARARIA] AR okA] Rk

18] 3el|4] Role UEHIE AEE 7P| =
wlals FAsh=d|, o] AlEE 7P mrleld v
Q3 molghe] ARgAle} ARIEHF, AwlE A4
518 ARe| Ysyor fAg) oE 5ol T
Q& AREALE 22)a Evehy AHARLE 553
. o0)5e] Al AA 7HF =olgle AR
t}. o] 7Pt ErijQle] WEHFA 15 7} Ev
qlo] qlZ7|3el CA 3} CAqell 234 Foighe &
MFIIEA e 7)Zsh=d, o] TS A =
mjale] el Aol 7EFh) ApHAQ Ewiql
g2 299 AMgAl 523 A5 AAE A=
2 Aoz Hy dejx sle & ded, 7P
sojele] vEYaE AMA 553 AY QdF &
AL 915l 7} Apx] =wel PAIRE Hojoprt &
o},
73 =ujel bESFelA o} Zrfale] Ae)
g HZL A3A4 Aee B3 g e i
QlzAe} Helaal she =rele] ACACS 2
Auige] dA SAQ1FA U 84 ol A
al7le) ela Al 8AA(Request) s AdkaLAk
= mdjele] AnjelA] A|EFomA o]Feolzlc)
o2 S9, 2% 304 =gk AMARL7}F Euidl
o] AujA2Hlell HIElwAl & oo, $4 AREAL
= CAo2NE Evel e FAFIAEAE AEa
Za] qlZAAQ)(CAs, CAs, CA)S Esa 5 v
£ a8a AMRhE 2 FWIISAE o83t
o] Eojelie] ACAeAl U3 EAAFHE U5
G I P R K A = P B L B R
AL a4 Tl AAle] TR AR A
Z834E =g S8AHelAl Hxick o]}
e Aze] Aap) AU 4 A= FAelA
Jofudr}.

olel|4] olggt =wal dlellA] ze]x E=sel 7H

346

Copyright (C) 2003 NuriMedia Co., Ltd.

o d3A FAeAFA wIFAUSE Akl 54
AFAE A3 A3 717 AsiE)
Aol 1 AH-E thalr] wlitell F54 fA Al
ubAER] oigkon], = AHelA] o AT 24l o
3 BNFIAFA e} SAAFA 7Ee] wialeE #%
F714ql A4t §3ke sk ekt

Vi Aiise

eiagel Auuse AAAee] B4kl
g5Ael e Aol ok AuuEE A3
7 Sl AbAle] Al o st A
o] AR e AoE Ak AT 5

olojlrl. o] w A AFAHME FWNATHE
B4, el AT HeARE FAATAME

vy

Eajo] AlFH, o] So] Ay glare 4
QA FAIAEA vkl slofo} sjul, o
AFAE 7ol Fo4e] frlofof Tk

R gl A deirl wiklg sAUE AY
A s g5t ok ulldd waTela Q1A
bl 244 oA fAsk dEAlE welw,
ol5 wlSe| uijkew UBY FHAZAE AHE
B AzE WALE ARkleTh Q814 S
gt aAel ola) SR 2lsl) e
o] AHeA} ARsknA sk Aol A muA|
7] el AU glo] A Aol AgslA 9
oxf, o g AMSEE B SEA0R 2 F

&4 2 A} s ekeck

[

—

A LA

[1] R. Housley, W. Ford, W. Polk, D. Solo,
“Internet  X.509 Public Key Infrastructure:
Certificate and CRL Profile”, RFC 2459,
January 1999.

[2] S. Farrell, R. Housley, “An Internet Attribute
Certificate Profile for Authorization”, RFC
3281, April 2002.

[3] Joon S. Park and Ravi Sandhu,”Binding
Identities and  Attributes Using Digitally
Signed Certificates”, 16th Annual Computer
Security Applications Conference (ACSAC),
New Orleans, Louisiana, December 11-15,
2000.

www.dbpia.co.kr



U SHAFAL vl AN

Lt

[4] Joon S. Park and Ravi Sandhu, “Smart
Certificate Extending X.509 for Secure
Attribute  Services on the Web”, NISSC,
1999.

[5] Himanshu Khurana and Virgil D. Gligor,
“Enforcing between  PKI
certificates in  ad-hoc  Networks, IEEE

Dependencies

International Conference on Telecommunica-
tions, Buchartest, Romania, pp. 293-298, June
2001.

[6] J. Lim, M. Nystrom, "Attribute Certification :
On enabling technology for delegation and
role-based controls in distributed environ-
ments”, Proceedings Fourth ACM Workshop
on Role-Based Access Control, 1999,

[7] Ravi Sandhu, Edward Coyne, Hal Feinstein
and Charles Youman, "Role-Based Access
Control Models”, IEEE Computer, Volume
29, Number 2, February 1996.

ub & sHChong-hwa Park) #1591

197441 24 : FAd|Eka Az}
33 =4

19901 14 : v|=- Syracuse
ofgkar ZFeastka) Aa)

19761119781 : (5HCDC

197943 ~ 1981 : HAHEA]
o‘:‘]L[‘L.ﬂ

20024 : olFtiElal #4FElEEtEt vk R

199413 39~ & : Al stal A e o E)a)

2305

<Pl ABNE, A2q LxEgo] Nk
HEg= wal

Copyright (C) 2003 NuriMedia Co., Ltd.

o| At 5lSang-Ha Yi) A3

1987+ 29 : SAkdstar A=)
A4kEt 4

19911 24 : olF=i&lar #]5F
Bt 24 AAl

199111 ~19924d : (FHF=
F3rE]

1993+ ~1999+1 : ()7 o]qlle}

A2
2002+ 891 : olrEka e Tt} upa
200040 390~ /14| : EAET) AREA} AL

<l Heol AnnE WESZ e Y Rk WA
27| Al2H wab

2! & THDong-Kyoo Kim) 7] 5)%]
19734 241 : Agisla 3=
3}t -8 4
19791 29 : AMgdigka =l
sl st AApA A el AA)
19841 : v]=t Kansas State
University AA}A4Fela} wpal
(o2 4.5 198611 ~IEEE 802.4, 802.6,
802.10 Working Group Member
197941 ~=) : olFcehst AR U F5rE|FE-
a9, Asiacrypt '96 FA|9]17N, A wER ¢
IETHA A Al aEIkA] Alg] H71eR13
2%, =R w4 A7, jeEAlE
Arglo)Al, =AW H 538)3] ¥-3]13F 9]

<FAlHol> Z5FE] BAL ANRE T2 eF ol7]

Yoz

347

www.dbpia.co.kr



	일회성 속성인증서의 바인딩 메커니즘
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 기술
	Ⅲ. 속성인증서와 공개키인증서 간의 종속성
	Ⅳ. 일회성 속성인증서 접근권한
	Ⅴ. 결론
	참고문헌


