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Algebraic Formal Specification and Formal Validation of the
Standard and an Implementation of the OSPF Protocol
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ABSTRACT

The OSPF protocol is the most widely used Interior Gateway Routing Protocol. Therefore, for the reliability of
behavior of gigabit swiching routers, it is essential to guarantee the interoperability and the safety of the OSPF
protocol. In this paper, we analyze the standard document of the OSPF protocol, so that we provide a formal
specification that specifies the protocol behaviors by detailed design level using the algebraic formal method. By
referring available source codes of the OSPF protocol, we supplement the formal specification to express more
detailed behaviors that is not specified definitely in the standard. We also formally verify the interoperability and
the safety of the protocol state machine of the specification. By showing that the formal specification specify all
of the states and the transition events that appear in the standard document of the OSPF protocol, we prove that
the state machine has the completeness, and prove it has the interoperability. To prove that the specification of
the protocol has the safety, we formally verify the reachability, the liveness, the livelock-free property, and the
deadlock-free property. As a result, we prove the protocol has the consistency. The specification and the
validation are also effective to the OSPF Version 3 that inherit the protocol mechanism of the OSPF Version 2.
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DOWN = HelloInterval_expiry . send(hello_pkt) .
reset_timer_for_HelloInterval . ATTEMPT +
Pollinterval_expiry . send(hello_pkt) .
reset_timer_for_Pollinterval. ATTEMPT +
recv(hello_pkt) . reset_timer_for_Hellolnterval .
reset_timer_for_Pollinterval .
reset_RouterDead_timer . (valid_hello_pkt . INIT
+ invalid_pkt . DOWN) +
RouterDeadInterval_expiry .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . DOWN + (KillNbr + LLDown)
. DOWN

ATTEMPT = recv(hello_pkt) .
reset_timer_for_HelloInterval .
reset_timer_for_Pollinterval .
reset_RouterDead_timer . (valid_hello_pkt . INIT
+ invalid_pkt . DOWN) + (KillNbr +
RouterDeadInterval_expiry + LLDown) . DOWN

INIT = mylPaddress_founded_in_HELLO_pkt .
(conn_to_pnt_to_pnt_net +
conn_to_pnt_to_multipnt_net +
conn_to_virtual_link + (conn_to_broadcast_net
+ conn_to_NBMA_net) .
(conn_to_Designated_Router +
conn_to_Backup_Designated_Router)) .
EXSTART + (not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
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not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)) .
2WAY +
mylPaddress_not_founded_in_HELLO_pkt . INIT
+ (KillNbr + RouterDeadInterval_expiry +
LLDown) . DOWN + recv(hello_pkt) .
reset_timer_for_HelloInterval .
reset_timer_for_Pollinterval .
reset_RouterDead_timer . valid_hello_pkt . INIT

2WAY = mylPaddress_not_founded_in_HELLO_pkt .
INIT + (conn_to_pnt_to_pnt_net +
conn_to_pnt_to_multipnt_net +
conn_to_virtual_link + (conn_to_broadcast_net
+ conn_to_NBMA_net) .
(conn_to_Designated_Router +
conn_to_Backup_Designated_Router)).
EXSTART + (KillNbr +
RouterDeadInterval_expiry + LLDown) . DOWN
+ recv(hello_pkt) .
reset_RouterDeadInterval_timer . valid_hello_pkt
. (mylPaddress_founded_in_HELLO_pkt . 2WAY
+ mylPaddress_not_founded_in_HELLO_pkt .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT )

EXSTART = Master_slave_negotiated .
DD_seq_num_exchanged. EXCHNG + (KillNbr +
RouterDeadInterval_expiry + LLDown) . DOWN
+ (recv(database_description_pkt) .
SeaNumberMismatch + recv(LS_req_pkt) .
BadlLSReq + recv(Hello_pkt) .
mylPaddress_not_founded_in_HELLO_pkt) .
EXSTART + (not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT + recv(hello_pkt) .
reset_RouterDeadInterval_timer . valid_hello_pkt
. (mylPaddress_founded_in_HELLO_pkt .
EXSTART +
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mylPaddress_not_founded_in_HELLO_pkt .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT)

EXCHNG = send(data_description_pkt) . EXCHNG

+ no_receive_DD_in_ack .
retransmission_last_DD . EXCHNG +
receive_DD_in_ack .
possibly_add_nb_linkstate_req_list .
(LS_req_list_empty .FULL +
not_LS_req_list_empty . send(LS_req_pkt) .
LOADING) + (KillNbr +
RouterDeadInterval_expiry + LLDown) . DOWN
+ (recv(database_description_pkt) .
SeqNumberMismatch + recv(LS_req_pkt) .
BadlLSReq + recv(Hello_pkt) . valid_hello_pkt .
mylPaddress_not_founded_in_HELLO_pkt)
.clear_retransmission_list . clear_summary_list .
clear_LS_req_list . EXSTART +
(not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT + recv(hello_pkt) .
reset_RouterDeadInterval_timer . valid_hello_pkt
. (mylPaddress_founded_in_HELLO_pkt .
EXCHNG +
mylPaddress_not_founded_in_HELLO_pkt .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT)

LOADING = LS_req_list_empty . FULL +

recv(LS_update) . delete_LS_req_in_list .
(LS_req_list_empty . FULL +
not_LS_req_list_empty . send(LS_req_pkt) .
LOADING ) + req_retrans_time_expire .
send(LS_req_pkt) . LOADING + (KillNbr +
RouterDeadInterval_expiry + LLDown) . DOWN
+ (recv(database_description_pkt) .
SegNumberMismatch + recv(LS_req_pkt) .
BadlLSReq + recv(Hello_pkt) .
mylPaddress_not_founded_in_HELLO_pkt) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . EXSTART + recv(hello_pkt) .
reset_RouterDeadInterval_timer . LOADING +
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(not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT + recv(hello_pkt) .
valid_hello_pkt .
mylPaddress_founded_in_HELLO_pkt .
LOADING

FULL = (local_rtr_state_change + LSA_Reflesh +

Receive_Self_LSA) . ORIGINATE_LSA +
recv_LS_update . RECV_N_FLOOD_LSA +
retrans_timer_expire . build_retrans_update .
flood_out_interfaces . FULL +
route_calc_timer_expired . full_route_calc .
updating_route_table . FULL + (KillNbr +
RouterDeadInterval_expiry + LLDown) . DOWN
+ (recv(database_description_pkt) .
SegNumberMismatch + recv(LS_req_pkt) .
BadLSReq + recv(Hello_pkt) .
mylPaddress_not_founded_in_HELLO_pkt) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . EXSTART +
(not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT + recv(hello_pkt) .
reset_RouterDeadInterval_timer . valid_hello_pkt
. (mylPaddress_founded_in_HELLO_pkt . FULL
+ mylPaddress_not_founded_in_HELLO_pkt .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list . INIT)

ORIGINATE_LSA =

interface_type_specific_LSA_orginate.
Find_current_database_copy_LSA .
(no_get_next_LS_seqg_no . origination_postpone
. FULL + get_next_LS_seqg_no . build_LSA .
(empty_result . flush_LSA_instead . FULL+
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Neighbor state changes (Hello Protocol)

Start

DOWN

Hello Received

2-Way Receive
adjacency

Hello Received

1

In addition to the state fransitions pictured,
Event KillNbr always forces Down State,

Event Inactivity Timer a&ways forces Down State,
Event LLDown always forces Down State

2-Way Receive
No adjacency

-Way Received

—

In addition to the state transitions pictured,

Event SegqNumberMismatch forces ExStart state,
Event BadLSReq forces ExStart state,
Event 1-Way forces|Init state,

Event KillNbr always forces Down State,
Event InactivityTimer always forces Down State,
Event LLDown alwaiys forces Down State,

Exchange Done

Still loading

LoadingDone

Event AdjOK? leads to adjacency forming/breaking

Neighbor state changes (Database Exchange)

38 1. OSPF Z2=3E9|
no_empty_result . (forced + changed) .
checksum . ADD_DATABASE))

ADD_DATABASE = (((localTopologyChanged +
reflesh) .orignateL.SA ) + receivelL.SA ) .
add_to_AVL_tree . PreparsingforRoutingCalc .
startaging . add_to_retrans_lists .
flood_out_interfaces .
SCHEDULING_ROUTE_CALC

RECV_N_FLOOD_LSA = LSA_ not_valid .
discard_LSA . FULL + LSA_valid .
(not_more_recent_than_DB . send(dirt_ack_pkt)
. FULL + more_recent_than_DB .
schd_delayed_ACK . (AS_external_LSA _recvd .
EXTER_ROUTING + not_aaAS_external _LSA .
(ADD_DATABASE + DEL_DATABASE)))

DELETE_DATABASE = (overwritten_by_LSA +
maxagel.SA_all_acked) . stop_aging .
undo_preparing_for_routing_calc .
remove_from_AVL_tree . no_longer_referenced
. free_LSA_Storage.
SCHEDULING_ROUTE_CALC

SCHEDULING_ROUTE_CALC = AS_external_LSA .
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recalc_old_new_route_table .
remove_multicast_cache_entries_with_matching
_source . ORG_SUMMARY_LSA +
group_membership_LSA .
clear_multicast_cache_entries_for_group .
is_ABR . originate_group_membership_LSA .
ORG_SUMMARY_LSA + (no_AS_external_LSA +
no_group_membership_LSA ) .
(intra_AS_calc_already_sched . FULL+
no_intra_AS_calc_already_sched . ((router_LSA
+ network_LSA) . sched_full_AS_route_calc.
ORG_SUMMARY_LSA + summary_LSA .
recalc_old_new_route_table .
remove_multicast_cache_entries_with_matching
_source . ORG_SUMMARY_LSA +
ASBR_summary_LSA .
recalc_asbr_route_table_entry .
ORG_SUMMARY_LSA ))

ORG_SUMMARY_LSA = no_LSA_changed . FULL +
LSA_changed . rerun_full_intra_AS_routing_calc
. scan_routing_table (change_intra_area_route+
change_unaggregated_intra_area_route +
change_aggregated_intra_area_route) .
reorgin_summary_LSA . ORG_SUMMARY_LSA
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EXTR_ROUTING = calc_preferred_path.
(best_path_from_othersource_or_BGP .
install_rt_entry_as_RT_STATIC .
orginate_AS_external_LSA . FULL +
best_path_from_AS_external_LSA .

install_rt_entry_as_RT_EXT . FULL ) =
o] LTS WAl Al 71Ale 2 19 =A% o]
2 Akl 7)A|(Neighbor State Machine)[1]9} 53t
gl 79 AleEs) of7ld] FHeE wHAE o
F 7he i AR A=Y oo el WAl
% AlS-S DOWN Ak, ATTEMPT Alel], INIT
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A 9] 2 715 A+E F-3)2|(Empty Action)S- A|
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Aojd =e2eZ Al 7]AY] 2E AHET EE
z2ed Y957} UAFE Hojof gt o]F B
o]7] $Jsll, $=l= WA OSPF EF ¥4]¢] 10.3
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Start = Hellolnterval_expiry . send(hello_pkt) .
reset_timer_for_Hellolnterval +
Polllinterval_expiry . send(hello_pkt) .
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reset_timer_for_PollInterval

reset_all_timer_for_Hello_pkt =
reset_timer_for_Hellolnterval .
reset_timer_for_Pollinterval .
reset_RouterDead_timer

hello_received = recv(hello_pkt) .
reset_all_timer_for_Hello_pkt . valid_hello_pkt

exceptionOfDOWN = recv(hello_pkt) .
reset_all_timer_for_Hello_pkt . invalid_pkt
+RouterDeadInterval_expiry .
remove_adjacency + KillNbr + LLDown

ol& W= dix|3slo], DOWN Zdef wAlE A

718,

DOWN = start . ATTEMPT + hello_received . INIT +
exceptionOfDown . DOWN

2 DOWN Al WA 738 & 4= glek

el ATTEMPTS] Alel] wale] %39
ATTEMPT Alefje} o] Z%E]e] Hol53} <hd3]
23he Hol7| 18led, olle] A9 WEE Ao

4

exceptionOfATTEMPT = hello_received .
reset_all_timer_for_Hello_pkt . invalid_pkt .
KillINbr + RouterDeadInterval_expiry + LLDown

0]7Z13} hello_received W52 3952] e|AEE
tjx|sled, Alel ATTEMPTE <Ig A& zi7]&3)t
, o2} 7] 71E3) & 4= gl

ATTEMPT = hello_received . INIT +
exceptionOfATTEMPT . DOWN

Apd] INITe] Ao wpgale] H3Ee] Ael INITSE
a2 A2 FEle] HolEd) UAFE Helr] 3,
A9) WAEL Thest o) Aelst,

2-way_received =
mylPaddress_founded_in_HELLO_pkt

adjacency= conn_to_pnt_to_pnt_net +
conn_to_pnt_to_multipnt_net +
conn_to_virtual_link + (conn_to_broadcast_net
+ conn_to_NBMA_net) .
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(conn_to_Designated_Router +
conn_to_Backup_Designated_Router)

no_adjacency = not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)

exceptionOfINIT =
mylPaddress_not_founded_in_HELLO_pkt +
recv(hello_pkt) . reset_all_timer_for_Hello_pkt .
valid_hello_pkt . reset_RouterDeadInterval_timer

exceptionOfNbrStateMachine = KillNbr +
RouterDeadInterval_expiry + LLDown

ol5e AMgsle] AlEsle e et 7
o}

INIT = 2-way_received . (adjacency . EXSTART+
not_adjacency . 2WAY) + exceptionOfINIT .
INIT + exceptionOfNbrStateMachine . DOWN

olele] sl Mo Holekn,

1-way_received =
mylPaddress_not_founded_in_HELLO_pkt

exceptionOf2WAY = (KillNbr +
RouterDeadInterval_expiry + LLDown)

o]5x} W4 2-way_received®} W< 1-way_
receivedS ARS3}e], Alel] 2WAY2] Al u}FAA)S-
A71es okt A2k

2WAY = 1-way_received . INIT + adjacency .
EXSTART + exceptionOf2WAY . DOWN +
hello_received . (2-way_received . 2WAY +
1-way_received . INIT)

2bel EXSTART Al wbAAS- zkekslslr] $)siAd,
olzfe] sp¢] MFES Aol

-

NegotiationDone = Master_slave_negotiated .
DD_seqg_no_exchanged
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exceptionOfEXSTART1 =
recv(database_description_pkt) .
SegNumberMismatch + recv(LS_req_pkt) .
BadLSReq + recv(hello_pkt) .
reset_RouterDeadInterval_timer .
(mylPaddress_founded_in_HELLO_pkt .
EXSTART +
mylPaddress_not_founded_in_HELLO_pkt .
removing_adjacency . INIT)

exceptionOfEXSTART2 =
(not_conn_to_pnt_to_pnt_net .
not_conn_to_pnt_to_multipnt_net .
not_conn_to_virtual_link .
not_conn_to_broadcast_net .
not_conn_to_NBMA_net +
(conn_to_broadcast_net + conn_to_NBMA_net)
. (not_conn_to_Designated_Router .
not_conn_to_Backup_Designated_Router)) .
clear_retransmission_list . clear_summary_list .
clear_LS_req_list + recv(hello_pkt) .
reset_RouterDeadInterval_timer .
mylPaddress_not_founded_in_HELLO_pkt

removing_adjacency = clear_retransmission_list .
clear_summary_list . clear_LS_req_list

exceptionOfEXSTART2 = no_adjacency .
removing_adjacency + recv(hello_pkt) .
reset_RouterDeadInterval_timer .
mylPaddress_not_founded_in_HELLO_pkt .
removing_adjacency

8] o]5 W53} W no_adjacency S ARE-s)

o, EXSTART Akl wWAAlE A7|espd a5t

7k,

EXSTART = NegotiationDone . EXCHNG +
exceptionOfNbrStateMachine . DOWN +

exceptionOfEXSTART1 . EXSTART +
exceptionOfEXSTARTZ2 . INIT

Abell EXCHNG®] Abel wld2le] 71eksts ¢ls), o}
el A9 WSS AeistAL

exchangeDone = LS_req_list_empty

exceptionOfEXCHNG1 =
(recv(database_description_pkt) .
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SeaNumberMismatch + recv(LS_req_pkt) .
BadLSReq + recv(hello_pkt) .
mylPaddress_not_founded_in_HELLO_pkt)
.removing_adjacency

exceptionOfEXCHNG2 = no_adjacency .
removing_adjacency . INIT + recv(hello_pkt) .
reset_RouterDeadInterval_timer .
mylPaddress_not_founded_in_HELLO_pkt .
removing_adjacency . INIT

exceptionOfEXCHNG3 =recv(hello_pkt) .
reset_RouterDeadInterval_timer .
mylPaddress_founded_in_HELLO_pkt .
EXCHNG

aglz ol W9}t W5 exceptionOfNbr-
StateMachine®} ¥l< removing_adjacency S Al8-35}
o], EXCHNG AhelAle chest zdo] Zhefst & 4
Sick

EXCHNG = send(data_description_pkt) . EXCHNG
+ no_receive_DD_in_ack .
retransmission_last_DD . EXCHNG +
receive_DD_in_acKk .
possibly_add_nb_linkstate_reqg_list .
exchangeDone .FULL + not_exchangeDone .
send(LS_req_pkt) . LOADING +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXCHNG . EXSTART +
exceptionOfEXCHNG2 . INIT +
exceptionOfEXCHNGS . EXCHNG

Abe) LOADINGS| Ahe wdle] Zekshe glalA,
bl A9l WSS olakak

loading_Done = LS_req_list_empty

exceptionOfLOADING = recv(hello_pkt) .
reset_RouterDeadInterval_timer .
mylPaddress_founded_in_HELLO_pkt

o5 WAET P4 WO WIS F VB AL
3ld, LOADING A4l che3} 2o ﬂaz}s}o%
A71% & 4 ek

LOADING = loading_Done . FULL +

recv(LS_update) . delete_LS_req_in_list .
(loading_Done . FULL + not_loading_Done .

367
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send(LS_req_pkt) . LOADING ) +
reg_retrans_time_expire . send(LS_req_pkt) .
LOADING + exceptionOfNbrStateMachine .
DOWN + exceptionOfEXSTART1 . EXSTART +
exceptionOfEXSTARTZ2 . INIT +
exceptionOfLOADING . LOADING

FULL A wgae] 2hekske slsha, cohe a39)
Mg Aol

exceptionOfFULL = recv(hello_pkt) .
reset_RouterDeadInterval_timer .
mylPaddress_founded_in_HELLO_pkt

o W4s} b AR WA4E F AVE AHgsiol,
FULL AelAle chest ol 2kt € 4 gtk

FULL = (local_rtr_state_change + LSA_Reflesh +
Receive_Self_LSA) . ORIGINATE_LSA +
recv_LS_update . RECV_N_FLOOD_LSA +
retrans_timer_expire . build_retrans_update .
flood_out_interfaces . FULL +
route_calc_timer_expired . full_route_calc .
updating_route_table . FULL +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXCHNG1 . EXSTART +
no_adjacency . removing_adjacency . INIT +
recv(hello_pkt) . reset_RouterDeadInterval_timer
. mylPaddress_not_founded_in_HELLO_pkt .
removing_adjacency . INIT + exceptionOfFULL .
FULL

bl A71ste] e AlSe Hela, ok
=}

DOWN = start . ATTEMPT + hello_received . INIT +
exceptionOfDown . DOWN

ATTEMPT = hello_received . INIT +
exceptionOfATTEMPT . DOWN

INIT = 2-way_received . (adjacency . EXSTART+
not_adjacency . 2WAY) + exceptionOfINIT .
INIT + exceptionOfNbrStateMachine . DOWN

2WAY = 1-way_received . INIT + adjacency .
EXSTART + exceptionOf2WAY . DOWN +
hello_received . (2-way_received . 2WAY +
1-way_received . INIT)

EXSTART = NegotiationDone . EXCHNG +
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exceptionOfNbrStateMachine . DOWN +
exceptionOfEXSTART1 . EXSTART +
exceptionOfEXSTART2 . INIT

EXCHNG = send(data_description_pkt) . EXCHNG
+ no_receive_DD_in_ack .
retransmission_last_DD . EXCHNG +
receive_DD_in_ack .
possibly_add_nb_linkstate_req_list .
exchangeDone .FULL + not_exchangeDone .
send(LS_req_pkt) . LOADING) +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXCHNG . EXSTART +
exceptionOfEXCHNG2 . INIT +
exceptionOfEXCHNGS3 . EXCHNG

LOADING = loading_Done . FULL +
recv(LS_update) . delete_LS_reqg_in_list .
(loading_Done . FULL + not_loading_Done .
send(LS_reg_pkt) . LOADING ) +
reg_retrans_time_expire . send(LS_req_pkt) .
LOADING + exceptionOfNbrStateMachine .
DOWN + exceptionOfEXSTART1 . EXSTART +
exceptionOfEXSTARTZ2 . INIT +
exceptionOfLOADING . LOADING

FULL = (local_rtr_state_change + LSA_Reflesh +
Receive_Self_LSA) . ORIGINATE_LSA +
recv_LS_update . RECV_N_FLOOD_LSA +
retrans_timer_expire . build_retrans_update .
flood_out_interfaces . FULL +
route_calc_timer_expired . full_route_calc .
updating_route_table . FULL +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXCHNG1 . EXSTART +
no_adjacency . removing_adjacency . INIT +
recv(hello_pkt) . reset_RouterDeadInterval_timer
. mylPaddress_not_founded_in_HELLO_pkt .
removing_adjacency . INIT + exceptionOfFULL .
FULL

LolA AARE o8 ] ARl WAAlEe] EFE £
Ae] o] Adl Z1A (2d 1 FD) A" 749
A St 25 Alole] Helg :dFw gk
= RFC2328 ¥F £49 10339 ZzeZ Al
71419 AelEs) o2 AHEEYE 8k oMIE
ES EF A9t 5Y3 olFe) AHE 53 7|
‘=98] HZo| 7 Sl Al WAAR 242 a|
oM, TF A9 Z2eF A 7|Aq.] A
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g 71=3 LTS =Al7L skds] dxgs & + 3l
ok 53], F €419 10342 Z2eF A+ 7]
A2l oMIES T3 r&F AAF Z2EF I
9 WeEe] Ao vehd AY Z2EF SE
< 717} o] vlasle] oM, 7t T2 EZ 3
9l W] Aoyl #F 419 10332 ¢
713t 242 dXsla gl AE] E$el ¥ 4
gt webd, OSPF X2 2Ze] LTS wAl7l sk
Al (Completeness)2 7S o 4= gick

w2la] 2 LTS %A|S w5sl= OSPF Z2 &
Lz Ede= 7180 A8 AEFES AEH 4%
8| 7Fssich

a]a fe7t AR BAE el 98 3
3t OSPF Z2eZo] f14 Fc+= RFC2328 FF
of Aejd e ZREFE S s A
RS s FREHAks AKE A5 UdeS

odsaech

N Nl

3. OSPF EZ= HAe| == 3l MEM T2|T

2lo|=at-57) 54 5

B A4 AAZF LTS HA|S ARgsle], =2
EFC =Xy AEA, el glelHEg ZAE
AP oz Zwlrl WA nE AlgSo] 7] A
HE2NE =2 7ssithe AS oushke =4S
LTSE "HAR =22 Al 7|47l AdS 549
gl gE|lz RE AIEERE AR o] Ho)
=S AR F x7] AR E=do] 71s3e 9vls)

N

£ AE4E Z2eE A 71APL 7S deA
o2 Zu3kt vix|etes OSPF Z2&E9| LTS

M4l ZzreZ FAE2 HIEE (Loop)Ee] EF
AAA #5898 Hol, OSPF ZEEFo] Zlo]H
% A Qg dledoz FHd)

olelgd 545 FHs] Sls), ol vhest 2
o] &9 MFEE Aol3le, LTS HAE 7=k} 3
ch. Ael ATTEMPTS] Ae Wil 9] ws-g
Eqistel, Holua} shz Aol BGl: Z2EF
1918 Z1eskshs o BolW chewt ek o7
2] 32| hello_receivedste] . SwollA] F+4le] diat
o] S o ZzwF Yzt s
ATTEMPT = hello_received . INIT +

exceptionOfATTEMPT . DOWN
= hello_received . INIT + a . DOWN

o]#] OSPF 2 & =o] LTS Ao =2AS
cheelld malck

A 2] 2 7% datel OSPF Z2EZ9] LTS o
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Ae Ee Ado: oA W84, LTS 9%
OSPFe] 23X A 7|Al9] BE AeEd 27]
el (DOWN ) 24e o] 7hesirt.

T W =R dolr] fi3, 3] wsEd A
2ol Aejsle, P2l A9 164 AR HFH
BAE ot o] st & o glek WA A
19] =€ AHASE 44314, 4 48 2 Y&
“="9] HZF| vehd AHE oes 2] 2] 4
Bl 27] Ade2RE 2 Aee] =93] Aell A
Hopsle T2EF PNES R TR A3
sl aelm, 7 A5e) §4) 3 ="9) $3
wehd S8 He3 20 A MY vErd delE
3 o] Aol =&3}7] ojAldl "BAEIo} 3= =
ZEZ PSS FIUE A9 W= s 3
A},

DOWN = a . ATTEMPT + b . INIT + c. DOWN

DOWN .a=d.INIT +e . DOWN

DOWN . abd = f. 2WAY + g . EXSTART + h . INIT +
i . DOWN

DOWN . abdf = j. INIT + k . EXSTART + | . DOWN +
m . 2WAY

DOWN . abdfk = n. EXCHNG + o . DOWN + p .
EXSTART + + g . INIT

DOWN . abdfkn = r . EXCHNG +s . FULL + t .
LOADING + u . DOWN + v . EXSTART + w .
INIT

DOWN . abdfknt = x . FULL +y . LOADING
DOWN . abdfkntx = z. ORIGINATE_LSA + aa .
RECV_N_FLOOD_LSA + bb . FULL + cc .

DOWN + dd . EXSTART + ee . INIT

DOWN . abdfkntxz = ff . FULL + gg .
ADD_DATABASE

DOWN . abdfkntxzgg = hh .
SCHEDULING_ROUTE_CALC

DOWN . abdfkntxzgghh = ii . FULL + jj .

EXTER_ROUTING + kk . (ADD_DATABASE +
DEL_DATABASE)
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DOWN . abdfkntxzgghhkk = Il .
SCHEDULING_ROUTE_CALC

DOWN . abdfkntxzgghhkkll = mm .
ORG_SUMMARY_LSA + nn . FULL

DOWN . abdfkntxzgghhkkllmm = oo . FULL + pp .
ORG_SUMMARY_LSA

DOWN . abdfkntxzgghhjj = qg . FULL

e, Slel 23l wish o), 7] AE Fol A
o= shte 4

O:‘L

LH” 2E A8 e0 l vepdet cdaw, 2 o JEH%
< R Tei zobo] sPsshchls ARlS 2
"éﬁRﬁlE}. ]

t}S-0 & OSPF E2eFo| AFEAE Tt

Z 2] 3 OSPF Z2EZo] LTS WA= AEA
ek t}A] 2alja], OSPF Z& &2
o vE 9] FHolE
7] Aol =271 6}5}.

Z w: AEAE HolY| %frﬂ 9] WFES *H
o] AeJsle], 2] 104]
7¥eks) spd ol&) 2
DOWN = a . ATTEMPT + b . INIT + c. DOWN

]LTS"(’,l
SRR

1-)1' X o

=0
= )

ATTEMPT =d . INIT + e . DOWN

INIT = f. 2WAY + g . EXSTART + h . INIT + i .
DOWN

2WAY = j. INIT + k . EXSTART +|. DOWN + m .
2WAY

EXSTART = n. EXCHNG + o . DOWN + p .
EXSTART + + g . INIT

EXCHNG = r . EXCHNG + s . FULL +t . LOADING
+u.DOWN +v . EXSTART +w . INIT

LOADING = x . FULL +y . LOADING

FULL = z. ORIGINATE_LSA + aa .
RECV_N_FLOOD_LSA + bb . FULL + cc .
DOWN + dd . EXSTART + ee . INIT

ORIGINATE_LSA = ff . FULL + gg .
ADD_DATABASE
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ADD_DATABASE = hh . (ii
jj . FULL)

. ORG_SUMMARY_LSA +

RECV_N_FLOOD_LSA = kk . FULL +1I.
EXTER_ROUTING + mm . (ADD_DATABASE +
DEL_DATABASE)

DELETE_DATABASE = nn. (oo .
ORG_SUMMARY_LSA + pp . FULL)

SCHEDULING_ROUTE_CALC = qag .
ORG_SUMMARY_LSA + rr . FULL

ORG_SUMMARY_LSA = ss . FULL + tt.
ORG_SUMMARY_LSA

EXTR_ROUTING = uu . FULL

OSPF 2 EZ9| %7] Al DOWN A o]
r}“' Slolla] malule} zbo], FULL A o]He]
52 #ojx sh}e] DOWN Alel
2 Jé% 3 l JJL FULL Ad] o]¥°] & 4
g upgdAle FULL Al Ev= 38 Aol 3}
v 7R a lek wEkA, Ar)e] *PEH AlEe] FA
715 F2d Jehd RE AHEL, T2EF Hy
7} Z3H 4 Qe ANES *v)}s& F, 2] *JEH
o Eg 3t} zelE®, Sl LTS HAe 7l&
¥ nE AlgEol], AlRKE 9] A =g %t
z7] Az =¥t AKe Sk
=
% 2] 4 OSPF Z2EFo] LTS wAe| 7|%%
ZREZ 7AE gelrg ¥ 54S Zech o
A a4, HA% OSPF T2 &F FAHEe| #sg
52 2% A4HY d55E olck
Z v A 194 =813 z2eF 9] Wy
Frsle] Aolsl= 9] HMFES AHBSled, Ao 1
o] AAE LTS AYPA =HAE i shie] AAHA
ol o3 =rEeR P9 wke riw zE3) s,
o3}z

DOWN = start . ATTEMPT + hello_received . INIT +
exceptionOfDown . DOWN

ATTEMPT = hello_received . INIT +
exceptionOfATTEMPT . DOWN
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INIT = 2-way_received . (a . EXSTART+ b . 2WAY)
+ exceptionOfINIT . INIT +
exceptionOfNbrStateMachine . DOWN

2WAY = 1-way_received . INIT + adjacency .
EXSTART + exceptionOf2WAY . DOWN +
hello_received . (c . 2WAY +d . INIT)

EXSTART = NegotiationDone . EXCHNG +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXSTART1 . EXSTART +
exceptionOfEXSTART2 . INIT

EXCHNG = send(data_description_pkt) . EXCHNG
e . retransmission_last_DD . EXCHNG +

receive_DD_in_ack . f .FULL + g .
send(LS_req_pkt) . LOADING) +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXCHNG . EXSTART +
exceptionOfEXCHNG2 . INIT +
exceptionOfEXCHNG3 . EXCHNG

LOADING = loading_Done . FULL +
recv(LS_update) . h . (i . FULL +j .
send(LS_req_pkt) . LOADING ) + k .
send(LS_req_pkt) . LOADING +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXSTART1 . EXSTART +
exceptionOfEXSTART2 . INIT +
exceptionOfLOADING . LOADING

FULL = (local_rtr_state_change + LSA_Reflesh +
Receive_Self_LSA) . ORIGINATE_LSA +
recv_LS_update . RECV_N_FLOOD_LSA + | .
flood_out_interfaces . FULL + m .
updating_route_table . FULL +
exceptionOfNbrStateMachine . DOWN +
exceptionOfEXCHNG1 . EXSTART +n .
removing_adjacency . INIT + recv(hello_pkt) . o
. INIT + exceptionOfFULL . FULL

ORIGINATE_LSA =
interface_type_specific_LSA_orginate. j . (k .
FULL + 1. (m . FULL + n . ADD_DATABASE))

ADD_DATABASE = o. flood_out_interfaces .
SCHEDULING_ROUTE_CALC

RECV_N_FLOOD_LSA = p . discard_LSA . FULL +
LSA_ valid . (g . send_dirt_ack . FULL +r .
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schd_delayed_ACK . (s . EXTER_ROUTING +t .
(ADD_DATABASE + DEL_DATABASE)))

DELETE_DATABASE =t . remove_from_AVL_tree .
uSCHEDULING_ROUTE_CALC

SCHEDULING_ROUTE_CALC = v .
remove_multicast_cache_entries_with_matching
_source . ORG_SUMMARY_LSA + w .
orginate_group_membership_LSA .
ORG_SUMMARY_LSA + x .
(intra_AS_calc_already_sched . FULL+y . (z .
sched_full_AS_route_calc.
ORG_SUMMARY_LSA + aa .
remove_multicast_cache_entries_with_matching
_source . ORG_SUMMARY_LSA + ab .
recalc_asbr_route_table_entry .
ORG_SUMMARY_LSA ))

ORG_SUMMARY_LSA = no_LSA_changed . FULL +
c . reorgin_summary_LSA .
ORG_SUMMARY_LSA

EXTR_ROUTING = ad . orginate_AS_external_LSA .
FULL + ae . install_rt_entry_as_RT_EXT . FULL )

9] =E A WAl A 1Ko, A AlE9]
BE AHEE Hox shie] A4kAql o Z=2
EZ Y9E slodolrt e AuEE Hold & 3l
t}. Aa- o7 OSPF TR EFO| a0 nE g
FLoop) 52 Holx shije] il T2 wF 3
2 Zalsls ¥52 olck uwlelx], wWAEl OSPF
Z2eF AuAZ) gelns 2x) AL 7S

20 ol
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4. MAAE] SR 2 okNA T2 U
2 Hol|x4]= OSPF R EFo| waAle) _;rs_zH =
7l o _L}/H_o‘ 7]”‘].1-. 9«1 _53_0]

I R e )
ok A ARt Z2ed 39l Fojsh= ﬂw—
o], dofid & gl o] Yohpr|E 7w, =
2EZe) P95 Asshx] W= A ovjg't

] 2] 5 OSPF T2 EF9] Z8 X 3J9|= =g
B2 9ol Fodsh= AMAS ol wAAEE L
RHAF1A) sk=ck

% ©: o] 104 A|AZF OSPFe] Zgez A
B 71AQl o1%- AM A= AHE ehEle &
Agpga|e] o] A sA Az hgsied
EaRRi) webd o]t TS ZaEeZ Alh )
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A 7] A% ARk weisle], A s
Z9% 4 Qlek oA slele] B9 WeEE =8is)
of, OSPF Ad 7]AlelA 23 AeE s 5 39l
Rl o FAal o] FA T Eel
w2t whe W73, ARAES ot 2l 2

3} &},

DOWN = a . send(hello_pkt) . reset_timer .
ATTEMPT + recv(hello_pkt) . reset_timers . (b .
INIT + ¢ . DOWN) + d . DOWN

ATTEMPT = recv(hello_pkt) . reset_timers . (b . INIT
+e.DOWN) + f . DOWN

INIT = g . EXSTART + h . 2WAY +i . INIT +j .
DOWN + recv(hello_pkt) . reset_timers . k .
INIT

2WAY = | . INIT + m. EXSTART + n . DOWN +
recv(hello_pkt) . reset_timer . (o.2WAY +p .
INIT )

EXSTART = g. EXCHNG +r. DOWN +s .
EXSTART +t . INIT

EXCHNG = send(data_description_pkt) . EXCHNG
+ no_receive_DD_in_ack .
retransmission_last_DD . EXCHNG +
receive_DD_in_ack . u . (v .FULL +w .
send(LS_reg_pkt) . LOADING) + x . DOWN +
(recv(database_description_pkt) . y +
recv(LS_req_pkt) . z + recv(Hello_pkt) . aa) .bb
. EXSTART + cc . INIT + recv(hello_pkt) .
reset_timer . (dd . EXCHNG + ee . INIT)

LOADING = ff . FULL + recv(LS_update) . gg. FULL
+ hh . send(LS_req_pkt) . LOADING + ii .
send(LS_req_pkt) . LOADING + jj . DOWN + Kkk
. EXSTART + recv(hello_pkt) . reset_timer .
LOADING + Il . INIT + recv(hello_pkt) . mm .
LOADING

FULL = nn . ORIGINATE_LSA + recv_LS_update .
RECV_N_FLOOD_LSA + retrans_timer_expire .
build_retrans_update . flood_out_interfaces .
FULL + oo . FULL + pp . DOWN +
(recv(database_description_pkt) . pp +
recv(LS_req_pkt) . aqg + recv(Hello_pkt) . rr) .
ss . EXSTART + tt . INIT + recv(hello_pkt) .

Copytight (C) 2003 NuriMedia Co., Ltd.

reset_timer . (uu . FULL + vv . INIT)

ORIGINATE_LSA =
interface_type_specific_LSA_orginate. ww .
FULL + xx . flush_LSA_instead . FULL+ yy .
ADD_DATABASE

ADD_DATABASE = ((zz .orignateLSA ) +
receiveLSA ) . aaa . flood_out_interfaces .
SCHEDULING_ROUTE_CALC

RECV_N_FLOOD_LSA = bbb . FULL + LSA_valid .
(cce . send(dirt_ack_pkt) . FULL + ddd .
EXTER_ROUTING + eee . (ADD_DATABASE +
DEL_DATABASE))

DELETE_DATABASE = fff.
SCHEDULING_ROUTE_CALC

SCHEDULING_ROUTE_CALC = ggg .
ORG_SUMMARY_LSA + hhh .
originate_group_membership_LSA .
ORG_SUMMARY_LSA + iii . FULL+ jjj .
ORG_SUMMARY_LSA

ORG_SUMMARY_LSA = kkk . FULL + Il .
reorgin_summary_LSA . ORG_SUMMARY_LSA

EXTR_ROUTING = mmm .
orginate_AS_external_LSA . FULL + nnn . FULL

2ol e Ale wWAAlEd Jepd wiel zo],
9ol =2eF Al 7]Al= OSPF #H3le] F54l
E2b ohgell, W T2 eE F2s 735, uiE
ot Ab (32 22 AER) Holjkr) 1w 9]
9] z+ Aol HAE Hle} o], RE ZREZ Fx}
Eo] oWIER FEHI, o L 7ibEe =
BA2E EABHA o) ueii] ZREZ s
A= ANAE Zhell HZe FAE Ity &
el 7| E sk S22 EAEHA derk A
Aoz wi Az} WA 4= gl AMS B
=3 ]

2 2] 6 LTSZ =gt OSPF ZZEZ2 gl#A]

7R} A Lala], OSPF ZREFS| WA=

] 2] 7 LTSE "AgF OSPF g B2 o3lA]
7}x1c}. ©}A] =2He)4], OSPF X2 EZS ghdA

tlo

www.dbpia.co.kr



=3 | OSPF Protocol 3= 2 &2 o4 A3 oA o Ay 7z

27150) WFsolopl, %

& 7P, A4 FR
2uge) gsiv} Bl

% % A7 1,2, 3,4, 5 69 oslA FHEIch

vi. 2 B

£ =X, 234 29EE 3R 29 A
2Hl2] At FgAolm AIAQD AZES Q]
OSPF Z2&F°] #F TAE #4314, J#4 &
AE2 7|9 BAE 95 YA 71Hl Label
Transition System (LTS) WA 7|18 Al83}e] #
FHor HASIc 22]x, 71Ee] 7% OSPF
Z2EF £ZEJelo] A I=F Fasle, BEF
Aol AAE ZIeERA] ok WY AEET JlY
T2 YPS7lx] AkE] EHEEE LTS w4
£ B8l A A 52 A¥A HAE AT
ek 22l HA Z2EE A 7)Ale] A
847 Al Ay ueE At

Zu% 2heEe B2 Al #HEE 9,
OSPF Z2 & pueglojo] A45-2-8433} okxA
o] wAke Faslrl -2l OSPF L2 EFO] LTS
wﬂxﬂs] RE e WA So), OSPF Z2eZe| %
)¢l IETFS] RFC 2328¢]| m]sl RE Abg)
—ﬂr a2 SR YE 2FsY B ¢4 ==
EZ 3953 A7 dAska sdeS 5’_°:l, AAE
LTS =4l S Bch AdHoz, A
OSPF Z=2EF9| LTS HAIE W5k, AlY-H
W AeEst Wi 2R 950 WAE
& #x3 OSPF Z2EZ A Egolr} 71&e] 4
€ eSS ST A5 49 5 ke Al
AlS Byt

uizlete 2, OSPF X2 &Fe] LTS 33 4
£ AH83l, 7] AHENES RE SRS
E24S AYHos FHsla, RE AU ESYE
z27] Az =d7bsAde vehlls A84e A
¥ 71HE ARSsld SRk el Z2eE
T2ellAe] HEFE0] BT A4 HEEE B
o, LTS ®A7} 2lolBzt ) EAL 7HE A3
Hog Zwslgict =3 OSPF T2 &2 wakat
B A 5A4e S olF 545 54

7M. g OSPF 2 EZe| LTS HAS kA
LIS AS3kck

AAZE LTS BAl= C deje] 3= 502 4}
ASHA HAE7] alEell, o] A ALl A

rLl

mn

A=

o

0

|

(]
=

NE,

Copyright (C) 2003 NuriMedia Co., Ltd.

% 71%& OSPF Z2EFo| £zk8- zlo] ol3|&
4 A 594—5 Bk ohjel, AlE 2ReElQ] Aol
Y529l OSPF T2 EZo] X=AS 7/|Ads] ¢
8 A8t 4= glrk. 2|3 @A) Draft Adelel 9l
IPv6E 83} OSPF Version 3ol|4], TR EF A}
g 7]Al= 7]&2] OSPF Version 22| w|#
g2 23 gleug B
NME fraEshe} i B =l AAZ AE 7]

HES o8 T2 eF S0 HIdx A4E 4 9l
52 Yl ek

128

[1] J. Moy, "OSPF Version 2,”Internet RFC 2328,
Internet Engineering Task Force, April 1998.

[2] A. Fekete, N. Lynch, and L. Shrira, “A
Modular Proof of Correctness for a Network
Synchronizer,” In J. van Leeuwen, editor,
Distributed ~ Algorithms  (2nd  International
Workshop, Amsterdam, The Netherlands, July
1987), volume 312 of Lecture Notes in
Computer  Science, pp. 219-256. Springer-
Verlag, 1988.

[3] C. Fetzer and F. Cristian, "“A Highly
Available Local Leader Election Service,”
IEEE Transactions on Software Engineering,
Vol. 25, No. 5, pp. 603-618, 1999.

[4] Gerard J. Holzmann, Design and Validation of
Computer Protocols, Reading Mass, Prentice
Hall, 1991.

[5] D. Cypher, D. Lee, M. Martin-Villalba, C.
Prins, and D. Su, “Formal Specification,
Verification, and Automatic Test Generation of
ATM Routing Protocol: PNNL" Formal
Description Techniques and Protocol
Specification, Testing, and Verification
(FORTE/PSTV 1998), IFIP, Kluwer, Boston,
Mass, 1998.

[6] K. Bhargavan, D. Obradovic, and C. A.
Gunter, "Formal Verification of Standards for
Distance Vector Routing Protocols,” Journal of
the ACM (JACM), Vol. 49, No. 4, pp.
538-576, 2002.

[71 C. A. R. Hoare, Communicating Sequential
Processes, Reading Mass, Prentice Hall, 1985.

373

www.dbpia.co.kr



g EA18}5]=74] '04-3 Vol.29 No.3B

[8] R. Milner, Communication and Concurrency,
Reading Mass, Prentice Hall, 1989.

[9] Jae-Hyun Park, “Validation of the Detailed
Design of the Label Distribution Protocol for
the Multiprotocol Label Switching System,”
Proc. of Globecom 2001, November 2001.

[10] Jae-Hyun Park, “Validation of the Detailed
Design of the Label Distribution Protocol for
the MultiprotocolLabel Switching System,”
IEICE Tr. on Communications, Vol. E86-B,
No. 2, p.p. 506-517, Februrary 2003.

[11] J. Moy, OSPF Complete Implementation,
Reading Mass, Addison Wesley, 2001.

gt X Sl(Jae-Hyun Park) k|
198811 24 : Folofidha
AAA e £
19914 24 : ¥ Al
bkl A2}
1995\ 84 : g= F3pr|add
A4t Bk

199511 8 ~20001d 29 : AMAAA} AHREA HYE
dloJejul| =% 7]l MPLS/ATM 7l
woled

b A
¥, A AF 2

20023 9%~ : FJefsta A Fe W

<F344) Bol> ATM Switch Arch., 45917 W|ES,
Multiprotocol Label Switching System,
Routing Protocols

Copyfight (C) 2003 NuriMedia Co., Ltd.
www.dbpia.co.kr



	OSPF Protocol 표준　및　구현의　대수　정형적　명세　및　정형적　검증
	요약
	ABSTRACT
	1. 서론
	2. OSPF 프로토콜　구현의　대수적　정형　명세
	3. OSPF 프로토콜의　정형적　검증
	4. 결론
	참고문헌


