DEri=

=& 04-29-5B-4 G- 5A18}8] =H-2) "04-5 Vol.29 No.SB
Cle| Yl WEwRA A WEY T 4 1S 3t A
Efg Ao] 7=

A9 = e

?

P

(<)

A Global Traffic Control Architecture For Isolating Network
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ABSTRACT

In this paper, we propose a novel global traffic control architecture to isolate malicious network attacks and
protect network infrastructure in Internet backbone networks. Unlike existing methods based on individual packets
or flows, since the proposed detection and control methods are operated on the aggregate traffic level, the
computational complexity can be significantly reduced, and they are applicable to develop a global defense
architecture against network attacks. Experimental results show that the proposed scheme can detect the network
attack symptoms very exactly and quickly and protect the network resources as well as the normal traffic flows

very efficiently.
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<variables>

attack_count : 242 AEZS Yehf= A

Alert_Threshold : ALERT®} ATTACK AJell5%He]
Aol & AAs] fl3t AAIRE

Attack_Threshold : attack_count®] Ztzk

state : Le]E2] Fzl Al

<main algorithm>

o o] 7R F7]ol|A¢]
°|sle] AAgck
if (state == NORMAL )

if ( (x,> 0, AND z, = J,) OR

AelE st e Aol

(@, = §, AND z, >9,))
state = ALERT;
attack _count += 1[;
elseif ( Z, > 0, AND , >0, )
state = ALERT;
attack _count += 2;
endif
elseif ( state == ALERT )
if ((z,> d, AND T, < 0,) OR
(x, = 9, AND T, > 0,) )
attack _count += 1;
elseif ( T, > 0, AND &, >0, )
attack _count += 2;
elseif ( .CI‘,, = (5 AND I, = 5
attack_count -= 2;
else
attack _count -= 1;
endif
if ( attack_count > Alert_Threshold )
state = ATTACK;
elseif ( attack_count = 0 )
state = NORMAL,;
attack_count = 0;
endif
elseif ( state == ATTACK )
if ( x,>0d, AND x, >0, )
MIN ( attack_count+1,
Attack_Threshold );
elseif ( T, = 0, AND Z, = 0, )

attack_count =

attack_count -= 2;
else
attack_count -= 1;
endif
if ( attack_count = Alert_Threshold )

state = ALERT ;

o A kel Bl Al 33 @)F AHsk endif
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