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ABSTRACT

Kerberos authenticates clients using symmetric-key cryptography, and supposed to trust other systems of the
realm in distributed network environment. But, authentication and authorization are essential elements for the
security. In this paper, we design an efficient and secure authentication/authorization mechanism by introducing
the public/private-key and installing the proxy privilege server to Kerberos. In the proposed mechanism, to make
a system more secure, the value of the session key is changed everytime using MAC(message authentication
code) algorithm with the long-term key for user-authentication and a random number exchanged through the
public key. Also, we reduce the number of keys by simplifying authentication steps. Proxy privilege server
certifies privilege request of client and issues a privilege attribute certificate. Application server executes privilege
request of client which is included a privilege attribute certificate. Also, a privilege attribute certificate is used in

delegation. We design an efficient and secure authentication/authorization algorithm with Kerberos.
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authtimel[5] KerberosTime, el A" B (] Sd =
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IDtgs_A || TS1 || EKpuk_KDC_AJtl]
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M7 ARgsle] ARSRE Q= FoTle ot
QlFS FAe| gk} w3k AS_ACA] AjRE-
AAA715 A7) SR WY )= AS_AS]
M712 FZ3lsle] A43} Ras_A2} Ree AHE-
Aol ASZES] AkE Q1FS HlsiA] AMSE WY 4
o]},

(i) AS_A — PPS_A : IDc || TS1
(ii) PPS_A — AS_A : Ctoken
* Ctoken = IDc || GRPIDc || TS1

TGT & 8F W AS_AE AHEAL o8
IDce} EE 87 A4S Jeplle By 2H=
TS1S PPS_AciAl A3l PPS_AS AHile] d
olg] Wo|2olA] ARgAl] iR A% IF AR
GRPIDcE #Hil ©]= ¥33F ¥ Ctokens AS_A
Z H3kgicl

@ AS_A — C : Tickettgs_A || EK’c[Kc,tgs_A ||
IDtgs_A || TS2 || Lifetime]
- Tickettgs_A = EKtgs_A[Kc,tgs_A || IDc ||
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AS_AE AHEAP7} KDCO] 3707]=2 stsst g
A Ft)S Nel7)E B3318la long-term 7]9}
gl A2 AAA7IK o) E 8] AREAlel
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Hhe)gt E2 Ctokens EJ-53] E]7(Tickettgs)oll
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AS_ARNE] W2 dHolelE H3slsie] A4
Kctgs AS 32 Fo glZals AAdsta A4d7)
Ketgs AR §tEsdlch. AS_AciA i W& TGT
o} AAE QAZEAE TGS_AdA AEgo=zs ST
£ AR AFAelE AREARe] d3 &7 SVe
=9 ¥R}

(iii) TGS_A — PPS_A :
PRc || TS3
(iv) PPS_A — TGS_A : PIDc || HVc
|| (PACc Z=+= ProxyPACc)
PRc = SVc || GRPIDc
- PACc B ProxyPACc
EKprk_KDC_A[PIDc || CVc || PRc]

IDc || IDs || CVe ||

I

(iii), (iv)= PPS_AQ] ==} Azjo|c} whal oo
gl 7%= PACS AAsl7] 913 MBS olygwt
3, PACS] °]E PID, dd IS SIgk Azt

Copyright (C) 2003 NuriMedia Co., Ltd. 743
www.dbpia.co.kr



gt 24) 843 =-A] "04-5 Vol.29 No.5C

CV 4 PR A3l PACE whETh ths odojal
739-<ll= IDs7} PPS_A 3| EafalA] 97| ol
o PPS_A+= ProxyPACE '#H3lcl ProxyPAC=
o3 Bell 43 PPSollA] t}A] gbH g 37lell of
3t fEAS 74} uk=th PPS_BE ProxyPACY]
o] Z((PID), MAZHEV)H AAZHCV)S AAF)
PAC XX ProxyPACE KDC_A®| 7l9l7]
Kprk_KDC_A & o}%3}3hc}

4 TGS_A — C : 1IDc || Tickets” |
EKc,tgs_A[Kc,s’ || IDs’
|| TS4 || PACc]
- Tickets’ = EK’s[Kc,s’ || IDc || IDs” || TS4 ||
Lifetime || Kpuk_KDC_A || PIDc || HVc]
- PACc = EKprk_KDC_A[PIDc || CVc || PRc]

@& o dAol|xe] FAFAolch PPS_AEN
E] PIDc, HVc®} PACcE 2> TGS_A+= KDC_A
o] #7§7] Kpuk_KDC_A, PIDc®} HVcE E]7lo
¥3}3lo] long-term 7|2 stE3lsle] STE whEsl
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Ke,s’3 7 TGTEHE 22 8vU7] Ketgs AR
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-5l E]Alo] i PACeE A& 37} q1FAolr).

@chE 49 <ddolx TGS_ASt TGS_B7e] A%

* TGS_A — TGS_B : IDtgs_B | Rtgs_A

*« TGS B — TGS_A Kpuk_KDC_B ||
Rtgs_B || IDtgs_B || Sig_asB

« TGS_A — TGS_B Kpuk_KDC_A ||
IDtgs_A  ||Sig_asA  |[EKpuk_KDC_BJ[t2]||
Tickettgs_A_B || Authenticatorc_A_B

- Sig_asB EKprk_KDC_B[Rtgs_A ||
Rtgs_B || IDtgs_B]

- Sig_asA EKprk_KDC_A[Rtgs_B ||
Rtgs_A || IDtgs_A]

- Tickettgs_A_B = EK’v[Kc,tgs_A || IDc ||
ADc || IDtgs_ A || IDtgs_ B | TS4
|ILifetime || Kpuk_KDC_A || PIDc || HVc]
- Authenticatorc_A_B = EKc,tgs_A[IDc ||

ADc |[IDtgs_A || TS4 || ProxyPACc]
- ProxyPACc = EKprk KDC_A[PIDc ||
CVc || PRc]

Sig_asB= 949 Bell 43F TGS®| Az} Avo]a,
Sig_asA+= %39 Aol 43k TGS2| A} A{™e]ck
12) 3L Tickettgs_A_B-> TGS_BZYE] STE 17|
913k TGTolt}. Aokt Z2eZy o] F7)7]9}
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W3h= A K3l PIDc, HVe7} EgHsch

EJAZ} TGS_A®] <lFAk, 18]3. ProxyPACE
HkS TGS_B: #H:i1¢] PPS_B&YE| PRS- &el3dh
t}. PPS_B2| AHA|E 2t e e e o33} 2

(v) TGS_B — PPS_B : IDc || IDs || CVc ||

PRc || TSS

(vi) PPS_.B — TGS_B : PIDc || HVc,tgs_B ||
PACc,tgs_B

-PRc = SVc || GRPIDc

- PACc,tgs_B = EKprk_KDC_B[PIDc Il

CVec,tgs_B || PRc,tgs_B]

(v), (vi)i= PPS®] 5=} AAjo|rf. TGS_BZEA-E]
PACE AAsH7] SI3 MB35 qlule} PAC?] o]
£ PIDc, 31413t HVc,tgs_B2} #l*13k CVe,tgs_BE
AAdsle] PACe,tgs_BS 4=t PPS_BYE KDC_B
o] 7)9l7] Kprk_KDC_B#® PACE 33}l
TGS_B= A3}

& TGS B — C : 1IDc | Tickets ||
EKc,tgs_A[Ke,s || IDs || IDtgs_B || TS5 ||
Lifetime || PACc,tgs_B]

- Tickets = EKs[Kc,s || IDc || IDs || TS5 ||
Lifetime || Kpuk_KDC_B | PIDc,¢tgs_ B ||
HVec,tgs_B]

-PACc,tgs_ B =  EKprk_KDC_B[PIDc,tgs_B
[ICVec,tgs_B ||[PRc,tgs_B]

o3 Bol| 43t TGS+ AREAllA] 214 An]2~-
%91 E]Z(Tickets)S "3k} PPS_Bi= PPS_AR
HE] 9 ProxyPACcel sl fa4d5 FAkkar
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57 C — S’ : Tickets’ || Authenticatorc2
- Tickets’ = EKs'[Kc,s’ || IDc || IDs’ || TS4 ||
Lifetime || Kpuk_KDC_A | PIDc || HVc]
- Authenticatorc2 = EKc,s’[IDc || ADc || TSS ||
PACc]

- PACc = EKprk_KDC_A[PIDc || CVc || PRe]

® C — S : Tickets || Authenticatorc_s
- Tickets = EKs[Kc,s || IDc || IDs || TS5 |
Lifetime || Kpuk_KDC_B | PIDc,tgs_B]|
HVc,tgs_B]
- Authenticatorc_s = EKc,s[IDc || ADc || TS6

[| PACc,tgs_B]

- PACc,tgs_B = EKprk_KDC_B[PIDc,tgs_B ||
CVc,tgs_B || PRec,tgs_B]
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