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ABSTRACT

Bellare and Rivest proposed the translucent cryptography which was a kind of key recovery system.
Translucent cryptography is a system in which the third party can recover encrypted message with the probability
p(O<p=1). The key recovery agency doesn’t need to store the user’s private key in advance. The balance
between key recovery agency and user can be controlled by the value of p. For example, if p is set to be 0.4
then the key recovery agency can recover 40 out of 100 encrypted messages. In this paper, we show that user
can easily deceive the key recovery agency in the translucent cryptography. Then we propose the solution of
this problem.
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