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ABSTRACT

Mobile IP aims to support mobility within the Internet. This paper concerned with the security aspect of

Mobile IP. We show that current registration protocol has a possible replay attack, despite the use of

authenticated registration message and replay protection. We propose a public-key based registration protocol that

also distributes a session-key distribution protocol in AAA. Proposed protocol provides authentication of mobile

node and session-key distribution simultaneously. It also provides non-repudiation of service request.

I . Introduction

The need for service from foreign network
requires AAA service [1]. An FA (Foreign Agent)
is likely to request or require the customer to
provide credentials which can be authenticated
before accessing to resources. Once authentication
is done, an MN (Mobile Node) may be authorized
to access services within foreign domain. An
accounting of actual used resources can be
assembled. The registration part is crucial and
must be protected from any malicious attack that
might try to take illegitimate advantages.

Currently the Mobile IP protocol still relies on the

use of secret key with manual distribution for
authentication of its control messages. But this
approach leads to scalability problem in key
management and inappropriate the global network.
A recently proposed solution by Jacobs [2] can
provide scalable authentication based on public key
cryptography. But drawback of this solution is heavy
requirements on MN to perform demanding certifi-
cate-based public-key cryptography operations.

In this paper, we propose a new registration
and session-key distribution protocol in AAA for
Mobile IP, intented to get rid of these drawbacks
by employing minimal use of public-key crypto-

graphy.
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Figure 1. Mobile IP Protocol

. Mobile IP and AAA

2.1. Mobile IP
Mobile IP Protocol is an on-going effort under
IETF (Internet Engineering Task Force) towards
an Internet Standard that aims to support node
mobility within the Internet.
In Mobile IP, a MN

address on home domain and it retains this home

is given a long-term

address regardless of its location. While MN is
visiting foreign domain, a Care-of-Address (COA)
is also temporarily assigned to it. A network layer
agent on home network called Home Agent (HA)
should be available to maintain an association
between MN’s home address and its COA, that is
commonly called binding. Under a valid binding of
MN that it HA is
intercepting any datagrams destined to MN’s home

serves, responsible  for
address that reach home domain and then redirect
these datagrams to MN’s COA. The binding is
created and updated through the registration part,
in which MN
through an FA on foreign domain [3].

informs HA of its current COA

2.2. Authentication, Authorization,
and Accounting Service (AAA)

A client often needs access to resources

provided by an administrative foreign domain than
home domain.

Service providers in a foreign

domain commonly require authorization to ensure

Copyright (C) 2003 NuriMedia Co., Ltd.

a good business relationship with the client. This
leads to authentication, and of course accounting ;
these three AAA functions are interdependent.
Let’s take a closer look at the individual AAA
functions to understand the services provided by
AAA
validating

framework.  Authentication is involved

the
permitting them network access. This process keys

end users’ identities prior to
on the notion that the end-user possesses a unique
piece of information-a username/password, a secret
key, etc.-that serves as unambiguous identification
credentials.

Authorization defines what rights and services
are allowed to the end user, once network access
is granted. Authentication and Authorization are
usually perform together in AAA framework.

Accounting  provides the methodology for
collecting information about end user’s resource
consumption, which then will be processed for
billing, auditing, and capacity planning [4].

AAA IETF

(Remote Authentication Dial-In
Service) and  DIAMETER
DIAMETER is selected as the standard AAA
DIAMETER is

based AAA protocol. Designed to offer a scalable

For
RADIUS

environment, suggested
User
protocol. Now,

protocol. lightweight and peer-
foundation for introducing a new policy, AAA
existing(PPP),
(Roaming, Mobile IP).
mechanism as RADIUS,

pairs, proxy server support. DIAMETER is much

services  over and  emerging
It employs many same

such as attribute/value
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better than RADIUS in support of reliability,
Fail-over and Fail-back, Routing procedures, etc. It
also provides public-key infrastructure  (PKI)
between AAA node [5].

AAAF @

AAA

AAA

MN FA

Mobile IP Mobile IP HA

AAAH : Home AAA
server

AAAF : Foreign AAA
server

Figure 2. Basic AAA Model

Figure 2. illustrates the basic AAA model. We
will assume security association between FA and
AAAF, and HA and AAAH. Then propose a
protocol, based on this model.

In addition to authentication service, AAA may
also serve as a Key Distribution Center (KDC)
that generates and distributes session-keys. These
session- keys are used to establish a security
association between MN and FA, MN and HA,
and FA and HA for immediate and future use
[1]. We then propose a protocol, that AAA server
authenticates a MN and generates a session key.

If. Current Registration Protocol
and Replay Attack

This  section presents current registration
protocol of Mobile IP and a possible weakness on
it. This protocol doesn’t include the AAA server.

3.1. Current Registration Protocol

The following notations are used to represent

messages in protocol.

M,N concatenation of two messages, M and
N, in the order of specified;

MNum  MN’s home address;

MNcoa MN'’s care-of-address;

HAiq HA’s IP address as its ID;

Copyright (C) 2003 NuriMedia Co., Ltd.

FAiq FA’s TP address as its ID;

Nwmn, Nuanonces issued by MN and HA;

{M}K encryption of message M under key K;

<M>K MAC value of message M under key
K;

Smn-ua  shared secret key between MN and
HA;

Req bit pattern of a request;

Rep bit pattern of a reply;

Result a value of result of the request;

Registration Protocol using nonce
() HA->MN : Nua (previously given)
: HA delivers nonce of HA to MN.
() MN->FA : M;, <M;>Sun.na
where M; = Req, FAis, HAis, MNum, MNcoa,
Nua, Nmn
MN relays MAC value of M; under key
SMN-HA.
(2) FA->HA : M, <M;>Sun.HA
: FA relays the messages to HA.
(3) HA->FA : M;, <M7>Smn.HA
where M> = Rep, Result, FAi, HAi, MNuy,
NHA, NMN
HA relays MAC value of M, under key
SMN-HA.
@) FA->MN : M,, <M>>Sun-na
: FA relays the messages to MN.

3.2. A Replay Attack on Current
Registration

It is obvious that the security protection using
nonce provided in registration protocol is intended
to ensure that registration legitimately originated
from MN or HA, that it has not been altered in
transit , and an old registration is not being
replayed. But it is less clear in the security
requirement, from the point of view of FA, since
FA seems to just play a passive role. And it
brings about a possible weakness [3].

We can notice that after a successful
registration, FA also starts serving MN and thus
allow MN to use resources in its network.

Unfortunately, the assumption above is not safe,

and it introduces a potential security loophole that
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we use in attack. Figure 3. shows a possible
attack by spoofing.

The Attacker first needs to record a valid
request message (round 1) and its corresponding
reply message (round 3) from some previous run
of successful registration. Some time later, the
Attacker spoofs MN and replays recorded request
message to FA to process and relay the request
as specified in round 2, the Attacker spoofs HA
and sends the corresponding reply message to FA
in round 3. As the round 4 then executed, the
attack above will end successfully [3].

The result of this attack is that FA still
believes that the registration is a valid and fresh
one generated by the legitimate HA and FA. And
then the attacker’s bogus MN can get a
connection through FA and freely enjoy resources
on foreign domain.

This attack works because no replay protection
involving FA is employed in the protocol. This
attack can be avoided, simply by additional replay

protection.

IV. Proposed Public Key Based
Registration and Session Key
Distribution

4.1. Design Principles
By using public key cryptography except MN’s

— -
-

digital signature on service request message, that
still uses secret key cryptography, we minimize
the computing power requirement as well as
adminstration cost imposed on MN. We also use
a mechanism for certificate  retrieval and
validation. These factors also provide a secure
session-key distribution and non-repudiation of
MN’s service request for accounting.

We design the registration protocol to operate
in AAA environment.

4.2. Proposed Protocol

The following new notations are related to
public-key operations and session-keys.

Kaaan, Kaaar public key of AAAH and
AAAF, respectively;

K'aaans, K'aaar private key of AAAH and
AAAF, respectively;

<<M>>K", digital signature of message M
generated using private key of A;

Certaaan, Certaaar certificate of AAAH and
AAAF, respectively;

AD a bit pattern indicating an advertisement;
Key-Req, Key-Rep bit patterns of session-key
request and reply, respectively;

Smn-aaan shared secret key between MN and
AAAH;

SMN-FA,SMN-HA,SHA-FA  Session-keys generated by
AAAH, shared by MN & FA, MN & HA, and
HA & FA, respectively;

- — = - spoofing

—’ 1
ay * s FA )
(From previous HA's reply) ! HA
P e SO A i I
M, <M, >>§ HoindL 1

MN-HA

M, <M, -

MN-HA

S Round 3
MN—H/

M, <M,

Figure 3. Replay Attack on Current Registration Protocol

Copyright (C) 2003 NuriMedia Co., Ltd. 223
www.dbpia.co.kr



FHEEA 8} = 1] 02-3 Vol27 No3C

MNcoa MN’s care of address

(0) AAAH->MN : Naaau (Previously given)

: AAAH gives a nonce to MN previously

(D AAAF->FA->MN  : A, <<A>>K'aaar,
Certaaar

where A = AD, FAij, AAAFin0

: AAAF generates a digital signature of message
A and sends to MN through FA. Message A
contains advertisement, ID of FA, and information
of AAAF. And we assumed the secure association
between AAAF and FA.

(2) MN->FA : C, <C>Smn.aaaH

where C = Req, <<Req>>K'wmn, Certmn, Nwn,
Naaan, MNum, HAig, FAis, AAAFiy, Key-Req, B
B = A, <<A>>K'aaar, Certaaar

: MN receives the advertisement message from
FA then, sends digital signature of message C
and original message C which contains registra-
tion and session-key requests, certification of MN,
and nonce of AAAH and MN, MNs home
address etc.

(3) FA->AAAF : D

where D = C, <C>Syn-aaaH

: FA relays the message to AAAF.

(@) AAAF->AAAH : D, Naaar

AAAF generates its nonce and sends with

message.

(upon receipt of ()

AAAH : validate <C>Smn.aaan USINg Swmn-aaaH,
check whether FAjq in B = FAjy in C,

validate Certaaar based on existing PKI at
AAAH,

validate <<A>>K'aaar using authenticated Kaaar.
(5) AAAH->HA : Req, MNum

. AAAH sends MNs request message and home
address to HA for registration

(6) HA->AAAH : Rep, Result

: HA sends reply and result message to AAAH.
(1) AAAH->HA : Smn-HA, SHAFA

AAAH->AAAF : F,<<F>>K'aaan, Certasan

where F = E ,<E>Swunaaan  Naaar, {Swmnra,
Sua-ra}Kaaar

E = Rep, Result, Nmn, N'asan, HAig, FAig,
AAAFin, Smn-ra, Smn-na, Key-Rep

Copyright (C) 2003 NuriMedia Co., Ltd.

: AAAH also performs key distribution center,
so it generates session-keys and distributes to
HA ,FA, and MN. AAAH sends digital signed
message and original message which contains
reply, result, new AAAH’s nonce, session-key,
etc.

(upon receipt of (7))

AAAF : validate Naaar,

validate Certaaan based on existing PKI at
AAAF,

validate <<F>>K'aaau using authenticated Kaaau

(8) AAAF->FA : E, <E>Smn.aaaH, SMn-ra, SHA-FA

: AAAF sends message E and session-keys

(© FA->MN : E, <E>Sun.aaan

FA gets its session-key and sends message

with MN’s new care-of-address.

(upon receipt of (9)

MN : validate <E>Smn.aaan USINg Smn-aaan

10 MN->HA : <MNcoa>Swmn-HA

: MN informs HA of the new care-of-address.

MN  FA AAAF AAAH HA
©
AN T —
@
®
©)
®
®
@ @
@

Figure 4. Message Flows in Proposed Protocol

V. Some Remarks on The Proposed
Protocol

In this protocol, we assumed SA (security
association) between MN and AAAH, FA and
AAAF, and HA and AAAH.

Followings are positive aspects of proposed
protocol

i) By applying public-key cryptography and
certification, AAAH can verify AAAF as
legitimate entity and, so can AAAF.

ii) MN still performs all cryptographic

operations using secret-key based authentication,

www.dbpia.co.kr



=1/ Mobile IP AAAo|| 2 2] 553} AlA7] ol ZRed

except digital signature on request message. it
also free from the requirement to perform
CRL(Certificate Revocation List) retrieval and
certificate validation.

iii) As MN performs digital signature operation
on request message, MN’s non-repudiation service
is possible.

iv) To avoid the replay attack, early mentioned,
AAAF should generate a Naaar and we can
prevent the replay attack.

v) In AAAH, besides authentication, now it
also serves as a session-key generation and
distribution.  So  registration and  session-key
generation are performed at the same time. Once
registration  and  session-key  distribution s
completed, each entity performs the secure
communication by encrypting messages with this

session-key.
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