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ABSTRACT

In the coming age of information warfare, information security patterns need to be changed such as to the
active approach using offensive security mechanisms rather than traditional passive approach just protecting the
intrusions. In an active security environment, it is essential that, when detecting an intrusion, the immediate
confrontation such as analysing the intrusion situation in realtime, protecting information from the attacks, and
even tracing the intruder. This paper presents an active intrusion-confronting system using a fake session and a
honeypot. Through the fake session, the attacks like Dos(Denial of Service) and port scan can be intercepted. By
monitoring honeypot system, in which the intruders are migrated from the protected system and an intrusion rule

manager is being activated, new intrusion rules are created and activated for confronting the next intrusions.
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EXIT, CHDIR, KILL, CHROOT, SETPGRP,
PC |SETUID, ETGID. EXEC, NICE. SETREUID,
SETREGID, SETVTX

FR | OPEN, AE_READ_LINK

CREAT., LINK, MKNOD, SYMLINK,
FW |RENAME. MKDIR. TRUNCATE,
WRITE. RMDIR, UNLINK

CHMOD. CHOWN, FCNTL, FCHOWN,
FCHMOD, FLOCK

LOGIN, AT. CRONTAB, LOGOUT, SU,
LO |RSHD, PASSWD, RLOGIN, TELNET,
FTP

MSGCTL., MSGGET, MSGSND, SHMGET,
I[P [SHMCTL., SHMAT., SHMDT, SEMCTL,
SEMGET
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if ( condition ) then ( action )
if{ ( condition A ) and
( condition B ). }
then ( action )

ol olu] Fojxl AL WEeH= A4 PEow
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£ AL A2EE TASE 213 719 el
R R e
Azsel s gy, 2ole] BeAn el
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void rule_call(.............. ) |
/* detection module directory */
rule_func rules:
/* module function name */
while(dir = readdir(dp) ) {
/* read directory entry */
if (dir-)>d_ino != 0) {
if (stremp(r_name, dir-)d_name)
== ) {
/* comparison rule and directory name*/
strcat(host_rule_ name, r name):
/* concatenate rule name to host
rule name */
module = dlopen.(host_rule name,
RTLD_LAZY):
/* read detection module */

rules = dlsym(module.”rule”)
/* loading detection module */

(*rules) (data):
/* execution detection rule */
dlclose(module):
H
1

if ( Does the event exist? ) {
/* check event */
if (( Did the action succeed? )

&&
((stremp( comparison event and
rule ) == 0) &&

( event number ) &&
( Is the authority different? )))

{
1
send_queue(from. to, type. len,
buf):
/* send to agent */
return 1: /* intrusion */
}
else
return -1:

1
J
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int syn_judge(............... 1)
{
if(interval ¢ 0.500000 & &
syn_cnt > 100) {

rt_val = insert_src_ip(ip):
/* Flooding attacker’s address
update in database */

else if(interval » 0.500000) {
/* delete SYN packet in the list */

return (del_first_syn(syn_ip)):
}
return 0:

}

int udp_judge(............... 1)
{
if(interval ¢ 0.500000 &&
udp_cnt ) 100) {

if(p-)prob_net.udp_len ) 8192)

else if(interval » 0.500000) {
/* delete UDP packet in the list */
del_first_syn(udp_ip):
}
}

(23 8] Aulx AR 34 9

if (now-current-)timestamp (=
SCAN_DELAY_THRESHOLD & &
now )= current-)timestamp)
{
/* the inspection whether 5 packets
came within the 3 seconds */
current-)timestamp = now:

if (current-)count ==
SCAN_COUNT_THRESHOLD)
return(TRUE):

if (current-)count ==
SCAN_COUNT_THRESHOLD - 1) {
current-y>count+ +:
return(TRUE):
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3.2.2 Fake Session
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tcp->dest
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| = htons(dport): )
| tcp-’seq
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| tep—resl 0:
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‘ s i tcp-ysyn = 1:
.cp—vask = 1: 4
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) | tep—orst = 0:
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