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Design of An Fair Non-Repudiation Protocol Using Digital
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ABSTRACT

Due to the overwhelming importance the Internet gained nowadays, more and more sophisticated security
services are requested. However many applications such as Internet Banking, Home Trading System, Electronic
Medical Recode, electronic commerce, ete, are related to non-repudiation. Nom-repudiation services are one of
these new security requirements. In comparison to other security issues, such as privacy or awthenticity of
communications, non-repudiation has not been studied intensively. Informally, we say that a protocol is fair if at
the end of the protocol execution either originator receives a non-repudiation of receipt evidence and recipient
receives a non-repudiation of origin evidence or none of them receives any valid evidence. The most
non-repudiation protocols rely on a trusted third party(TTP) that has to intervene during cach protocols nun. the
TTP may create a communication bottleneck. In this paper, we suggest the digital signature tecorder that
guarantees fammess logically and supplies minimal network bottleneck to be composed verification server

physzcally.
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