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ABSTRACT

Privacy enforcement has been one of the most important problems in IT area. Privacy protection can be
achieved by enforcing privacy policies within an organization’s online and offline data processing systems.
Traditional security models are more or less inappropriate for enforcing basic privacy requirements, such as
purpose binding. This paper proposes a new approach in which a privacy control model is derived from
integration of an existing security model. To this, we use an extended role-based access control model for
existing security mechanism, in which this model provides context-based access control by combining RBAC and
domain-type enforcement. For implementation of privacy control model we use GRBAC(Generalized Role-Based
Access Control), which is expressive enough to deal with privacy preference. And small hospital model is

considered for application of this model.
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T-Z (PKI : Public-Key Infrastructure)= AF8A2] 21
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2.1 odsbo|et ™M2A|0{(Role-Based  Access
Control : RBAC)
RBACE HQF okl HEAQ] d93 HIA

ofst AE HaAole T AN FEE
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mandatory access control) HAUZFOZ FAo] =
WSl 2 gEla Ao 3 S AMgskE A
of ofa] A gk FA o] HIS Algeitt DTE
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2.4 GRBAC(Generalized Role-Based
Access Control)

GRBAC"®le F3-3 HIAlol AL AN #
A 7 de AEL HHudeltt ole HIZA o
Ao FA4) A E(subject 2] A <K object
roles), 18]l ¥ I environment roles)S F§HsH
oZx 522 RBACY T#HE 3t o] &
dof 47) 78 FAHLeAE Oe 2o

roles),

— 34| 9(subject role): FHES EF3}H
A A wAYUS,

— A 9K object role): AAES
A wR HAUE

— 37 SIS environment role): 7o gk HoF
#HE ARE 55| 8 AHeEd

— ) (transaction): A= <S, O, E, op>9 &
Z Floln, 7|14 s& el FAIES 0
= 3] AA 9SS Ev e SHFTS
a3 ope= $%XKoperation)S TFETICE 21
BHo=E A= s ditew FAQES
£ k= shte] FAZLEC g3 EE 3
Az stellA AR GE 0] 3hte] AA

3 At opE FAFES oJv]sik
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2

st 9% Al role hierarchy) *3&Fd Bl
3 ag=ZE, UM BE =Ev she] 98
g2 BE Hdedge)2 T =55 Alole] FRAMA
AE dehdth woF = RidlA AJAste] ko
RjZ Eivh= oW ZZ(pathy7} SAFHE, SERi
= 9% Rj9 s A (super-role)elth o
W o5k Rol|l ok AEZ] F3lentry set) ESr =
(R} U {R: R"E R 319 A99g ol
3ol GRBAC Ad HolgMo]l~E HA A5
(policy rules)®] 502 FAH A 732 A
P(transaction) 2] FelHtt & R = <S, O, E,
op>, 97|11 S & SRset, O & ORset, E &
ERset, op & OPseto]th 3] 3 R’ = <S,
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—SRset = {Si, Ss,..., Sm}< BE FAI9ES
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—SRHset = {.., <S;, Sp,..}& FZAa )
EE A4S XFelH, ZE FAGEY] ASEA
£ o3t} H|S=3HAl ORset, ORHset, ERset,
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Al Aol Bell FZA] BT 7t 2 wjol|vt &8
ok AljKE =Eo] HIe A g AR A4

A AR Be e gad 2n

(Algorithm)

BEGIN
Receive an access request
/* Validate this access in SECparuar */
FIRST VALIDATION:

Formulate the authorization request
predicate using some session-related
functions.

(This request is designated as one of
the three types of authorization (Normal,

Emergency and Context-based).)

Using the validation conditions for each

authorization type, determine whether the
current authorization request is
valid.

IF not valid

Deny Access
GOTO END
ELSE
GOTO SECOND VALIDATION
/* Validate this access in SECpcy */
SECOND VALIDATION:

Transform the access

transaction T = <S, 0, E, op>

request to a

Search all matching rules R" = <S*°,
0", E", op> for T, where R" ESECpcu
IF no matching rule is found
Deny Access
ELSE FOR each O0°&ESo, there is at

least one R”
Allow Access
END

3.2 Hot BR(SECURITY MODEL)

32.1 JHMIE 22| 2|

Aot mdlo] ot w1y 2)oA JAE ZH
o A WAL EFAMA Alele] ddit

M:N), THAN:1), Luith1l:N), T== YD)
A S AVEE SRR JERIY

—User_Role(user, role) : Tioich

@ AbgAel ofy JUEe] Nl 4 A
shuiel ol ofe) AgA7F IR 5 Ak

—Role_Domain(role, domain) : TFHY
stue] =HIQl 2Z X9 & 7)5H Foks U
Ehdit) webd ofy] Hgo] 3 Tu|Qlo] AxkE|ojx]
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v, shel dge P 59 el S0

— Subject_Role(subject, tole) : TiHT}

FAE AHAHE diAlste] 543 dtask)S 3
Sk wepd shjel FAk oy Ause o8 &
=2 F Atk ® st 92 A" IS
317] Y3l A4y FAE 22T 5 AT

— Subject_Domain(subject, domain) : T}t

7 FAE sty B4 =Rl dAdE oAy
st =Hgle] o2 FAEo] BEET

— Object_ObjectType(object, object-type) : TFHA

shte] A ¥ object type)S #EE HEE 7h
Ae AAEY 2otk webd 7z AA= 5
AR APdER shte] AARRE-S o= AA
£ ¥3eith

—DTE_Entry(domain, object-type, access-modes)
: itk

ZuRl-fF¥o] =WRbiE < ¥H FH(Domain-
Type Access Matrix DTE table)ell YERHATE
DTE table®] Z} 3&o] 518 & &+ e HIERE=
7} EAEE

322 JHA| 2 2lof| CHEh Mgt

MNAE 7Y A= Al 93l AR 5
o}l Ae RBACIHA 714 283 B4 Z9] &}

o]m, o F--2(separation of duties)e} 22 HE

275 Fdste AHEET oY Algeld V&
“for any”S, JT “there exists”E, &T “logical

and”E, 183 =+ “implies”ZS YEFITL

EE 9252
ZuRle] ggEojzjof gk
V (subject, domain, role), Subject_Domain(subject,

domain) & Role_Domain(role, domain) =

Subject_Role(subject, role)

323 0{2f HEHF0] RHof CHEH Q1B =
wotmde 37kx] #3e AFFAE AdIH
a5 gk JISx21e oy 2ok
=T AT 2 dig AF =3
Subject_Role(subject, role) —
Normal_Auth_Req(user, role, subject)
=75 Ao 2ol figk Q1 =

ER_Role_Map(role, mapped_role) &
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Subject_Role(subject, mapped_role) —
Emer_Auth_Req(user, role, subject)

o}7]4, ER_Role_Map &< F A3olA A
AE 9L dujsiy, wde) 715 gl Pt
qFzo] APFE NFAE HAste AT el B

Pk

— =7 @] g dig J1F =3
IF cv = 'CTXT_VARYI’
THEN
Subject_Role(subject, role) & <Context
Predicate relevant for CTXT_VAR1> —
Context_Auth_Req(user, role, subject,

cv, cv_value)

TH7RE JEA O A ETHHS
(context variable: cv)oll o]&slH Z}Zhe] FuhH S
o] mjg} thE AZF o] HLHT:

3.3 ZZ2j0[HA| H[o] 2R(PRIVACY

CONTROL MODEL)
Zalo|HA] Alo] BEE Zalo|HA] Ao A]Z2~E]

g AAelH 7129 Bt WAUZH A T
A = 9l olE A e SRR &
§eo] F4H-3 GRBACS AH&3ith

ZetoluA] WM HH A= Ale] =g}
oAl AEE AT Fot i ZejoluA] s
T e ER

rﬂrﬁtmlo

—wh A2F 4 JE/KGRBACY FAGY

(Subject Role), S)

-4 H2g & US7KGRBACS 739
(Environment Role), E)

—ojH HHo| HIE 38T ZI7KGRBACH]
70 A 98 Object Role), 0)

—ojgA HZZ Z7KGRBACS AX(Opera-
tion), op)

o714 ZgtolyiA] A5 Fejrt 81t GRBAC
A2 (policy rule) & #&] <S, O, E, op>2} &

O

2GS & & Ak Webd A ABA zefol
WAl &= GRBACY AR F2(policy rule)o.2

Xd¥ 4 Atk 2= GRBACY xdHL A<
ZefolHA] FAS U GRBAC A FAEZ

~l

2
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o] A ok 1 29 ZalolHAl AR 13
(privacy policy rule) DBoll== GRBAC AHjzog
F8E U AZAe] LetolwA A5t At

34 TROIBIAl MM A N

mojol A FHES 48
g7} 7Fsshek

—reF AR ATAZE 73S 1™ 29 SECeem
o 777834 AThA = SECeem = @ o W
o] AR AlFAte] JHAAHQ FR| HTo] ThsshA
STk

—TkF SECpem = {<EE AMAF 98 =g A
A, BE B, read> o], AR AFAL A7)
AR HEe 22 2329 Bt Bdl SECparmar
o o)zt

—9je) % Il
Apale] serolnlAlE
7L 4T + A

stee] A 714 g

- 9JellA] R ATAR=
i‘é}ﬂ Al g5 A

V. HMokel 2Eo| S8

]

EL
o

Aslr] el st &85 AA
47 2] A}2X[John, Smith, Susan,
Patricia), 1] 74zt g2 HxjollA] 4709 9, 4
7Ne] FAl(subject) 1] 4709 THIRIeZ FAH
t}. A}EAF Johnol|Al= Administration &go] &
Ha1, AFE&AF Smithol|Al= Logistics 9&o], A&k
Susan®| A= Head Nurse S&o| 23|31 AREx}
Patricia®l|A]== Personal Doctor &o] dHc)
o] wj AMERL I3 FA|, a8l =Wl 7o) A
= o2 i geel ¥ 30 FE

AtE
gt} o]

o of i

r*
"oy

ok oo o
fﬁi

1 S80I EtREo| JHA|Q JHA[ZIS| 2EA|
Users = {John, Smith, Susan, Patricia}
Roles = {A, L, HN, DP}

A: Administration, L: Logistics

HN: Head Nurse, PD: Personal Doctor
Domains = {AD, LD, PHD, MDD}

AD: Administration Domain,

LD: Logistics Domain

PHD: Patient Hospitalization Domain,

MDD: Medical Decision Domain
{IDP, PSP, XRP, DGP}

IDP: Insurance Data Proc,
PSP: Patient Supply Proc

Subjects =
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Jg7)dk FZA|o] Zeo]A GRBACS

o] -8 Zejolul Al Alo]

XRP: X-Ray Proc, DGP: Diagnoses Proc

User-Role Assignment={User_Role(John, A), User_
Role(Smith, L), User_Role(Susan, HN), User_Role
(Patricia, PD)}

Role-Domain Mapping={Role_Domain(A, AD),
Role_Domain(A, LD), Role_Domain(L, LD), Role_
Domain(HN, PHD), Role_Domain(HN, MDD),
Role_Domain(PD, MDD), Role_Domain(PD, PHD)}
{Subject_Domain (IDP,
AD), Subject_Domain (PSP, LD), Subject_Domain
(XRP,PHD), Subject_Domain(DGP, MDD)}
Subject-Role Mapping = {Subject_Role(IDP, A),
Subject_Role(PSP, L), Subject_Role (PSP, A),
Subject_Role(XRP, HN), Subject_Role(XRP, PD),
Subject_Role(DGP, PD), Subject_Role(DGP, HN)}

Subject-Domain Mapping =

Domain-Type Access Matrix
(C: create, U: update, D: delete, V: view) :

E 1. ZkEly A 3

Domain Obiecl-Type / Access Modes
Patient Patient Patient Patient
Reaistration Supply Hospitalization | Diaanoses
Type Type Type Type
AD C.UDV W
LD C.u v
PHO C.uv v
MDD C, UV
Users
Roles
* , Subjects

-] 4 3 lII
.qdluu Io'.'[d.l(, LDQI"TIﬂ Fatient Mc Jcal | Darmnains
Onma n Hospitalization) O‘Llolvﬂ

LDomain__

2! 3. ARk 2] HAo]

42 —-01|A1 GRBACE o|&st Zz2jo[H{A] HMo]
29 B ool i3t ZatolwA] AlxE QArES

ohet @o] A4ud % o

— ZZ|(Organization): Small Hospital
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—AH AFA Kim, Park
—AMEAF 9% Administration, Logistics,
Nurse, Personal Doctor

Head

—H|°]E]: Insurance Data, Patient Supply, X-ray,

Diagnoses

se) A Aoz

zejoluial 3 el
Solele the ol =

ny =
188 Ak

—SRset = {E&=
Logistics(L),
Doctor (PD)}

—SRHset = {<FEE AR} A8 o ALgA} o
>}

—ORset =
Supply, X-ray, Diagnoses}

—ORHset = {<EE A, ojH HA]>}

—ERset = {&E 373, A @I %,

a7 AR 2%

<EE @7, " 873>}

gl

A}8-x} 8k Administration(A),

Head Nurse(HN), Personal

{ES Z4A|, Insurance Data, Patient

AR AFZAe 919 ZetolHAr] HA 3 =u<l
dolld 25 ZEtolHAl AA AL AT F
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