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ABSTRACT

In this paper, we implemented an Elliptic Curve Cryptography(ECC) processor for Digital Transmission
Contents Protection (DTCP), which is a standard for protecting various digital contents in the network. Unlikely
to other applications, DTCP uses ECC algorithm which is defined over GF(p), where p is a 160-bit prime
integer. The core arithmetic operation of ECC is a scalar multiplication, and it involves large amount of very
long integer modular multiplications and additions. In this paper, the modular multiplier was designed using the
well-known Montgomery algorithm which was implemented with CSA(Carry-save Adder) and 4-level
CLA(Carry-lookahead Adder). Our new ECC processor has been synthesized using Samsung 0./8 um CMOS
standard cell library, and the maximum operation frequency was estimated 98 MHz, with the size about 65,000
gates. The resulting performance was 29.6 kbps, that is, it took 5.4 msec to process a 160-bit data frame. We
assure that this performance is enough to be used for digital signature, encryption and decryption, and key

exchanges in real time environments.
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Algorithm 1 : Double and Add

intput : k=by 12" +by 22"+ +b;2+bg, by = 1
P(x, y), where bi<{0,1}, x,y €GF(p)

output : Q = kP

Q=PrP;
for i = m-2 downto 0 do
Q=20 //doubling one point
if b, = 1 then
Q=P+0Q; //adding two point
end if
end for

&12]F 1949} 2] Double and Add ¢1#]
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S T3l FHld 9tdoubling one point) 3 A
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Algorithm 2 : Point Addition
(Affine Coordinate)

input : Pi(xi, yi1), Paxz y2)

output : P3(x3, y3) = P; + P;

if P, = O then P; = P, and stop
if P, = 0 then P; = P; and stop

lf X1 == X2 then
if y; == y, then //doubling one point
X=(y1-y2)/(x1-x2) mod p
else
P; =0
else //adding two points

XN=(3x2"+a)/(2y2) mod p

x3 = N-xjx2 mod p
y3 = (x2-x3) N\-y2 mod p
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Algorithm 3 : Point Addition
(Projective Coordinate)
intput : PuX,YLZ1), Px(X2Y2Z5)
output : P3(X3Y37Z3) = P;+P;
lf X] == Xz then
if Y] == Yz then
M = 3X7 + az ;

//doubling one point

Zz = 2Y]Z] N
S = 4x,Y/ ;
X, = M> - 28 ;
T =38y";
Y =M (@$ -X)-T;
else
P; =0 ;
else //adding two points
Up = XoZi* ;
U = XiZ¢* ;
So = Yozi’
S; = YiZ5 ;
w=1U,- U,
R =S8 -S;
T=U + U;;
M =S, + 8 ;
Zz = ZoZ1W,
X, = R -TW N
V= TW - 2X; ;
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Algorithm 4 : Montgomery Product Algorithm

input : x, y, P
output : S = Monpro(x, y) = xy2'k mod P
,where k is the bit length of x, y, P

S =0,
for i from 0 to k-1 do
= 8o~ xyo ;
S=(@+xy+mP)/2;
end
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Pre-Processing
A* = Monpro(4, 2%

= Ax2%*x2* mod P

= Ax2* mod P
B* = Monpro(B, 2™) = Bx2*x2* mod P
= Bx2" mod P
Main -Processing 2)

S* = Monpro(4*, B*) = Ax2*xBx2*x2* mod P
= AxBx2* mod P
Post -Processing
S = Monpro(S*, 1) = AxBx2*x2*
= AxXB mod P
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Algorithm 5 : Modular Addition/Subtraction
intput : A, B, P
output : C = A + B mod P

data[31;0] -

‘ Interface |
addr[31,0] —»|
ok Register File
rst — (%, y.a, p, r.mon_2k, x2, y2, t0~t5)

done  -—

|| Montgomery
Multiplier Modular
ADD/SUB

J8)jonuoD

O 1. 228 JA719] 72
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if B > 0 then
C, =A + B, _
’ T 1OE) ZAH A T g
C,=C,-P 1 E} = (=g = |
else . . .. o
Co=A+B: Elliptic Doubling Elliptic Addition
C, =C, +P; Mul. Add./Sub. Mul. Add./Sub.
T:=X:X; T:=2,Z;
if C; < 0 then 77 T5=T,+T; T,=7,T;
C=C; R S ' T
else L=TT; T,=YoT
C = CZ ; Tz—aTz T5:Z(JZ(J
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32! 4. 50 A oA chte) el
I 2. AN 222 F4719 A vl
Siddika[5] B =5
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