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ABSTRACT

Recently, RFID system is a main technology to realize ubiquitous computing environments. Because RFID
system that is an automatic identification technology using radio frequency is a system to read and write the
data of the entity. Therefore, many companies are interested in RFID system to reduce supply chain management
and inventory control cost. However, for providing secure service, RFID authentication technology secure against
tracking by an adversary is researched first. In this paper, we proposed security level based RFID authentication
protocol providing reduce computational and communicational workload in the back-end database. The proposed
protocol is secure against reply attack, spoofing attack, traffic analysis, and location privacy, since the proposed

protocol based on the security of the hash function.
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