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ABSTRACT

Most of the national critical key infrastructure, such as power, piped gas and water supply facilities, or the
high-speed railroad, is run on the SCADA system. Recently, concerns have been raised about the possibility of
these facilities being attacked by cyber terrorists, hacking, or viruses. Thus, it is time to adopt the relevant
security management techniques.

This paper attempts to propose such security management techniques, including information protection
measures and troubleshooting, based on a risk analysis process concerning assets, threats/vulnerability, and

hazards, and to examine the security management status of critical key infrastructure in the U.S. and Japan.
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