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The Device Configuration Protocol with Real-Time
Processing for QoS Support over IPv6
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ABSTRACT

Recently, the Internet-based communication method has been adopted as an open networking solution in the
field of remote control and data acquisition. In the current Internet, most networking applications are developed
according to the client-server approach.

In this paper, we propose an innovative Device Configuration Protocol (DCP) that exchanges the traditional
role between client and server to provide a uniform device interface over the Internet for various field devices.
The proposed protocol is implemented as an application-level protocol running on top of the standard TCP/IP
protocols. Also, the DCP protocol is extended with real-time processing to work with the FlowLabel of IPv6 for
QoS (Quality of Service) support. The simulation results show that the real-time packets can be processed prior

to the given deadline regardless of throughput, as compared to the normal packets.
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BT BVt reEeEA SlEd o]z vdsiE
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+ WA DCP Serverdll H<&ahAl =, ThA] DCP
Server’} &#FE F49] Service ServerZ L3I
o] Service Servere} Tlupo]Z(Client)7te] 7dlAd
o] B Service”} 7Fs3l AW, FXtellA DCP
Server9} tu}o]2~(Client), Service Server2} TlH}O]
2x(Client) 7te] A|ojel] DCP ZEEZo| AMEE|o]
Zth

AAZ AZo] FHe P AvEY, 19 29
A ()AB]2=E Y3l= Client= DCP packet2 ©]
43}e] DCP Servero| Al Service Server® F4E
LA3PH, DCP Servert= S15% ClientSlA] 315,
(2)Service Server9] o]yl F=4E DCP pecket©l
Ao} Clientol] A%, 3)F4E e Client=
Service Server= Z;jiow =o] Ao gsH:
TS (3) T BAl thE tulo]lx A e HbA
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T2 2. DCP 57 A}

o

o7 FY3 Service Serverol]l FHo] rbssl 7=
o] FARE sl ths dulelx 9F HE
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* Class Number

10000 = Star 100R
10001 = Keeper M1
10002 = Netcam
10003 = MDU (ATI)
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10004 = Evalution
10005 = ND (Network Display)
10006 = DMR (4 ch DVR)
10007 = DTR (1 ch DVR)
10008 = 8052 TCP/IP Evalution
10009 = 16x3 DBC

32Bit (4 Byte)

TCP /UDP Header

TCP /UDP Header

0 | 48bit Ethemnet Address ‘
1 ‘ Address | ‘ Class |
8 Router ID{ Null Terminated String )
12 Reuter IDf Null Terminated String
16 Router ID{ Null Terminated String )
20 Router ID{ Mull Terminated String ]
*Device Bub ID
* el e I ]
* DCPServer Reply

Service Server [p Addrass |

* Header Total 32 Byte

J&l 3. DCP HA T+=

a9 32 DCP packet?] 725 HoFi Ith
A packete] Z7)= 32 ByteZ TAEO] 3lom,
3|t= TCP/UDP Sﬂt%t 74 flo] AMEEE 0
ByteollX] 7 Bytet® 915S 93+ tinfo]xo] o]tjul
F48t 2 tjujo]g] ‘:}ooh?} AElz=e] XGE 9
g TRE T 2= 39s= Class Z=(5 Bit)
7F 3

8 ByteolA] 24 ByteAlol= ool AMEEoAH
tule]l=59] ZeH FA] B 715 53EE
Adstr] A8l =] o), dA tulel~E
o] ol ME AREEA] gheth

npx]gto 2 DCP Server’} AMZL tjulo|~g2H
Bl AHl2a 84S WgkSu) 215 % Service Server
o] FAE dEF7] 9%k DCP Server Replyoll Ab
£=]= “Service Server IP Adress” BZ7} X &
o] Ark

ol Tinfe]=Fe] sl DMR  AjH|ZolA
AA Client2] 15S 93l A== DCP packet
o]tk

* Client Identification Field
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[+0..+5] ! Client Identification Number (MAC

addressAHg)
[+6,+7] :Class (34 10006)
[+8..423] :Router ID (Null terminated string)
[+24] : unused (0)
[+25] : Device Sub-Id (1..255)

[+26,+26] : unused (0)
[+27..+31] : Service Server IP Address

0 16

32
UF:Extension Field Flag
Address(e.g.Ethemnet/WLAN MAC Address) | ReiReal-time Packet Flag
SF:Security Packet Flag
[ 5 Proc_Limit: A M2l 27 Al2
Ext Field -
[ e Jime_Stemp: It &A1t

1 Response (Service Sever IP Address) | "

52
.

% "'-».

3

oy P,

5 8 16 3R

I.IF|HF‘!F| | |

\ Proc_Limit

Time_Stamp
Encrypted Key Data(E S 2 DCPAHHZ2RE) —>

24 Bervice Server IA
3 Address —>

J&l 4. DCP HR 7z} g J=
. 2ARH X2[& DCP Z2EZ

3.1 DCP mZl 7= &t

Y 4% DCP 7 Fxoll AAZr A9l Het
< g AT Ay #A F=So] FUHEY e
245 DCP 37 25 YeRfa ok

71E2] DCP EjH|o|2~ ] F8Ae 1
slod, A AREEOIR|R] ok o] =2 8 byte
ag—

—E
)

oA 24 byteE B3Il Use Flage FFI=

9] AFg-oJH Real_Time Flage= 2A17HAZ] w719
AMEE, Security Flage= &3t 7l ARSofR,
Proc_Limite 34 2] QFA1ZY,  Time_Stamp=
Hole] A5A19] 7Y, Encrypted Keyt Elo]E]9]
HEE 93 dwsld 718 ouidith SN Hsk
=o] /4H® DCP R F2E AX7F A5
718t Be7ls Tol F7HEATh

O

+Use_Flag (UF) : 1 Bit 27|2 7/)x9 g 2
T AME oFE YeRIth 71E9] 29EH IDE
AMgshe AHlETe] 334dS HJ3l EAlse
Zdz1o|tk. TRUER AEA SHH=E ARS-
3= 740]11] FALSE HEA] 24 A Router
ID 7|5 3= 71E2] DCP EE=olth

* Real_Time Flag (RF) 11 Bit Z7]& Rea-time
7158 AR o175 YERITL(FALSE AEA]
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AuzQl HlolE A W) tsEeteldE
A9 HolBHE Bl AHd w $Ae9dvt
=2 AAIZE AE7E 87EE ol AHElE
Ak, o] P=Fs AES 24 mE
Proc_Limit?} Time_StampE ¥33s}o] M=z
Hufj, Adxe o] 48 ZRIFo=H
AAZE AE7E 27 EE dolE oRE gt
Stk

Security_Flag (SF) : 1 Bit =7]2 7] Hlo]g
o] HEA BKtssh 7Is AR wW HF
Ela=g

Proc_Limit : 1 Byte Z7]Z RT_Flag A|EA]
SeteldEdA aFsk= dHolH AzleT &
A NS YERITE (msec T sec ©HIE
s A= st ARS.

* Time_Stamp : 4 Byte(INT &) =Z7]Z RT_
Flag AMEA] Zelo]AE A dHolHe %S
AZeE A)zRE vERdTE (o 10A25840%
=> 102540) 7]¥ Z7oz Ml Fejo|dE
o] Time 7|8/} FHog di=|ojo} &
=4

Encrypted Key data : S_Flag A|EA] & 2
Ao AMEE KEY e o] oA
T AR EE dEoltk ¢heslE Key HICHE
Hdio} (dleole Z7]dl whet 7hA)

32 &AIZE M| eaelE

a9 5= AARHE dsAErt skt A=
DCPel A-&H AAIZF A7 gagFolth

AT AHE7E 875 dolHe dizle] dFAl
9] Time_Stamp$} X7 $A44$19] ©WE Proc_
Limit 3+& X33l dEsA Bo2A AHor=
8] X9l ulg} RT_PacketBufferol] *73% o]
3 27 AI7F2] DeadlineS @olAA] &= B

Realtime Proc
Timestarmp, Proc_Limit Deadlipe=T5 +P|
- Minimum

NO
Prarity (Deadline)
High Wi

Continued Ma

ala Packe

Priority

RT_F‘ackEtEuﬂerJ
Low

Momal_Pack
etBuffer

10% o0 %
chance chance|
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AIZE #Zl At iRz o] AZlstA Hoh
AAZE gAY 9 Time_StampS} Proc_LimitS
7FA et T FhE U8t Deadline AlFHS T F
QoS Buffer Scheduleroll W} O W2 A7} 8+
& dloJg] 92 RT_PacketBufferol] #&3}HA|
"} AA g dlojg #iFlo] e g W=
tolBle & FAHEE, t7le] SLEd Hol
EEFe 459 HmE B3 AAHe=
RT_PacketBuffer= -d=9e] w2} Huljo]E €tk
AARE dolel AHEFEeMEs P4 RT_Packet
Bufferol] dlolEe] &4 75 ERlebm, nhef
RT_PacketBuffer7} HIO{ITid H|ZA It Hso]
t7lstal e gyt dolgrt AE€ny v vk
F Clientoll A AAIZF A2 7150] 75T vlolH
0] ¢ Bold A Utk HolEEe] AEZH
7o st AE7h HA Z3k A 9] of
718oF sk A @A = Sk o]y EAIZF
Ak 739 thHlsle] RT_PacketBuffer2} Normal_
PacketBuffer 7F9] A&S 9:1 Ex 82 ALY
HE2 il dojHdx 713E AFEFoZH o]
TAE WA & 4 Utk

AAXZE dlolEE Asty] A @A ARk H]
3te] Deadline AR 23} &3R5 Slstar, gt
o 2AEJTE, 715 #AA BA T 2 ®E
Ads AYE Fth ARt 2HEA g2 AS
BH oz A, Ad $ oA AR A
oAl RT_Packet®] &A] F-E AAlsA Hrh 1
g 55 AAIRE A 75S A&ste HeolHE A
& wjo] $HEH e wE 2AEY T4
HAFET A AHAIZE H°lE & period = 2,
execution time = 1, priority = 1 (Proc_Limit = 2
%) AIE AR A AR AFALE 0
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A : period = 2, execution time = 1, priority = 1 (Proc_Limit = 2 sec)
Reguest starts from 0

B : period = 3, execution time = 1, priority = 2 (Proc_Limit = 1 sec)
Request starts from 0.5

N : Nomal processing

Al B1 AZ B2 A3 A4 B3

Vo B Vb v+

AL BL (A AZ N| B2 Ad Nl A4l B3 | A4 N

I 1 1 1 -
0 1 2 3 4 5 & 7 & Timelsec)

A A WA 93 =2 AFAHS 0525 v
7b dlelEle] A AIRRe]e] Uyt o
= F Ue ARtk 004 Al°]
FAHNE A $AAE ALdA F2 05%70 A
g &, A7 B %2 Blo] FAHERE Al
Ik HFI BlS WA Hdle & X7t dEs
5l AlAl H8E 9A Ale] v1A A€
th. 283 A9} BY ©lolE] AHEF 87 HA| &=
Yo ATFES vk HolE 9 AEE s IETh

a3 6ollME FEU AFE By 8 HEAl
7Hs 122 7RSI oY, AAl AR 1= 7
volE2 X o 520 dlolEle] AAIRE A
7} 7Fesh, tlEe] XE &89 SulstE fsl o
o] A7 Gyt dlojEle] AMele] o] AAzE
229} tEo] QosE xS 4= 9tk

3.3 IPv6 QoS ZIsTo| oIS

Aol JEYe IPv4S Ve Shal glont
ARl 2 ZUIE QS F4A I 5 o
gk dEjrt]o] 8o w2 Mulx F4 A a7
53 e FAlo] sy ok

Ta I FAe A AEUe] IPv4E AR
A FgaEA IPveeE stsiuzte s sd
g 4 Qe AolH, QJEuloA QoS XL Intserv
WG Diffserv WGIA AoJ3lal e T AHl
229 (Flowlabel) ¥ X}53} AH|A~E 9 (Traffic class)
< 782N 7FsE Aotk Intserve] FFAIHI
2542 RSVPE o83t 7]&9 FHAZPAMu~
o]2lo] BAF u|x=g} RSA|AF AHIAE A
3= 1Pv69] Flowlabel REZ 2831 Aolth.

FlowLabelo|A] ©]-&%+= RSVP ZZEZFLS HE
a9 U] A2E FAToZH WESA 2}
LS Aot HMESolMT ot fYgZe A
Sk PATH "IAAE AE3t QoSe #ldls 843}
I, FAZME HEZo] RESV WAAE A5s

Copyright (C) 2005 NuriMedia Co., Ltd.

o] ZZol| gt AdefekS Tk RESV HAA]
& Bl S AES ARY Sl I
(RSVP7} 7Fsdhtulo]| 252 HESA A4S A}
43 A3 gd9ZS FAsM Ha, Al vE
Az B AR JFEd d9Es wEgitd
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o] A=l Wt QoS TolEIZ} HEE 4 Utk
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A7 el SHoA & oful7) Qith

2T
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4.1 DCP ZZEZE9| AAZt XME| 7|5 E}
4 DCP TREFS] AT AHE 7eS H7t
3171 S8l Java AAE AlEsle] AlEHOIHE A
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718A Aoz AAZE HE
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27g0) Fhsetes

2
A
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)
.
o
oo
i
~
tlo
=)
Kl

Agelold sk

AN ANE FBE T AN A Sl
JEGIE A4 H2AE BT AR a7 9
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7 =om E 1. A1Edo]A Parameter

: -

E o0of | Nomal Packet 1 Simulation Parameter Parameter Value

£

S e0nf 1 Packet Type TCP

Dg_ 5000 1 Packet Size 1 Kbyte
om0 b l Bandwidth 1.8 Mb, 2 Mb
o | Transfer Rate 1 Mbps
o000 Delay 1 ms

1000

Offered Load Traffic 120 %, 160 %

L L L L L L L :
o 100 200 300 400 500 600 700 500 (exceSSI\,e)
Humber of Packets

a2 7. AgE AR wE AR vl

718229 AL Source Node, Destination

HA7 dub R ABHolH A AHo= Node, A€l |} 71e& 24 &3F Routerl, 2
gz 72 Uehd Aoloh T}2 Other Node52 ¥

Aol 5 F APl b BEE AAR A AlgEIOIN parameter= & 13t odl, ts
28 AR Lk Al Ae) Az ARE Zole A 2 F4 Router 1, 20} F3el wie} Z2h th2A
A AR & 5 gom, Ao Fo| e A% ARl ARt sjZlate] mlas fste] feEe
w) ok F doje] ©el2 HeE W) 1 2ol o 233 s ERES ket

A JebrdS 2o Foh aEg oy Sgeld
EEZ dEsolshs 4k Alo] Alzdloly S8 A
H ojZgFAo)do] QoSE EASNFE= A A

£ SEiMe AARE AY 71 Heo] I5H

422 AZo|M Zn}
IPv62] Flowlabel2 53] RSVP ZZEZZ A}
4L deFet 3 AAIZTE Serverol A1) AAZE 2ol
2 AIZES gRbEQl g7l A9-e) vlnEly S

o 3k 2= o) \_
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