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ABSTRACT

One of major characteristics in wireless LAN is terminal’s frequent mobility, so it makes many overheads in the
process of authentications repeatedly at each handoffs. So I propose IAPP(Inter Access Point Protocol) of IEEE 802.11f,
modified context block and 4 way handshake of IEEE 802.11i, in order to implement secure and rapid handoff. The
context block, I proposed, doesn’t makes any communication with RADIUS server at handoff period. Therefore, it
guarantee higher efficiency than existing handoff mechanisms. Also it can improve security vulnerability by padding

authentication field in the context block for providing in advance against Replay and DoS(Denial of Service) attacks.
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9215 (Full authentication)= F3§3t7] wiEo] B
SHFES o NI wEb fl=o Al &
Hseamless) AHIZ=E A|F3H7] sire =2
AAATES HAs & 4 e A=
AZF WAUFe] a3tk
FAHoAe] A== TY UENI oA
olFolxe ©lolH HA AT W=QXE(Layer2
Handoff)¢} M2 T2 WEARS )5S 9|}
= YESa AF9 ;=9 I(Layer3 Handoff)ZE
TEL & o 24 d=oxe FATTMS,
Mobile Station)©] A}Ale] &gk 713 AHl2 A(BSS,
Basic Service Set)ol|A] T Az o] uj, 7|&
MA| 2 EQIE(AP, Access Point)9}e] 4L #al
N2 A= EIES} AFT = EF o
TS Yulgith old HIE) 3AITA Y W= x=
- Moblie IPE ©]-88HAl =M, 2415 A=
I olF oF UYEIA Fof vk TPIFA
(CoA, Care-of-Address)E TE3= 59 HAas
23hith olE A=z HFL AP & AY
A o2 B4 AYgoez olgd uf MHe dEs
deisle] Al&ARQl ME|AE WEE ZUgi) oY)
= = = vyl MygE &
7Ae APEe BPo=
Te Tl JolAM 2A41F
=
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o
o xo] AEg FAo] MEA aFEn
ole] B =molAME 271X whaa F
g Y=o s 9% WHO = IEEES02.11f ol

ZJo]" IAPP(Inter Access Point Protocol)©] Con-
text Block¥} IEEE 802.11i 39| 4-way hand-
shake7HS- ©]-83} M=Q ZAJo] RADIUS(Remote
Authentication Dial-in User Service, RFC 2865)
Amele] BAls 878 o @A §84S =9
3, FHER1 JISEERE HokRY WS ARSItk

230 M= FHAATE IEEE 802.11i XFEH
IEEE 802.11f2] IAPP TZEZY 7]|E =0
Wi disl] 3R 37gol|A] JIAPPE o]&3t
EoaA] HRt S S5t FEE ARSI 473
e AMTERE ARSI =9 o] A5S B4

I 57%lA B =1 A8S P2

2.1 IEEE 802.11{®
IEEE 802.11i X2 AMEAF 153 7] wghe)
£ E£24 IEEE 802.1xE AF&3tiar A3k QL
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S0 AMA ERIE LEHH
(MS, Mobile Station) (AP, Access Point) (RADIUS)

IEEE 80211 & 11i
802.11 Beacon(RSM IE)
B —
£02.11 Assoclate RequestiREN IE)
B

0211 Assacate-Response

- IEEE 802.1x
EAPOL St IEEE 802.1x 215 =

EAP-Request/identty
-—

EAP-Responsa/identity Radius-Access-Request
R

 EAP-Request _ Radius-Acsess-Challenge
EAP-Response(credentials) Radius-Access-Request
EAP-Success Radius-Aocess-Accept & MS-Mppe(PMK)
e _F" "}

IEEE 802 11
[:] EAPOL-Key(P, ANonce)
-——

EAPOL-Key(P, Shonce, MIC, RSN IE)
—_— Y
EAPQL-Kay(P ANonoe RSC,MIC, RSN IE) £ \EEE 802.11i
-— T ]
i 4-way Handshake
EAPOL-Key(P, MIC) i

EAPOL-Key(G.Ingex GNancs RSC,MIC, GTK).
-—

EAPOL-Key(G, MIC)

_ Erotkeie MG

EEE 802111 PortGontral | % |gEE 802111

Encrypled Data (deafault CCMP)  CCMP Cipher
- H

2! 1. IEEE 802.11i¢] HSt H& 8%

1>

i

on, Yoyt FAIFQ 7] wd WA 4-8A) @
#o]=(4-way handshake), 2|1 M2 F
T2+ 945 Larg)S(cipher shites)?] HE E3}E}
3 9ok ¥ 1S IEEE 802.1x X3} IEEE 802.11i
¥Fo] HgEe FAW HSH & s2%o|t) o
AH TGl Q5 7] wEks gRdiA HA
2 IREE B3 9} YEYA dFdo] FriH7)
9slME IEEE 802.11%3<;, IEEE 802.1x%%,
IEEE 802.11i 7] w&, Fd 3t dolg st
F71208 AZdE oo} 3},

>~
i

2.1.1 [EEE 802.11i9] o1&

IEEE 802.11i°I4& IEEE 802.1x2 3 AR&A}
A5S T3, Fd 73 Hetel dagh vpiH
7)(PMK, Pairwise Master Key)E Hg3sith 23 1
oA MS-MPPE(PMK)#-5o]| ¢1Z Aur} A2
FEA mAE 7|((PMK)E HEsles dxjolH,
o] w2 715 o]83sty LY UlA7|(PTK, Pair-
wise Transient Key)u2hS 3sHA| =i 1 ZAzje
u}g} EEA|o](Port Control)ES 3§35t}

23 IEEE 802.11i ¥&F9] 43 3
AFA Q1% (Pre-Authentication) #l2]o] I=H], o=
A ANEEJESNA vE] viiH 7|(PMK)E 7
F(cache)dlES o2 FA hle] A= QA
2 TS AFe AN o] ARIFT WAl
RADIUSAHd] B-e 225 WA 3, ARHQIS
o] A & ¢ T A EE <¢lS(Authentica-
tion with Full IEEE 802.1x) EX}E Ao} 3sl=

o
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¢
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? BelA HAG A= xE e WAUS

el # A

=A7F Aok

2.12 IEEE 802.11ie| 7| m&t

IEEE 802.11i ¥F2 715 AMgsle tiidel o
g IA 274 A 717F EAE & e, olE
8k ZAzke] 7] wE WAooz MEs) g 4 ok

Pairwise Master Key(PMK)
256 bits

PRF-X{PMEK, "Pairwise key expansion”,
MIn[AA,SPA) || Max(AA SPA) ||
Min{AMNonce, SMNonca] ||
Max{AMonce, SMNonce)

Pairwise Transient Key(PTK)}

(X bits)
EAPOL-Kay EAPOL-Key
Key Encrypiion Temporal Key
Corfirmation Key TKIP: L{PTK 256,256)
Key L{PTK,128,128) CCMP-L(PTK, 256,128}
L{PTK0,128) (KEK) (TK)
(KCK)

2! 2. Pairwise key hierarchy

A A shte] 7 o
o] A 54X B8 thH7|(PTK, Pairwise Trans-
ient Key) n3he 9I3+ 4-0A] ;=4fol=(4-way
handshake)®2jo]11, & HAl= A2~ EQJEV] tf
o B wdd doink FAS @ u ARSske
J571(GTK, Group Transient Key)®w3-S $J3F 1
7] 3=4°]=(Group Key Handshake)®2]o|th
% 32 IEEE 802.11i ¥FolMe] 4-0A =
#lo]=(4-way handshake)7] 13+ HAZ2 FZ7] A
‘45 1% o] HA= EAPOL-Key A<sAE o83t
o] F3PE 3 vkAE 7I(PMK)S] 15 E AAJo] A
Soll Atk o= mR=E 7I(PMK)7EF o7
5 fFrasHA AHE F UAsA &
st %ﬁé ‘C —‘_T'ﬂ"‘j @de] MAC F4¢} wkiH
s, ZHold 7k Ads
grshk=d ARE 0}-4 AT 45 7] AHE F71
3} o =24 IEEE 802.1x ASEAE ¢tk
57 F=H°|=(Group Key Handshake)= 1
g 331 Po] 4.9 #=4]o]=(4-way handshake)
7 ge® go T W 7] naEiE AN o
MZ=EENA Ltk 1*7](GTK Group Trans-

L—r oﬂ,(_]]/\ _LO]E /\],o]

ient Key)E A3/dsl] 453} 3+ & EAPOL-Key A1
SAE o|galel FIHUO] B SIS EAPOL
Key &3} 7] BRE olgsle] Eda) Wick

2.2 |IAPP(Inter Access Point Protocol)
TY ABEUESINA AE HE dHAIIE
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&

PMK
M ATOIE

Pick random ANance

{ 1. ANonee |

Pick random SNonce

Derive Pairwise Transient Key
FTK = EAPoL-PRF(PMK. ANonce | SNonce | AP MAC Addr | STA MAC Addr)

T T ) S—

Derive Pairwise Transient Key
PTK = EAPoL-PRF(PMK, ANonce | SNonce | AP MAC Addr | STA MAC Addr)

le— {3 Install PTK ]
[ {4 PTKinstalled —_

Drive KEK from PTK
Derive KEK from PTK Encrypt GTK with KEK

et sl BT |

| {2 GTKinstalied ]\——__b.

| «———————1 Encrypted communication

2l 3. 4-2A] :=4)°]=(4-way handshake)D)

7k ol5ARE RAS] g ZEEZIR IAPP(Inter
Access Point Protocol)= HH=ERIEZF 2415

HQd(@Layer2 forwarding) HE 2 AAN=FE °1EJ]
Hol A2 E(Security Context) JHE FFFOZ
M Bl A% olEe AU 4 gl rzuw

2 IEEE 802.11f EFEAd] Ao o 3tk
IAPP= o] FASE, & oo dAAIQIE,

XA AE(DS, Distribution System), RADIUS A}
HZ A8 A S2s

22.1 IAPPQ| %=

IEEE 802.11f3%F29] IAPPoIXE F4
2 HNEERIE Aole ALSE AHRE
AZFREZRE F5sk= o)A,
QIE AloJell ESP(IP Encapsulating Security Pay-
load)2SF A] AREE HQFYR(Security Context)S
T3] ¥8t RADIUS AHZ 843k= 122
YREARQ] AR ZEIDS) oA AMA-FRIES Zhe]
Aulz ZulgE, 755 713t
I Stk AMEFRIE FHe] JAPP H7lE AYs=
o 2=dE $lEl TCPE AREskal glom whof )
© HI3AY 294 22 2415 AXES 1APPO|

et )
o1

oM AY

H= 0O
EEE

1) ANonce: Random number of AP
EAPoL: EAP encapsulation over LAN
EAPoL-PRF: EAPoL Pseudo-Random Function
GTK: Group Transient Key, KEK: Key Encryption Key
MAC: Medium Access Control,
PMK: Pairwise Transient Key, PTK: Pairwise Master Key
SNonce: Random number of Station
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OJ3iA Ao 2A1F X919 HolES 47831A €tk

IAPP AHIA ZulE]H # U¥E IAPPY &
HE 23 Hol 7158 95 RADIUS Z2
EZ] o3x] o]Fojxth. 1 o=, IAPP /AT
g AE]2 A(ESS, Extended Service Set)e] 3F
FEOR $5hs Af, HE dHE ZAESS
713 A8 2AID(BSSID, Basic Service Set IDenti-
fication)7} FoIRE W I ANAEJEY [PFA
£ = Ao] 7FsskAl & A% 283l IAPP HA
< H3F3] 93 H HERE IA5F & Q==
3l7] 918i4] RADIUS Z2EZS AMgsHA Hrh
ol ZHzte] A2 ¥QIEZE RADIUS AMWE
231 g3k Aol JhsElor gtk g IAPPE
298 ZREZo| offr] wWiwe] 802.11 HoJE
ZHYAS FADLE DA HWET AR i3l

e

AES Asix BAAIZRIDS)o e 712 vES
A 7TES AHEEtE BAAEEY HlolE AW
Au|2E FAGTEo] AZ(Associate) FHAY A
& Z(Reassociate) H= W] 1AL HEYA A=
o] F4E SR fAAES W 524 & vk o
of FATde WESYA AF FAUF AAFHA
ThH Eglgoe] Faghdel AYEy] el &gt

712 AMul= ABSS) o2 EfEs dEstr] ¢
FAE Y5 of g

o i

ro g

222 |IAPPL| S&t

IAPPE= 1 WA|IAFRIEA Thelet 24 olE
7F A & o, & AA2=FEQIES] He]E(manage-
ment entity)©] T2 BHAIREEF FAlggo=z
A AREE B4 Z2EIE AMAIRIEZ 2A41F
XY AR} FHXEAYRE FHFoEH FATE
o] W olFAS AT gk ¥ 4= AAE
(Reassociation) A12] TAPP H|AIA] w-S Yepdch

RADIUS
Server

RADIUS{UDR)

coess-Request [BSSID 1)
-Accept [AP1 : ipaddr, SB1, SB2]

IAPP{TCP) o

| 4 <- Oplional: Send Security Block

| 5§ -= Optional: Ack Security Block
6§ <- Move-Request

' 7 ->Move-Response

Reassoefation request [BSSID 1]

8, Reassoclation response

2! 4. A9 Z(Reassociation) A]2] TAPP HAIA] w$k
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o]¥st IAPPS] FZ2> ‘TAPP-ADD.request’ 2}
‘IAPP-MOVE.request’, 12|31  ‘IAPP-CACHE-
NOTIFY. request’®l] ]3] A==tk

2.2.2.1 IAPP-ADD.requestd] ©J3}] A|&5E 52}

IAPP7} ‘IAPP-ADD.request’S WS Wl 1A
£ ‘ADD-notify’ #1713} Layer2 Update frameS X
jopet 3tk ‘ADD-notify’ 712 IAPP 1P HE}F)
2E F4:91 224.0.1.1782 ¥ HCRRFC 1112:
1989) oju] HMA¥EQJNES] MACH IPE 7}Xth
o] WA= FAT] a4 HiZ Association
requestol] U= Sequence NumberXEt} Ho]Eo]
< #o] 2#jE Fojzia ATEW 1 HRE AkA|
gl ‘ADD-notify” 7l HHE u® IZ
(association)2 A| A= Zo]H association E|°]E
o] 7A2Ee 271F HulolE ZH Y(Layer2 Update
frame)ell JaiA] FHETE o] T AL AtH F
AdEe] MACTFAE AREste BuiAa HeX,
29X a3 AAAIRIEET 22 2415 X
59 x99 HolES 7BAISH,

2.2.2.2 IAPP-MOVE.request®l] ]3] A|&== 52}

IAPP 7§47} ‘IAPP-MOVE.request’ /A S Wk
S u) IRE ‘MOVE-Notify’ AL o]d HHAE
JEZ HUlm 1 ANAIRIEZHE] "MOVE-
response’ HF1S Wh=Th

‘MOVE-Response’= F-AtHde]  1Z(associa-
tion)S 3+ HALYX2E EZ(Context block)2 ©]7F
HEZRJNEZRE A2 HEE AA=IIERZ A
etk

‘MOVE-Notify’ ¢} *MOVE-Response’= YA~
IRIEE Alo]o] TCPAHOE HY=e IP #HZlo]
t} old WAAIERIES IPFAE AU Z(reasso-
ciate) #IA]#]] BSSIDE wiF o=z & 5 9l
£ o] vig& RADIUSAH9LY] wlAA] wE-s
53] o]Fofxth o]& $Jsl4 RADIUS AWz}
Call Check service-type= A|sflopgt i} wheF
‘MOVE-response’  #|71o] <33y} Qagdthd
RADIUS Reply= MZL AA=ERJIENA o]
HAAZRIES] P4 o] F7HHo R o]x oHA
2FRIECSL A2 AA2ERIE Z3zte] tigh Ht
E-3(Security Block)S HujFok sit) o] HEH
B AA|AERIEZT Ht JES S HEE 47t
X3 slar 3L, RADIUS HAIZEgo] 529 oA
M| 2=EQIE 2] BSSID secret® 2 U433} Hol Utk
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1

S0l A

2

Eoxg 97 WAYS Aol B A7

AZg AA2=FEEE RADIUS AHZHE 1w
2 HEYS EOP—% (Security-Block) Z|Zle] 3
FAA o]F ANATINER WL o] AL A
2FRNEE A}OH IAPP TCPAZANA AFo 2 wl
=)= ARtk o)A AMAFJEE "ACK-Se-
curity-Block” #Z& 2]€ ght}h o] AFel] F A
2ERIEE a7t ool Prwge] AMEE F
F71E 2 €k

2223 ZZAE]H 7)4(Proactive caching)

ZZHE]H FJA(Proactive caching)e T
o] o5 M= g Fawwe) Hes
E GRE 7N(caching)d] TS0 2ZH w2 S
A98k7) 915 olck

‘JAPP-CHCHE-NOTIFY .request’®l] &3 A]& %
= o] B2 9L MACTAE ©]83l IAPP
9] FMH(cache)o] U= GLEL] HHAE AHHE
A Har, olwf Al e] ol dEe] Fre} Fgt
He AY2EE 3| =Y Ao WESs SR
Zgstogn weE IS IS J1esA I} o)
A o)== IANAERNEE MIPFE FARle] TF o
0] 251 ANAENEES 35310 Za Aldx]
°“/\ﬂ"\i°]E" H]O]‘H ﬂ]i(Nelghbor graph)
FJOPE’— HlolH ZEHit ZHEJ JJrZé% ]EEOH Ur7P
[A FHow dgEth md ZdEE A
(Proactive caching)©] A9 31
2 I% 541 1APPY] 7] wdk #HS AXA Hrk

mlm_ELHu

2.3 IEEE 802.11i0[MQ] $H=2(Handoff)
IEEE 802.11i H730l|A] 7%%?‘& H=Qx HhY
q

Z(Pre-Authentication)S ©]83} H o] thEFo|x
RADIUS MHE o8-8t a} oA AW IEEE
802.119] TAPPS o] &3+ W So gl

2.3.1 AIQIE(Pre-Authentication)
IEEE 802.11i ¥F9] Fa3 54 39 shil

AR A Bl WAl A%E AHsEE
ek o} Qe Qe ol AHMAEEAE
AFE 24 Hlel tirel AAAEESZYE
Q2L wol FErke Zolth AuHow S

Lo

A% SAA BE AXAFEQE(Target AP)E=
ApAle] AAH & JA| ke T iyl weEd
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ulA~E 7)(PMK)E A8ty T4 ohe 3
== 7FsAo] v AAZERIENA g <
< g FAl FUIREE JI(PMK)E N8
A E= Aotk ol ¥4 wavle 2329 dewt
W 2FRIES] fJx]o] o3 A= ol A3}t
7] $1%F AREARe] A HeL A== oHEY
st 27 dlojelo] Alxglo] ALEEAl Frk
ol ARHQIZS 18 5HHE M2 dH2EL]
EE E3) [EEE 802.1x9] ®E 1Z7¥(Full IEEE
802.1x Authentication)S AX . ZA RADIUSAH|
o] ZX(load)’} ZVIstd Ws|=rl @AYEiaL
EAP-Logoff MIAIAE ©]-&3 AMHl~= AR-ZZ(DoS
attack)oll FoFs}ch

RADIUS
Server
Full B02.1x
Aulhentlcatlon

T2l 5. AFAQIE (Pre-authentication)
e Apalgel Assle A9 E bl IEEE

802.1x9 REE A=A 7%?4% she @4e] 3l
1:]_.[2][7][9]

2.32 2HIXO| sHi=Q

= —

50] %
ARISS Xl%o}Xl °‘3 %‘T HLJJ
WS ARSSH "ok gubEQ) = wE AT
o] o5 AMAIRIESS] MAAS 3l 7IE
o] WMAFIES AAL #y Y 13 o
IEEE 802.1x9] 7] 15 HANGH ARIZe] &7
HEg Fl=QIA] |¢do] Hu),

2.3.3 RADIUS MHZ o|SFt zH Q
RADIUS AHE o]-&3F 3l
FQ3t MA7]21 viAH 7](PMK)E RADIUS A{H]
7} x];]zj 0]5§___} oﬂ/zﬂ)\io]Eoﬂ x—] -5}_ H]—/K]O]]‘;}_
ol YukzQ M=o o} T IEEE 802.1x US
S AXA &3 vlE 4-GA =4 0] =(4-way

L= Jhv=S ‘HCOE}\]

_,_,__‘_
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PME Provided
Via
RADIUS

MNew AP

T2l 6. RADIUS AHE o] 83 =9

handshake) ZZAIAE AT 4 Qlo] IwrA<l
= e Hgl Aol Hth
. Mokske $HER= HFHUE

3.1 QKA

== %‘H]’\Jiioﬂi IEEE 802.11i%] w}XE]
7](PMK)7} olAsH RO 2 A 29 AMAIZAE
oAl Hj¥chd FAwehe [EEE 802.1x9] EE
QIZ(Full IEEE 802.1x)= AXA| &l 4-THA A=
dola Z2AIXME vz 3T 5 ok

2 E=RME rkaE 7I((PMK)S SHasHAl Al
* AAAFNEZ W= Welo 2 IEEE 802.11f<]
IAPP2| AEIAE EZ(Context Block)S ©o]-83H}

Aetsls AY~E EE  I9(Context Block
Format)> 19 73} 2t}

nr1

Ol

Address Sequence Length of
Length Status MAC Address Number Context Block Context Block
= Address 2 Lengthof
Oclels: 1 1 Length 2 (=0a0035) | Context Block = 53

<Move-response Data Field Format>_ _ — ——=~"

Context Block
Element | | o, Date/Time| | Element . Element
ifi igth 8 | | gngth | Authentication Status Nt | Langh [ PMK
dertdfer | 4 Stamp | Identifer | =1 octet Identifier |- "
orony | = 00008 | g | | ~ovong |~ X001 Ldentier | = 0x0020)= 32 cctets

<H| 8=l Context Block Format>

2! 7. A|¢HE Context Block Format

IAPPS] HAYXE B2 Information element2]
Aoz FA =Y, ©] Information element=
Element Identifier, Length 83
=2 o)5o}A glekt

Agkeke AHAE Bee Ao wA] wheA
23 A1ZA71Q) 25681 E(320ctets) Z7)2] thE
(PMK, Pairwise Master Key)9} HQFEHSS 2
F 9 =z FAAEY AAS AL &
3} 2k

Information 2

_rsﬂﬂmkal
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I 1. A2+ Context Block®] Information elements

Information element format

ElenTeAnt Length Information
Identifier (2octets) (n = Length)
(2octets) g
Date/Time 0x0001 | 0x0008 Date/Time Stamp
Stamp = 8 octets
Authentication 0x0002 | 0x0001 Authentication
Status Status = 1 octet
PMK 0x0003 | 0x0020 |PMK = 32 octets

oJ7)1A Date/Tlme Stamp= 82Ele] HolE ztu

Time SyncZ A% FZH(Replay Attack)S of|Us
= Jgge spla :LE]J_ Authentication Status=
1289] Zolg 4-vA tiHE*JI‘D]EL(4—Way hand-
shake)E F3ysl7] ol FAhde AFHREE 3}
& = glo] AMAIERIES] Uit DoS(Demal of
Service) 327 97 T (Rogue Stations)S AP
sk 4= ok

32 HMtdAel  Fwet Z2AP|Key exchange

procedure)

IAPP EZEZS AFS3E = QoA Aokw
AP E B8 ARRE wo] 7] wd ZaAAE
a3 89} o] P Th

7] W F£AE WA AESE AMATZIEY
@9l "Reassociate request’ ZH-E ;=0 xE Q]
A)&}3 718 H 2= AIDBSSID) S RADIUSE 4
gtk RADIUS AHe AR HAEFRIET} de

7128 2 AID(BSSID) S ©]-&-3fo] vjsg o]
A AH2EAES F4E ESPE 1T HeHEE
(Security Block)# 3] AMZ-& HAHZZIE A
AFTE 2L AN2ZJEE o)d A2

-

STA | New AP ‘ | RADIUS ‘ | Old AP |

Reassociate
[ Request [BSSID1

[[®E258 pixatT BSSIDE Mz &3] |

ess Request
[Bssipi] ™
[ 1Old APSIIP= 421 Security BlockS E&] |

Accass Accep
[ 0P add. s81. SB2]

d Security »
|
K Scuty Black

[OId Bl Al STAZI MAC 3 251 null Context
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