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ABSTRACT

The IETF has created the v6ops Working Group to assist IPv6 transition and propose technical solutions to
achieve it. But it’s quite problem which security consideration for a stage of IPv4/IPv6 transition and
co-existence. There are new security problem threat that it caused by the characteristics of heterogeneity. In this
paper, we describe IPv6 transition mechanisms and analyze security problem for IPv6 transition mechanism. also
we propose security consideration and new security mechanism. We analyzed DoS and DRDoS in 6to4
environment and presented a address sanity check as a solution. We also showed an attack of address exhaustion

in address allocation server. To solve this problem, we proposed challenge-response mechanism in DSTM.
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