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ABSTRACT

In this paper, we proposed an image hiding method which decreases the amount of calculation encrypting
partial data rather than the whole image data using a discrete wavelet transform and a linear scalar quantization
which have been adopted as the main technique in JPEG2000 standard and then implemented the proposed
algorithm to hardware. A chaotic system was used instead of encryption algorithms to reduce further amount of
calculation. It uses a method of random changing method using the chaotic system of the data in a selected
subband. For ciphering the quantization index it uses a novel image encryption algorithm of cyclical shifting to
the right or left direction and encrypts two quantization assignment method(Top-down coding and Reflection
coding), made change of data less. The experiments have been performed with the proposed methods
implemented in software for about 500 images. The hardware encryption system was synthesized to find the
gate-level circuit with the Samsung 0.35ym Phantom-cell library and timing simulation was performed, which
resulted in the stable operation in the frequency above 100MHz.

I.M2 Beol nlFo] Vg os FUkslal glom, 53

051%/311:]0 ZAd=o] gigt daiws I £=71 o

o] AlthE stolsle] Arle] Aol 3 & 7 A olg AdxE5E Aoz 3
# E A7E 20059 gduish wdrhl AlhaA

*
r°"

14 Jolistn PR EAF8} (www.hansung.ac.kr, yhseo@hansung.ac.kr)
W3 1 KICS2005-03-093, #2:24} : 20053 32 82

FT:I

Copyright (C) 2006 NuriMedia Co., Ltd.
www.dbpia.co.kr



st
A
oft
o
o
10_{'
r-1n

A] *05-12 Vol.30 No.12C

= AREYELS AHARRFOY AU HRE
93 JE ASo] fiREololx o5 AulzLe
HOREA7} HZ iﬂl i wli“ o] Hgk %

5]

o ot

- AT —= A=

T ke Z3 olHd lojE|ge] - wWo
A7 §Fo] FE3lr] JETe WS Zdn
ot oEhA FHE 209 @ F<t ]% Al =9l
EYs Sole A7 wig &dsiA o]Folth
ol T AA F&3H AME T FFS ITU-T
oA A3 H.263, ISO/IEC JPEG A ¥e] JPEG
2 JPEG2000'7} MPEGAIY % MPEG-29}
MPEG-4°|t}. JPEG, MPEG, 18] H.26X 7]&<
54 3719 saEF(IRHeR 8x8)s W
3= DCT (D1screte Cosine Transform)S AFE-3}7]
el &gl TS ol 5 ZAAd 3t
= °d§]'7]' AdRl= BE=a I} block effect)7} 1t
Asle BHE zE . o] RS Bl o5
& UMl Aol <=3 DWT(Discrete Wavelet
Transform)®-7]4F 9429t who] sak=g]
JPEG2000°0.2 ¥F3}EAA 1 ARgRoly) 32 o]
=7kt ok

19949, Sullivan$} Bakere 9 942 4% 8l
o] FFY dlolHE gtk WHES AR
=¥ o] B oﬂ/\u =4 HEZEY

GAEIt e AdZEL T2 HRE U
}

2

EiE °‘§§}o}<ﬂ°k o}ﬂi otz slo] o3 A7kt
H|-8-o] Fr}slc) 20001 Dang9} Chaut= quadtree-
7luke] SPHIT'E  Adsiel T weo| &3y
(iteration) A7} dlo|HE F&sh= WHUS Aeks}
o™, 19961 Said?} Pearlman® EZWP! o
sl ATM 27l @9l gEsls Aesie wyl
& Zﬂoh‘f}%ﬁ} dzsle] AoEE AR AHIE
Zole ® shte wWHow sEe 9Esl Yug
Z ol Aol He 54 e AHele AT
3 AYPH 3 Ak 19973 Fridrichs Wlo]#] W
(Baker map)S ©|-83 Xwg Wale] oIz 3}l wt
WIS 2003\ Salleh= Wo]7] WS o] 88 9|

w3 W) ks Ely|E o) R3l oFssl wpHlide zp
7} ARk, o] WHES a3t Aat Fo
olele] Bxel Wbl @ol 4ws} ¥ ez

r(EI

1194

Copyright (C) 2006 NuriMedia Co., Ltd.

F9 Al 95FE &dol whe- =tk Belkhouche 9}
Qidwait 7}e2s WS ol&3k 91X wmek wAtls
ol 43 ¢3S S, 2001 Ammars} Al
Kabbany= RNS(Residue Number System)= 3HAY
NA gastels WS Aekslgl om, Maniccam
Ble} Bourbakis!'®e 270 HElS 2A™sle] 53}
st= WHS 1999133 200330 4+ ARFsI L
4, dsst Axe wet 45E SHo] dArst o
SN ARSIl AfelA] Rtk

O. HQtet eisst ene|E

i]

2.1 %F;;} °*_T’_E'_IE

&
l
o
N
Y
—1}1
5
O
12
L
Anj
E
o
=
Y

ot fo W [z 4o
ROl T
ol of g.{), ‘11% 2
o 1r mfg N )
o (o rr 4
s 2 io,
o _lé% ) i
= 2 =
AR o,
w &
_lgi S 0_\3,
o of oz
£ ox =2
=) filo o%
o
EEER W
> SN :
ob £
o S Mo

W
X
52

ol

By

"a o
>,
tlo
re
1
ol
ol
=
b
ofs
ol
TR T
_L
of
ox
m[o
i
*

GALS ZA)d S YrhdE "=
dosd e gnk 0Py 4
A8 ASE gEsl] rase
o WA FAHAe] & FFE
53] 745 59 AT 8NN

455t R BEs Bgow AF AN A
ARE 2 Aoledrt B flevs, shsEw
2 Al }wo}u} 1w ET

o.% o
°[; o
H

=L
£
o

f
Kl
l)ﬂ

2
Moo

@ LL4 : LL4% 538}
@ LL4-HH4 : LL4$} HH4 vt <53}
@ Leveld : #E-42 FE R d353}

www.dbpia.co.kr



=& /JPEG20009] HQHS 9% 7k A|2ElY stedo] 3

@ Level4-HH3 : #W-4¢] g Rujd3} HH3

Rl

n #¥ 2DDWTE F3d3= 29 @ ko g
Rojed(LLk, HLk, LHk, HHK)S] Z7] Z¥E 2 (1)
o]a1 o] uj Z—O— Aol 9712 UFE}‘TH‘:]' hwi=2)=1
2 4-7¥e] 2DDWTE F33 3% ¥ 49 7
FOde dgde] 1/28=1/2569] i7]°ﬂ s,
AFEe]  dlolEldel oiRlgE Fsslke 17256,
1/128, 1/64, 1/329] 353tk

1

2 =AM AR AAFTIS g9 des)t
e o g “*Xi 7tk 2 (n)& 2 (3)
o A 2270 b(k),(0<k<2:—1) FoZ 1}
ERdiT

z(n)=0b0)b(1)--b(22—2)b(22—1) ?2)

onZi

A7 2 Qele] AdGolH, 1(n)e) A5
ol 224 HA) AFEEE Sl o] b(k)FHE
Apgatal sjoluel Als wol il p(Es

o ﬂ.l

< Yehlie e (853t s veRli=
SHHENE A 3)F HE A7 ARt

=b(27) 3)

=(a+B-b(2j+1))modt 4)

A7 «, 8 2L 2713 2(0), r& ©] ¢&s}
Al2"le] vid7|E2 ARE-ETh B3 g mod he goll
th3t modulo-h XHS =5HH, 1= do]E3 Al
HE 2 Ueith o] gSel o% ol oas
=4 9E F3En:

W/ =

J

W, <<gq;p;=0
{wsson] ©

A7 wE wE J4Ess ZA7E Yepd,
<<¢} >>v X HAZEIHI QEE FZE-IFH
& A% verith 4 ol ek 23} 2o @
W] e~ FOEHE 22719 o]AFE dowvg
gk e ke gk z7ie] QolER ArE 9%
slah=tl AREEE wEbA 7k gk z7ie] Slo]
£ Aeritt g A AgshE ok o] ¢hss)
WAeA a, 8, £(0) 2L r& FTITIE AR

Copyright (C) 2006 NuriMedia Co., Ltd.

sheel, 7hes AzEle] B4 o) ghEe me

2

il

p w3 ¢S F57F A9 Brbsainh
HAFIG 9 Fojde] o8 Age Iy
o2 ofxjlel] oa AR ©lolEl} AAHEL: &3

slo] 5474 old dHlolHY Ade G Edz
HollA FlEe Bosle] o o HolgHE 1t
2 QT & Utk g E =Rddxe 4 By
Aol i3] ISt JPE Zaﬂﬂr = k)3 odl~
(Quantization Index, QX)E ¥%3} tld HolH=
s, sl w3k Akt WS aelstd gt
P HE gHElE 0183 g wale O’ |

ol “EhHSAH:

M=MSB(msb value is the selected subband)
chaotic_Encrypt(){
switch (mode) {
case Top_down :Topdown(); //Fig.7(b)
case Reflection code:Reflect();  //Fig.7(c) } }
Topdown(){
for (i is 0 to x){
for (j is 0 to y){
ifl bk) == 1)f
if (flij) = M ) then
FGij) = fig) - M
else f(ij) = flij) + M; }
else f(ij) = flij);
k=k+1 } } }
Reflect(){
for (i is 0 to x){
for (j is 0 to y){
iff bk) == 1) then f(ij) = fiij)"" """
else fij) = fiig);
k=k+1 } } }

T2 1. HAARFUY 9fe] ool e das) Wi
Fig. 1. Encryption method for the subbands except the
lowest frequency subband
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Fig. 2. Image encryption/decryption procedure; (a) encryption,
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Progressive_Encrypt(){
bs = block size
for (k is 0 to t-1){
for (i is 0 to x-1){
for (j is 0 to y-1){
pi = b(2c);
g = (a+Xb(2c+1) ) mod t;
switch (ROI) {
case 0 : block(s) = bit-plain(ij,k);
s=s+*1
case 1 : if ( mask(ij) == 1) then
block(s) = bit-plain(ij.k);
s=st*1 }
if (s == block size ) then
if (pj == 0) then block’(s) = block(s) <<< g
else block’(s) = block(s) >>> g
for (t is 0 to bs-1)
bit-plain(i,j-bs-1+t,k) = block(t)
c=c+1;
=0
if ( (c mod z) == 0 ) then
x(n) = x(n+l) by eq. (1);
n=ntl Iy
321 3 g Ak e 9 gEst
Fig. 3. Regional encryption methods for progressive trans-
missions
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Fig. 10. Encrypted images for progressive transmission
with SNR scalability; (a) 3bits transmission(9,39dB), (b)
6bits transmission(9.82dB), (c) 9bits transmission(9.89dB),
(d) 16bits transmission(9.90dB)
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Fig. 11. Encrypted images by progressive transmission with
resolution scalability
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Item case Encryption ratio random bit PSNR (dB) Compression ratio Error rate(%)
LL4 only 1:256 2048 8.86671 24.1695 0
LL4-HH4 1:170.67 3072 8.33751 23.8868 1.17
Reflection code
LL4-HH4 1:170.67 3072 8.33678 23.1471 423
Top-Bottom
Level 4 1:102.4 5120 8.33751 23.6166 2.29
Reflection code
Level 4 1:102.4 5120 8.27562 21.6875 1027
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Level 4-HH3 1:56.89 9216 8.30058 22.6843 6.14
Reflection code
I%evel 4-HH3 1:56.89 9216 8.27257 19.05 21.18
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