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ABSTRACT

As increasing the network bandwidth, the threat of a network also increases with emerging various new
services. For a high-performance network security, It is generally used that high-speed packet classification
methods which employ hardware like TCAM. There needs an method using these devices efficiently because
they are expensive and their capacity is not sufficient. In this paper, we propose an efficient packet classification
using a Ternary-CAM(TCAM) which is widely used device for high-speed packet classification in which we
have applied Snort rule set for the well-known intrusion detection system. In order to save the size of an
expensive TCAM, we have eliminated duplicated IP addresses and port numbers in the rule according to the
partitioning of a table in the TCAM, and we have represented negation and range rules with reduced TCAM
size. We also keep advantages of low TCAM capacity consumption and reduce the number of TCAM lookups
by decreasing the TCAM partitioning using combining port numbers. According to simulation results on our
TCAM partitioning, the size of a TCAM can be reduced by upto 98% and the performance does not degrade

significantly for high-speed packet classification with a large amount of rules.
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