DB ris

=& 06-31-4C-17 FEAIS}B|=FA] "06-4 Vol.31 No4C

EAP-AKAE 3A£3 WiBro ¥4 UE$ =9
QEFTE AL

439 9 A B, o & Bex, A A err G T Fowrs

A Study on EAP-AKA Authentication Architecture for
WiBro Wireless Network

Sun Hee Lim*, Okyeon yi**, Sungik Jun***, Jin-Hee Han**** Regular Members
e o

WiBro(Fdl W)= QA otixyt 102 B4 QIEYl Héo] 7hsst HH % A% Tgolty =EES
HIEgE Foi7} 213 PDA, 2PEZES 2 Algto] W) e A F3 FoA= Slo](seamless) 741 Q1EIUl
Au|2~7t Zhssith Fol QIE Aulee FART 3G o)ss4le] AlFshe IOlE% % < s i TR S L] B
o] TS RSk FHY M BA Auisgiar & F ok o] AT 1 B FAlo] b Hﬂléow 7t
F F83 Ve 84 F St BEdoltk B =52 s AMIAE A3 $18te WiBro 4 WES =
A9} UICC 7|9ke] EAP-AKA Q15 EZZEFS 283 A4} 15 WAUZY JMS Z2BFs Atk o
Zt4 EAP-AKA 7]¥He] FA HIEQE <1=S 53l WiBro T4 WEYZA Bl ola} USIM 7|4k
WCMDA 59 °]7]% 74 vES|A9e] A (interworking) X E Bt} E&2 02 288 4 gtk

Key Words : WiBro Security mechanism, IEEE 802.16e, Authentication, EAP-AKA
ABSTRACT

WiBro(Portable Internet Service) is service being capable to provide a high data rate wireless internet access
with Personal Subscriber Station under the stationary or mobile environment, anytime and any where. It will fill
the gap between very high data rate wireless local area networks and very high mobility cellular systems. The
security is an important point of WiBro providing high data and mobile wireless services. This paper proposes
user authentication mechanism of WiBro wireless networks applied EAP-AKA authentication protocol. As a result
of Wireless authentication based on EAP-AKA, this mechanism is capable to be used in WiBro-WLAN-3GPP

interworking scenario as well as the WiBro authentication mechanism.
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AR 7] 52 & AuCol= K, OPc, Perman-
ent ID, THRESHOLD #7% % SQNu: %7] 32
gich

342 UICCOllMQ| EAP &Lt Q15 HA}

Step 0. (MS = BS)
PKM-REQ[PKMv2 EAP Start]

ke BSolAl PKM &3 HAAE PKMy2
EAP Start MAIAE Hulo] 9F x2S a3tk
PKMv2 EAP Start WAIAE 4413t BS= EAP <l
< AAE AstaL /IS ARjer Adste] EAP =

Step 1. (BS = MS)
PKM-RSP[EAP Request/Identity]
Step 1-1. (MS = UICC) EAP Request/Identity

-

S ERE PKMv2 EAP start WAIAS 413
BStE @A ID &3 HWARES Btk

BSEZHE ID 84 HWARAE s w2
UICC 71=2 AR8AF 419 27 WAIX|E EAP ©

Step 2 : (UICC = T
EAP-Response/ldentity(User’s NAI)

Step 2-1 : MS = BS)
PKM-REQ[EAP-Res./ldentity(User’s NAI)]
Step 2-2 : (BS = AAA)

DER(EAP Res./Identity(AT_IDENTITY))
Step 2-3 : (AAA = AuC)

Authentication Data Request

AREAE A9 27 HAJAE Al UICCE AuC
7}A] Permanent Identity 3~ Pseudonym Identity
£ Hwyitk Permanent Identity= Z} AMEANY] F¢
3} 222 NAI(Network Access Identifier) &2
o glolo} s 3Got AFY A= IMSIE W
3fo] ARg-gitt.

ot >

Step 3 : (AuC = AAA)

Authentication Data Response

Step 3-1 : (AAA = BS)

DEA(EAP-Req.(AT_RAND,AT_AUTN, AT_MAC))

Step 3-2 : (BS = MS)

PKM-RSP[EAP-Req.(AT_RAND,AT_AUTN,AT_M
AQ)]

Step 3-3 : (MS = UICC)

User Auth. Req.[AT_RAND,AT_AUTN,AT_MAC]

UICCERE] AR-Al Permanent Identity 22
Pseudonym IdentityS 418+ AuC+= AM8-A} DB
Rl 3 Fol AVE At AAA RIS AEl
ZAget AuCERE AVE FAIS IS AMHe
AV7ZL Z°| AT_RAND, AT_AUTN, ©] #ES ¥

AT_RAND = fo()

AK = f5x(RAND)

MAC = flk(SQNue || RAND || AMF)

AUTN = SQNu: @ AK || AMF || MAC
AT_MAC = HMAC_SHAI_I28« w(EAP Packet)

AT _RAND, AT _AUTN, AT MAC 3S $218
UICCE FA18F AUTNS MACZ AxKE XMAC
S sl #AETh MAC AFel Asjsid
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AuCollA QI A9l HAAE Rtk
XMAC = fI(SQNuz || RAND || AMF)

MAC #Zo] A33shd FAE SQNgS #Halo]
AZ33L Y= SQNuee HE <ol EW F713}ol
AEsit. 571kl Adjshd vlcce As7] 8%
HAIRE AuColAl ZE3PHEA AT_AUTSES
o] AuCelA SQNE 7BAIBIES Sk Step 3]
Hge X HEYIES ASI

Step 4 : (UICC = MS)
EAP-Response[AT_RES, AT_MAC]

Step 4-1 : MS = BS)
PKM-REQ[EAP-Res.(AT_RES, AT_MAC)]
Step 4-2 : (BS = AAA)
DER(EAP-Res.(AT_RES, AT_MAC))

YEY=Z 21=o] A=W UICCE RESE ALt
3to] EAP "iZlo = HJth o] EAP 3l AT_
MACE 7Aikste] o] Rk

RES = f2x(RAND)

AAA AHE 218 RES9Y AT MACS A}2lo]
AAFet XRES 9} Hlw 7Sk

XRES = f2x(RAND)

Step 5 : (AAA = BS) DES(EAP-Success)
Step 5-1 : (BS = MS) PKM-RSP[EAP-Success]
Step 5-2 : (MS = UICC) EAP-Success

Q0Z WS AL 45 AZo] AEHoR
o]Fo|AW UICCSt T AH= MK(Master Key)
£ A4Sl PRF(Pseudo-Random number Func-
tion)$r=S o] &3l MKEHE K_encr, K_aut,
MSK(Master Session Key), EMSK(Extended Master
Session Key)E =3}y MK = SHAI(Identity ||
IK || CK)

PRF(MK) := K_encr(128bit), K_aut(128bit),
MSK(512bit), EMSK(512 bit)

448

=3 MSKE 7t ¥4 17ke] whde BSOllA
Agsle] T4 ] A 715 ik

WiBro 74 UE{ A EAP-AKA U5 2=
EZS A8sle] AR vESATEY] dE <l
I EYHoE 718 A=

o\

34.3 HHoMel EAP BEt 21F ’Sﬂ

UICCIX AKA HAFs F=3stal Tl EAP
Encapsulation/Decapsulations 3= J% Hxjolch
e S Aakg uIcCAA Fske -9 Hisz
g mAUFoR o] oA, Tidolx] EAP En-
capsulation/Decapsulation?‘i}ﬂ A8lA UICCOoA] 1+
2 CK, IK, Identity2Z MK % MSK, EMSK, K_
encr, K_aut 7|12 %3tk

Step 0. (MS = BS)
PKM-REQ[PKMv2 EAP Start]

Step 1. (BS = MS)
PKM-RSP[EAP Request/Identity]
Step 1-1. (MS = USIM) User Identity Request

Step 2 : (UICC = MS)

User identity Response

Step 2-1 : (MS = BS)
PKM-REQ[EAP-Res./Identity(User’s NAI)]
Step 2-2 : (BS = AAA)
DER(EAP-Res./Identity(AT_IDENTITY))
Step 2-3 : (AAA = AuC)
Authentication Data Request

Step 3 : (AuC = AAA)

Authentication Data Response

Step 3-1 : (AAA = BS)
DEA(EAP-Req.(AT_RAND,AT_AUTN, AT_MAC))
Step 3-2 : (BS = MS)
PKM-RSP[EAP-Req.(AT_RAND,AT_AUTN)]

Step 3-3 : (MS = UICC)

User Auth. Req.[AT _RAND,AT_AUTN,AT_MAC]
Step 39 Az} HEFHoZ o]FolXH UES
= Q15o] Adolt

Step 4 : (UICC = MS)
User Auth. Res.[AT_RES, CK, IK]
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Step 4-1 : MS = BS)
PKM-REQ[EAP-Res.(AT_RES, AT_MAC)]
Step 4-2 : (BS = AAA)

DER(EAP Res.(AT_RES, AT_MAC))

HES$A Q1Fo] HASHH UICC= ALk RES
#*T CK, IKE ©gE Al CK, IKE IS
922 CK, IK, IdentitygteZ MKE =311,
MSK, EMSK, K_encr, K_aut® A43%Th K_aut
712 Step 3 HFe] AT MACS 7A=3lal, Step 4
#4¢9] AT_MACS Akt

CK = f3x(RAND)
IK = f4«(RAND)

Step 5 : (AAA = BS)
DES(EAP-Success)

Step 5-1 : (BS = MS)
PKM-RSP(EAP-Success)

Step 53gol4 EAP-successZ IR EFH A&}
A UENIY A5 Q15T 7] GAL o F

o}7ie},

@ido A EAP ZZEZS F35hy] ufitol] T
o]EZ ol CK, IK 7|7} ©de] HE=Eo] MK
doA AAslE HHoE oks Aok
e ZA7F sk dck

ot 2,

¢

N.ZE

= A AR WiBro F4 WES|Ie] B

93 UICC 7]%+e] EAP-AKA 915 ZEEF
Zgsto 22 IEEE 802.16914 A|33l= RSA
i PKM Q15 Z2EFA AlFshs 9 Qs
PKM WAIX] H<l TEKS 953t 34, EAP <15
of 244 A, F4 73t vole 453} 7l ¥
T ot AptE FkE ZIke] UlcCe SHdsH
HAE Identity?} 453}t 715 o83t AREAte}
@ QS-S FAlol 4331, Pseudonym Identity
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] B =RoAE WiBro 74 YEY= B
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