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ABSTRACT

Digital watermarking of multimedia data is a very active research area that has enjoyed a considerable amount

of attention in recent years. In this paper, we propose an algorithm for embedding/detecting a fragile watermark

in MPEG-4 compressed video domain (Simple and Advance Simple Profiles). The watermark bits are put directly

into Huffman VLC-codespace of quantized DCT domain. The advantage of watermark embedding into the

compressed domain is the significant savings for a real-time implementation as it does not require a full

decoding operation. The watermark embedding does not change the video file size. The algorithm demonstrates

high watermarking capacity, thereby providing reliable foolproof authentication. The results of experimental testing

demonstrate that watermark embedding preserves the video quality. Watermark detection is performed without

using the original video.
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I. Introduction : Watermarking for
Video Authentication

Our work focuses on the design of a water-
marking algorithm for MPEG-4 video sequences,
coded in compliance with Simple and Advance
Simple Profiles of MPEG-4 standard. The pro-
posed watermarking scheme is intended for digital
video authentication.

Digital watermarking of multimedia data is a
very active research area that has received a con-
siderable amount of attention in recent years.
With MPEG-4 format becoming increasingly popu-
lar in multimedia applications dealing with video
creation and processing, the watermarking of
MPEG-4 compressed video data is a relatively un-
explored area. We also remark that, while there

has been a great number of studies focused on

authenticating digital images, comparatively little
work has been done for authenticating video. The
majority of published research on video water-
marking focuses on non-authentication water-
marking methods (mostly, robust watermarking for
copyright protection). A good watermark for hard-
authenticating of streaming video is still a re-
search problemm].

Evidently, the design and features of water-
marking software are governed by its targeted
application. In the digital video authentication, the
purpose of the watermark is to prove the video
ownership as well as to establish that the video
has not been tampered with. In the case of sur-
veillance applications, the purpose of a watermark
is to validate the integrity of digital data recorded
by the system, i.e., to prove that the video stream

is intact as originally recorded. The watermark
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must provide reliable authentication evidence (the
situation when digital video is used as evidence
before court can be an example of application),
and thus, ought to be fragile to any manipulation
or alteration of the content. The latter is com-
monly referred to as “hard authentication” and is
done by means of fragile and semi-fragile
watermarking.

The application scenario imposes certain re-
strictions and application-driven criteria on the de-
sign of watermarking software. Below we outline
general requirements and key elements for hard-
authentication watermarking that we pursue in our
algorithm development :

Foolproof authentication : the embedded water-
mark should detect any tampering/modification of
the original data.

Perceptual transparency : the embedded water-
mark should not be perceptible under normal ob-
servation or interfere with the visual content and
functionality of the multimedia.

Blind detection : it is not desirable for video
watermarking software to use the original video
during watermark detection simply because the
video files are usually of considerable size, and it
is not convenient to store them twice.

Security : it should be hard for an unauthorized
party who has full knowledge of the algorithm to
fake a valid authentication, to derive the authenti-
cation secret from the public data and knowledge,
or to undertake a malicious manipulation without
detection.

Low Error Probability : even in the absence of
attacks or signal distortions, the probability of
failing to detect the watermark when it is present
or detecting a watermark when, in fact, one does
not exist, must be very small.

Bit-rate control : the procedure of watermark
embedding should not significantly increase the
data rate of the watermarked video stream.

Computational efficiency : while allowing for a
useful amount of information to be embedded into
a visual image, the watermarking procedure
should be of reasonable computational complexity.

Thus, every effort has to be made to make its

implementation as fast as possible, which is nec-
essary for real-time applications, such as, e.g,
video servers in Video on Demand applications.
Implementation speed is also important when a
large number of video sequences has to be
watermarked.

Note that some of the requirements above are
in conflict amongst themselves (e.g., foolproof au-
thentication (high embedding capability) and per-
ceptual transparency (low image degradation)).
Thus, a good watermarking algorithm should seek
the optimal balance between the conflicting elements.

In this paper, we propose a scheme for fragile
watermarking of MPEG-4 compressed bitstreams.
The underlying method is the Least Significant
Bit (LSB) modification in the variable length co-
deword (VLC) domain, which is a computation-
ally efficient technique with a high embedding ca-
pacity and small-degree embedding distortion. In
this work, we propose a watermarking procedure
designed specifically to deal with MPEG-4 coded
video. The MPEG-4 VLC codespace is explored
for its watermarking capacity. Moreover, the pro-
posed watermarking procedure exploits the AC/DC
prediction mechanism which is an essential coding
tool in MPEG-4 standard, so as to ensure the
perceptual transparency of the watermarking signals.
Extensive experimental testing has been conducted
to verify the performance of the proposed algorithm.
Furthermore, the practical implementation of the
method is investigated. As the result, the compu-
tational efficiency and the use of the memory are
essentially reduced to the feasible minimum to
satisfy the requirements of real-time embed-
ding/detection.

The remainder of the paper is organized as
follows. In the next Section, we give an outline
of the basic mechanisms used by MPEG-4 stand-
ard in video compression and briefly overview the
relevant results in the area of the digital video
watermarking. In Section 3, we present our water-
marking scheme. We describe the main features
of the proposed algorithm along with its practical
implementation and discuss the experimental

results. Concluding remarks are given in Section 4.
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. MPEG-4 Compression and Watermarking

We start by briefly outlining the basic mecha-
nisms used by MPEG-4 standard in video-
compression.

MPEG-4 Coding scheme employs the following
guidelines:

1) An RGB-to-YCbCr conversion is performed
for color domain, followed by sub-sampling
of Y and Cb/Cr components.

2) A DCT transformation into frequency domain
is applied to each video block (8x8 pixels)
of each component (Y, Cb and Cr), the 8x8
blocks are grouped to form 16x16
macroblocks.

3) Quantization is applied (with different quan-
tization scaling for different frequencies),
DC/AC prediction is done, and Run-Length
Coding(RLC) is performed with the scan or-
der being defined by DC-prediction mecha-
nism (zig-zag order, vertical scan or hori-
zontal scan).

4) Motion compensation exploits temporal re-
dundancy by attempting to predict a frame

from a previous reference frame.

MPEG-4 provides two basic coding modes: Intra-
Mode and Inter-Mode. In Intra-Mode (I- frames),
both the spatial redundancy and irrelevancy are
exploited with block based DCT coding, quantiza-
tion, run length and Huffman coding. Only in-
formation from the picture itself is used and so,
every frame can be decoded independently. In
Inter-Mode (P-/B-frames), the temporal redundancy
between the pictures in a video sequence is taken
into account. A macroblock-based motion estima-
tion between two successive images is done al-
lowing a motion compensated prediction of the
current picture. The residual (the difference be-
tween the predicted image and the reference im-
age) is calculated, DCT coded, quantized and
VLC coded. The motion vectors describing the
motion of the blocks are also encoded with VLC.

As far as the bitstream structure is concerned,
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an MPEG-4 video sequence is divided into a ser-
ies of GOVs(Group of Video Object Planes),
where each GOV contains a series of frames, or
VOPs(Video Object Plane): a single I(intra)-
frame followed by a sequence of P(predicted)
-frames and B(bidirectional)-frames (the latter ap-
pear only in Advanced Simple Profile). Under
SP/ASP, a VOP corresponds to a complete video
frame of rectangular shape.

The additional coding tools used in Simple
Profile are Short Header, AC/DC Prediction, 4 MV/
Unrestricted MV, Video Packet Resynchronisation,
Data Partitioning and Reversible VLC. The tools
of Advanced Simple Profiles comprise those used
in Simple Profile plus H.263/MPEG-2 Quantization,
Global Motion Compensation, Quarter-Pel Motion
Compensation and Interlace.

For more details on MPEG-4 video standard,
we refer an interested reader to MPEG-4 doc-
umentation (ISO/IEC 14496-2" and ISO/IEC JTCl/
SC29/WG11™),  “The MPEG-4 Book” by T.
Ebrahimi and F. Pereira and “H.264 and MPEG-4
Video Compression: Video Coding for Next
Generation Multimedia” by LE.G. Richardson'".

The advantage of watermark embedding into
the compressed domain is the significant savings
for real-time implementation as it does not require
a full decoding operation. It is very often im-
practical or, indeed, simply unfeasible to decom-
press and then recompress the entire video data,
due to both high storage capacity requirements
and the processing time escalation. A general wa-
termarking scheme for video compressed domain
operates as follows: the compressed video stream
is parsed by the watermark embedder, video is
partially decoded to identify and expose the syn-
tactic elements of the compressed video data for
watermarking, and the watermark is inserted.
Thus, recompression is also not necessary after
the watermark has been embedded.

It should be stressed that digital video is not
merely a sequence of images displayed at regular
time intervals. One of the issues of concern is
high spatial correlation between successive frames.

In most cases, successive frames of video are not
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independent and have a high degree of similarity.
Watermarking in the compressed stream can be
seen as a form of video editing in the com-
pressed domain. Needless to say, such editing is
far from trivial to be practically realized. In addi-
tion to the basic, well-known problems for image
watermarking (such as, e.g., adjusting the local
strength of the watermark according to the proper-
ties of the human visual system without accessing
the fully decompressed video), new, video-specific,
issues emerge. In particular, we face two major
problems here. Firstly, watermark embedding must
be tied tightly with a compression method. This
coupling not only restricts the portability of the
watermarking algorithm, but also imposes limi-
tations caused by the bitstream syntax and coding
algorithm. It also should be ensured that the wa-
termarking embedding process does not increase
the output bit-rate beyond the allowed threshold.
The second issue is to prevent the distortion in-
troduced by the watermark to propagate from one
frame to another one. The MPEG standard relies
on motion prediction and any distortion is likely
to be propagated to neighboring frames. Namely,
drift occurs when (spatial or temporal) prediction
is used and a predictor is modified without ad-
justing the residual to compensate for the new
predictor. The accumulation of such propagating
signals may result in a poor quality video, and
motion compensation can be seen as a constraint.
A watermarking technique must be designed to
prevent the distortion from spreading and accumu-
lating, which is currently a prominent challenge
for compressed-domain watermark embedding. For
additional information on challenges of video wa-
termarking, we refer the interested reader to com-
prehensive surveys on multimedia/video water-
marking: Doerr and Dugelaym], Langelaar et
al.m], Li and Yuan [29], Lin et al.m], Nicholson et
al.[36], Swanson et al. [40], Zhu et al it

While there has been a good deal of studies
devoted to video watermarking, the watermarking
for MPEG-4 video is a relatively new area with
many open issues and challenges. The water-

marking in dequantized DCT-domain has received

much attention due to its potential for robust wa-

termarking (especially, as applicable for copyright

protection): Bas et al o Qiao and Nahrstedt
B7IB8 - Celik et al!”, Hartung and Girod 2",
Alattar et al.m, Cox et al.m, Arena et al.“ﬂ, etc.

There has being a number of research studies on
watermarking in quantized DCT domain of MPEG-
compressed video: Langelaar and Lagendijkm],
Barni et al.m, Doerr and Dugelay“sl'm], Simitopoulos
et al.”.

In this study, we pursue the problem of com-
pressed-domain video watermarking in VLC domain.
The watermark signals are inserted directly into
variable length codewords used for entropy encod-
ing in the quantized DCT domain. Our work has
been inspired by the ideas for watermarking in
compressed bitstream that previously appeared in
the literature on digital multimedia watermarking.
The data hiding in VLC domain is a well-estab-
lished watermarking technique. Undoubtedly, it
owns its popularity to its superior computational
efficiency, which is a primal concern in the re-
al-time applications. In recent years, there has
been a number of research studies devoted to the
design and discussion of the video watermarking
schemes operating in the VLC domain.

Berger II and Mobasseri' ! employ the
“VLC mapping” approach that relies on a certain
redundancy of the VLC space. In particular, the
VLC codewords used in a bitstream are mapped
to the outside of the used codespace but within
the original VLC table and the watermark is em-
bedded into a bitstream as forced bitstream errors.
The algorithm is tested on JPEG-images. Mobasseri
and Marcinak™' extend the latter approach to
MPEG-2 video. Because of the very limited un-
used capacity of the MPEG-2 VLC codespace, the
approach of the one-to-one VLC codeword map-
ping turns out to be unsuitable. Instead, the au-
thors come with the idea of mapping a pair of
the original VLCs used in the same 8x8 block to
an unused pair. The significance of looking at
pairs of VLCs is that there is a considerable
number of code pairs that do not appear together
in one block. As in the case with JPEG-water-
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marking, the watermarking scheme is lossless. It
is also noted that for the “VLC mapping” ap-
proach to work, the watermark decoder must pos-
sess the knowledge of the original, not water-
marked VLCs. Furthermore, the forced bitstream
errors introduced by watermarking may obviously
affect the visual quality of an image. To lessen
such an effect, the mapping procedure has to be
designed with a special care. The computational
complexity of both usedfunused VLC codespace
generation and VLC mapping are two important
factors that should be taken into consideration, es-
pecially if large data streams are expected to be
watermarked in real-time.

In our work, we follow the approach when wa-
termark data is embedded into the VLC code-
words by forcing the LSB of their quantized level
to the value of a watermark bit. A VLC is con-
sidered suitable for watermarking if it can be
paired with another valid VLC that has the same
last/run-values and the level difference of one.
This approach has been suggested and im-
plemented by Langelaar et al® for MPEG-2
bitstreams. In recent years, there has been a num-
ber of studies confirming the successful realization
of this technique in digital multimedia water-
marking, in particular for JPEG images and
MPEG-1/2 video (see e.g., the works by Fridrich
et al.m], Cinalli et al.“S], Liu and Chang [3”).

Cross and Mobasseri"”

implemented a more so-
phisticated realization of LSB modification in
VLC domain technique for MPEG-1/2 bitstreams.
In particular, they have suggested an approach to
derive the watermark data from the video itself so
that the watermark data cannot be pirated. The
proposed algorithm uses an I-VOP from the pre-
vious GOP to watermark intra-coded blocks in the
current GOP. The video tampering or frame re-
moval can be pinpointed unless two frames are
removed. From the computational point of view,
the algorithm demands a double bitstream-decoding
pass through a complete GOP: first, to establish
its watermarking capacity (defined by the number
of watermarkable VLCs), and then-to actually em-

bed a watermark. Lu et al.”® have devised a
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frame-dependant watermarking scheme that oper-
ates in the VLC domain and uses a special filter-
ing mechanism for choosing quantized DCT co-
efficients to watermark. The algorithm operates on
a macroblock level and the filter is based on the
mean level value of a macroblock. The algorithm
is basically an LSB modification (apart from the
cases when the watermarked VLC falls out of
VLC codespace, and has to be substituted with
the closest valid VLC). The length of water-
marked VLCs doesn’t need to match the original
one, but the mechanisms to control bit-rate are
introduced. Hwang et al.® proposed an error de-
tection method for real-time video communication by
the means of watermarking VLC codes. In particular,
a special pattern is embedded in LSBs of selected
quantized coefficients, and both DC- and AC-co-
efficients are considered eligible for embedding. The
method has been tested on H.263- coded data.

Our primal goal has been the design of a frag-
ile compressed-domain watermarking scheme com-
pliant with MPEG-4 coding standard (Simple and
Advance Simple Profiles), as well as the inves-
tigation of the watermarking capacity of the VLC
space. The proposed algorithm heavily relies on
the MPEG-4 video compression method, and, to
the best of our knowledge, pioneers the applic-
ability of the VLC domain watermarking techni-
que with file size preservation to MPEG-4 coded
bitstreams. The implemented method demonstrates
the good watermarking capacity, the perceptual
transparency of watermarking signals and high
computationally efficiency. Furthermore, we exploit
the fact that the watermarking procedure does not
change the bitstream size. Namely, in using both
the video frame size and the time of the record-
ing as the parameters in the watermark data gen-
eration we find a useful tool to fight watermark

pirating.

m. MPEG-4 Algorithm for MPEG-4
Video Watermarking

3.1 Structure and Main Features of Algorithm
Our watermarking scheme is a data-hiding algo-
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rithm that works in the bitstream domain of
MPEG-4 encoded video, i.e. a watermark is in-
serted directly into the compressed bitstream. More
specifically, watermark bits are introduced into the
MPEG-4 bitstream via the Least Significant Bit
(LSB) modification of quantized DCT coefficients
(the method is also known in the literature as
watermarking by Parity Bit modification, see, e.g.
Langelaar et al.”). Our algorithm operates on the
bitstream level of MPEG-4 coded video - the
lowest level domain, where we deal with 8x8
blocks of quantized DCT-coefficients. During the
embedding process, the data to be watermarked
are extracted from the stream, analyzed, water-
marked and placed back into the stream.

The main features of the proposed water-

marking algorithm are as follows:

1) Embedding and detection are performed
without fully decompressing the video stream.

2) We chose to use I-VOPs only in our water-
marking scheme. As the lack of the refer-
ence I-VOPs makes P- and B- encoded
frame information unusable, this is well-jus-
tified, especially when GOVs are small
There has been a good deal of studies and
argumentation to support this approachmJ'BSJ.

3) Watermark is inserted into quantized fre-
quency domain of luminance components.

4) The watermarking procedure preserves the

bitstream length.

At the system level, our watermarking software
mimics MPEG-4 decoder: the video bitstream is
parsed through the watermark embedder/detector;
the headers are fully decoded; I-VOPs are identi-
fied and submitted for watermark embedding/
detection. According to MPEG standard, I-VOP is
coded as the sequence of 16x16 macroblocks
(MB); each MB comprises six 8x8 elementary
blocks: four Y-blocks(luminance) followed by
Cb-/Cr-blocks(chrominance). In our algorithm, the
Y (luminance) channel is chosen to host water-
mark data. The watermarking signals are em-
bedded into the LSB-plane of the quantized

AC-coefficients of luminance blocks. For each
8x8 luminance block, after decoding quantized DC
coefficient, we perform a procedure, as prescribed
by DC/AC-prediction mechanism, to establish the
scan order for AC coefficients (if necessary).
Next, quantized AC coefficients are scanned one-
by-one till the end of block is reached. Note, that
in MPEG-4 there is no compulsory EndOfBlock
indicator. Thereby, in the case when resync mark-
ers are absent, the only way to reach a block is
to completely decode all preceding blocks, on a
bitstream level.

The watermark data is a sequence of 0/1-$bits.
The watermarking algorithm treats an I-VOP as a
collection of 8x8 luminance blocks, that are proc-
essed sequentially. The algorithm’s objective is to
incorporate one watermark bit per each block.
Given a block, the algorithm operates on a set of
quantized AC-coefficients that are declared suit-
able for watermarking for this block.

According to MPEG standard, the quantized
AC coefficients are coded by the means of
Run-Length Coding (RLC) mechanism. The en-
tropy encoding method can be either Huffman or
Arithmetic encoding. In our work, we deal ex-
clusively with Huffman encoding. MPEG-4 stand-
ard allows both Variable Length Codes (VLC)
and Fixed Length Codes (FLC). The latter are
used in case of Short Video Header, as well as
in a situation when Escape mode 3 is used
(Table B-18 in [1]). The Huffman codeword is
the string of 0/1-bits. The codeword bitstrings are
unique in the sense that no codeword may be a
prefix of a bitstring for another valid codeword.
The Huffman codewords translate into RLC-triples
of the (Last, Run, Level)-form, where Level is the
non-zero value of the (currently coded) co-
efficient, Run is the number of zero-value co-
efficients that immediately precede the current co-
efficient in the block, and Last € {0, 1} in-
dicates whether the current coefficient is the last
non-zero coefficient of the block.

Letxdenote the family of all feasible 3D RLC
events (Last, Run, Level) to code an intra AC-co-

efficient in compliance with MPEG-4 standard.
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Table 1. Examples of 1cRLC events

RLC RLC length (Last, Run) Level LSB of Level
010101s 6 0
010011s 7 ©.0) 7 1

0000011 0 01101s 31 1
0000011 0 01100s 14 ©.0) 32 0

Let H denote the family of all valid Huffman co-
dewords (i.e., RLC space) used by MPEG-4 for
intra AC-coefficients encoding (Tables B-16, B-18,
B-19 and B-21 in [1]). We use [(x) to denote the
length of Huffman RLC codeword forx& X. By
the virtue of feasibility, /(x) > 0, for anyx& X.

Definition 1. An RLC eventx= (F, R, L),xE X, is
called label--carrying RLC event (IcRLC event)
if there exists an RLC event x’ = (F, R L’},
x’ €x, such that
i) L’ € {L-1, L+1};

Gi) I(x) = I(x’).
An event x’ is then called a co-RLC event for

event X.

Table 1 gives two examples of IcRLC events.
Namely, two pairs of label-carrying (Last, Run,
Level)-events are given. The Huffman codeword
for the corresponding event is presented in the
first two columns, where the column 1 gives the

[T

codeword itself (the symbol “s” represents the
sign bit) and column 2 indicates the codeword’s
length. Columns 3 and 4 present the event, and
the last column specifies the value of the Level’s
LSB. Note that the Huffman coding is in accord-
ance with MPEG-4 standard:
events is coded by Table B-16 in [1] whereas the

events of the second pair fall under Escape mode

the first pair of

1 (Escape ‘O’ coding type) and are coded by
Tables B-16 and B-19 in [1].

The proposed watermarking method operates as
Within a block, the
through suitable for watermarking AC-coefficients
targeting for an IcRLC event. When an IcRLC

follows. algorithm goes

event is found, the algorithm watermarks it by
the following mechanism: if the LSB of a co-
efficient (i.e., of the level of an RLC event) is
the same as the watermark bit to be embedded,
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then there are no changes made; otherwise the
original 1cRLC is switched with its co-RLC event.
In our watermarking scheme, the set of suitable
candidates for watermarking is formed based on
the number of consecutive non-watermarked blocks
preceding the current block. In particular, at the
outset of I-VOP watermarking, we set the value
of Skipped Blocks Tolerance (SBT).

We are now ready to present a detailed de-
scription of our watermarking algorithm. The pro-
posed watermarking software imitates an MPEG-4
decoder: the video bitstream is parsed; the headers
are decoded; video elementary stream packets with
coded I-VOP data are detected. The I-VOP is wa-
termarked by sequential processing of macroblocks.
Only luminance blocks within the macroblock are
the blocks
unchanged. Specifically, for each I-VOP, the algo-

watermarked, chrominance stay

rithm performs as follows:

Algorithm wmIVOP
Input: MPEG-4 coded I-VOP
Output: Watermarked I-VOP

Step 1. Subject to a given I-VOP, generate the
sequence W = (W[i])i:ﬁ, Wil € {0,

1} of watermark bits.
Step 2. Parse I-VOP bitstream, decoding macro-
blocks headers and identifying luminance
blocks within each macroblock. For each
luminance block B; do the following:
Step 2.1 Decode quantized DC-coefficient.
Step 2.2 Identify block scan order by performing
the reverse of DC-prediction mechanism.
Step 2.3 Form the set of AC-coefficients eligible
for watermarking for this block.
Step 2.4 Set block status as “open”.
Step 2.5 Till block is completely decoded:
(i) Perform Huffman decoding of the next non-
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zero AC-coefficient.

(i) If the block is open and the decoded co-
efficient is eligible for watermarking, go to
Step (iii); otherwise go to Step (i).

(iii) If the coefficient produces an 1cRLC event,
force the LSB of the levelto the value of
a watermark bit, W[i mod X] (if the LSB
coincides with a watermark bit there are
no changes; otherwise the current 1cRLC
event is switched with its co-RLC event),
and declare the block “closed”.

Below, we briefly discuss the performance of
Algorithm wmIVOP.

3.1.1 Generation of watermark data (Step 1)

The watermark data is a sequence of 0f1-bits
to be embedded into I-VOP, at most one bit per
block. The length of the sequence (X) should be
sufficiently large. Watermark data is generated
subject to a given I-VOP by the means of a set
of hash functions and cryptographic procedures
with a secret key. The secret key is generated on
the basis of I-VOP size, the user-defined pass-
word and I-VOP recording timestamp data.

We also note that the security of watermark
embedding procedure can be further strengthened
by employing simple procedures to make the wa-
termark data more dependant on the VOP content,
such as the dependence of a watermark bit for
the current block on the previously (non)water-
marked blocks; the dependence of the watermark
location on the block content (especially when
there is a choice of an IcRLC event to water-
mark), etc.. Those easy to realize procedures
would add extra precaution against watermark pi-

rating in an attempt to produce forged video.

3.1.2 Determining the block scan order(Step 2.2)

The scan order for AC-coefficients is estab-
lished based on the value of ac\ pred\ flag as de-
coded out off the macroblock header and (if

applicable) the mechanism of DC-prediction.
The latter can be efficiently executed as demon-
strated by the following Property:

Property 1. Reversing DC-prediction requires to
keep in memory at most (w+2) DC-values from
previously decoded blocks, where w denote the
VOP’s width in 8x8 blocks.

Proof. The procedure of Step 2.2 performed
for a given block requires the knowledge of the
DC-values of three adjacent blocks. Let A;; denote
a macroblock, such that 0 i< W,0 = j< H,
where W and H denote the frame width and
height, respectively, in macroblocks. Furthermore,
let A_/[ac, y],x,y €{0, 1}, denote 8x8 luminance
blocks of macroblock A, ;

A[0,0] A[0, 1

A1, 01 AJL, 1]

Then at the outset of decoding a macroblock
AM, it suffices to have in storage the values of
DC-coefficients as used for DC-prediction for the
following blocks:

{ A [Lz]|zef0,1},0 <i<i } U
{ A [Lz]llzefo 1),i <i<W JU
{ A’_L/,[O, 1] }U{ Ar‘—l./'—l[l’ 1] }

After the decoding of each block its DC-value
goes in storage by replacing the DC-value of its
top-left diagonal block:

current block A4 [0,01 A [0,1] A [1,01 A [L 1]

top-left A LA (1,01 A [0 1 A[00

i-1-1

diagonal block

Thus, the DC of block AU[:E, yl,x,y €10, 1},
replaces the DC of block A/ . _[5,3}], where
0=1 and 1 =0. We leave it /t/ol the reader to
verify the correctness of the above argument. By

the above procedure, the Property follows. ®

3.1.3 Identifying
watermarking (Step 2.3)

AC-coefficients eligible for
As mentioned earlier, at the outset of I-VOP

watermarking, we set the value of Skipped Blocks
Tolerance (SBT).

465

www.dbpia.co.kr



S EASFB|=FA] 06-4 Vol.31 NodC

Let z be the number of unwatermarked blocks
(i.e., the blocks that Algorithm wmIVOP failed to
watermark) immediately preceding the current block,
and let SBT denote the preset value of Skipped
Blocks Tolerance. Set Define the matrix U={u
[¢, 71} ijeo,..mas follows: if 2z < SBT, then set
U= U, otherwise set U= U’. An AC-coefficient
cli, 51,0 <4,5 <7, is declared eligible for
watermarking if u[7, j]=1.

Obviously, the main idea behind the above ap-
proach is to avoid changing the AC-coefficients
of the block’s first row/column, as those (and on-
ly those) coefficients could be used for AC-pre-
diction for the blocks yet to be decoded. In ef-
fect, this is our measure to avoid the spatial
propagation of watermark throughout the re-
mainder of I-VOP as well as the temporal drift
throughout the GOV. By extensive testing, we
have chosen to set the value of SBT within
[7,15] interval.

=
Il
coocoococoo

R REREREReREO RPHREREPEERRO
il e el sl el el el el e
JE S S g el e e e )
el e el e e e e el el el el )
R RRRRRR PRREREeREEREERO
= e e e e e e R R = O

= e e e = R = O

Il
e e S S e Ny

3.1.4 Watermark Detection

The watermarking scheme of Algorithm wmIVOP
enables the watermark detection/extraction without
the use of an original (non-watermarked) video
sequence, i.e., the video authentication is done by
“blind detection”. Indeed, the watermark data is
generated based on the parameters that remain
unchanged. Therefore, the detection procedure can
be viewed as the embedding algorithm that goes
through the Iuminance blocks of I-VOPs and

seeks to insert a watermark. If there are no
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changes to be made (all watermark bits are al-
ready in place), than the detection procedure re-
ports successful output.

3.2 Experimental Results

An extensive series of experiments was con-
ducted to examine the performance of the pro-
posed watermarking scheme on real-life video
sequences. The tests were aimed to investigate: 1)
the watermark capacity, i.e., the watermarking in-
formation hidden in the picture should be suffi-
cient for reliable video authentication; 2) the wa-
termark fidelity, i.e., the watermark should not be
noticeable to the viewer nor should the watermark
degrade the quality of the content. We tested the
algorithm on MPEG-4 bitstreams supported under
SP/ASP. The tests were conducted for various
video image sizes (in pixels): 640x480, 320x240
and 160x112. The video sequences contained
smooth areas, textured areas and sharp edges.

For our algorithm, the watermark capacity is
evidently determined by the population of IcRLC
events in bitstream. Our experiments support the
known observation'" that the 1cRLC events are
fairly uniformly distributed over the DCT-spec-
trum, and thus, each non-zero AC coefficient has
an equal probability of being watermarked. Note
that, when an AC coefficient is coded in FLC

mode!"

, the operation of LSB substitution with
preserving the codeword length is trivially exe-
cuted (under the obvious proviso that Escape
mode 3, Table 18a/b in [1], is prohibited for
combinations listed in Table 16 in [1]). Thus, our
prime concern is VLC codespace. According to
MPEG-4 standard (tables B-16, B-19, B-21 in
[1]), there exist plenty of 1cRLC events. To be
exact, 38% (64 out of 169) of VLC-events with
Last=0 are IcCRLC events, and 6% (6 out of 93)
of VLC-events with Last=1 are IcRLC events
(both Escape mode 1 and Escape mode 2 are tak-
en into account). This fact justifies our expect-
ations for the high capacity of the proposed wa-
termark-embedding scheme. The quantitative re-
sults of the empirical evaluation demonstrate that,

indeed, the algorithm embeds an ample amount of
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watermark data to provide reliable hard authentication.

Evidently, a block with more non-zero AC-co-
efficients has more chances of being watermarked.
We will refer to an 8x8 Elementary Block (EB)
of quantized DCT coefficients as non-empty if it
contains at least one none-zero AC-coefficient,
and empty, otherwise. Furthermore, we use a term
of “lc-EB” for an Elementary Block that contains
at least one IcRLC event. Our tests show that the
watermarking capacity of VOP appears to be
strongly dependent on two factors: (i) the amount
of non-empty EBs in I-VOP and (i) the pop-
ulation of IcRLC events. These two factors are
highly correlated, though some abnormal exceptions
can take place, as we observed. Obviously, one of
two major constraints on the presence of
non-empty EBs in I-VOP is a bit-rate. The other
constraint is the VOP content itself. In particular,
smooth areas are coded with only one or a few
DCT-coefficients, and thus have little chance to
be affected by watermarking. Hence, the water-
mark-carrying capacity strongly depends on the
presence of edges and textured areas in the video
content. This, in fact, explains why the watermark
capacity may vary greatly from GOV to GOV in
the same bitstream.

The video sequences chosen for our ex-
perimental tests came from two sources: the series
of sample MPEG-4 coded benchmark clips and

the video recorded in real-life conditions by a

Table 2. The numerical results of test

DVR system. The sample benchmark clips were
used to test the behaviour of the algorithm for its
capacity and fidelity under different conditions
and for various video data parameters. Table 2
portraits the numerical results of our testing. The
first two columns give the image size in pixels
and the recording bit-rate. The third column
shows the percentage of non-empty EBs in
I-VOP; the fourth column gives the percentage of
IcRLC events (only AC values are taken into ac-
count, DC values are ignored); the fifth column
reports on the percentage of lc-blocks (i.e., the
blocks that contain at least one IcCRLC event and,
thus, can be watermarked if the corresponding
AC-coefficient is declared eligible for water-
marking); and the last column displays the out-
by Algorithm
wmlIVOP, with the value of SBT=10.

As the data from Table 2 shows, the VOP’s

watermarking capacity may vary dramatically.

come of watermarking done

Our main subject of investigation has been wa-
termarking of real-life video bitstreams produced
by a DVR surveillance system. In particular, we
conducted the exhaustive testing of video data
coded with the following characteristics: (i) image
size (in pixels): 320x240 and 160x112, bit-rate in
the range of 200-500Kbit/s, and (ii) image size:
640x480, bit-rate in the range of 0.9-2.0 Mbit/s.
All sequences were coded at 30 frames/sec, with
GOV size being set to 30/60 VOPs. The experi-

size bit-rate % al;}]??[jl/c(’f;ejff s non iCewf)‘f; EBs mlfn ]L[Trs;f(/E EB;?s

(pixels) (Kbits/s) (%) (%) (%) (%)

160x112 200~500 0~5 25~30 78~85 50~65
320x240 800~900 0~5 20~25 65~75 25~35
320x240 800~900 6~15 13~20 20~30 7~11
320x240 300~500 10~15 23~25 43~53 15~20
320x240 250~350 13~20 27~31 60~70 32~35
320x240 900~1000 15~20 15~18 20~45 6~15
640x480 1200~2000 15~30 22~25 45~52 16~19
320x240 600~800 20~23 25~28 75~80 27~30
640x480 800~1000 30~35 20~25 45~55 11~20
640x480 900~1200 45~50 10~11 15~20 3~8

320x240 800~900 50~55 14~15 30~32 5~6

320x240 800~900 50~75 6~11 13~23 5~10

www.dbpia.co.kr
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ments demonstrated that Algorithm wmIVOP gen-
erally produced 15-30% watermarked blocks per
intra-coded VOP, which has been accepted as
very satisfactory.

The advantage of LSB embedding is that it al-
lows high perceptual transparency as the water-
mark embedding yields perceptually invisible deg-
radation in the image quality. Furthermore, by the
choice of eligible-for-watermarking AC coefficients,
the proposed algorithm takes a simple precaution
to avoid the temporal/spatial propagation of water-
marking artefacts. Accordingly, the practical experi-
ments with the various MPEG-4 streams demon-
strate that watermark embedding preserves the video
quality. The informal subjective tests show that the
perceptual impact of the watermarking is negligible
as watermarking does not introduce any perceptible
artefacts, and the embedded data is invisible under
normal viewing conditions. Furthermore, we have
conducted PSNR(Peak-Signal-to-Noise Ratio) analy-
sis to numerically measure the distortion effect of
watermarking on video quality. The PSNR was
calculated on the uncompressed luminance channel
for I-VOPs of the original(compressed but not
watermarked) video sequences and the compressed-
and-watermarked sequences. The PSNR [dB] is
defined as follows:

255

PSNR = 20log,,

where x and x_ denote the luminance values in
original and watermarked frames, respectively, and
N stands for the total number of pixels. As an ob-
jective quality measure, the average PSNR above 40
is generally considered a solid guarantee against per-
ceptible errors in realistic scenarios. For all video
sequences watermarked by Algorithm wmIVOP with
SBT=10, the computed PSNR values were above
40 (all observed PSNR fell in the range [44,62]).

IV. Conclusion

A scheme for fragile watermarking of MPEG-4
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compressed Dbitstreams was developed and imple-
mented. The underlying method is LSB mod-
ification - a computationally efficient embedding
technique with a high embedding capacity and
small-degree embedding distortion. The water-
marking procedure works in strict adherence to
MPEG-4 coding standard and preserves the in-
tegrity of the MPEG-4 stream. Moreover, the bit-
length of the stream remains unchanged. The em-
bedded watermark can be used for video authenti-
cation and protection against tampering.

The proposed algorithm demonstrates a good
level of security, as both preparation of the wa-
termark payload and watermark insertion are
guarded by the means of cryptography and origi-
nal routines for watermark generation/embedding.
Moreover, the watermark signals are made frame-
dependent in a continuous manner(and thus, de-
feating frame-averaging attacks).

Embedding and detection are performed without
fully de-multiplexing the video stream. The algo-
rithm requires bitstream parsing and only minimal
decoding as only inverse entropy encoding must
be executed. Furthermore, the use of memory is
essentially reduced to the feasible minimum. As
the result, the algorithm demonstrates high compu-
tational efficiency which is necessary for real-time
practical applications and also when a large num-
ber of video sequences must be watermarked.
Since there are no lossy operations after water-
mark embedding, the watermark will exist intact
in the quantized coefficients when the detection
process is carried out. The watermark will remain
intact across different user platforms and inter-
faces, as long as no recompression is performed.

The embedded watermark does not appear to
be perceptible under normal observation, as well
as it does not introduce noticeable artefacts into
video content and functionality. The watermark
extraction/detection does not require an original
file, i.e., the video authentication is done by
“blind detection”.

Obtaining theoretical bounds on the watermark
capacity/fidelity for the LSB modification in quan-
tized DCT domain as well as the further explora-
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tion of RLC codeword space of MPEG-4 com-
pressed bitstreams is an interesting topic that de-
serves further study. Another issue for future work
is an extension of the developed technique for wa-
termarking inter-coded data of MPEG-4 video.
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