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ABSTRACT

This paper extends Diameter AAA Protocol to provide secure communication channels between Mobile RFID
Service Components and distinct service based on user’s QoS level authorization. This paper supposes 900MHz, which
is the target RF for Mobile RFID Forum and supposes RFID phone, which equitted with RFID reader. By using
extended Diameter AAA server, user is authenticated, authorized and provided dynamic security associations between
Mobile RFID Service components. The types of security associations are as followings:between RFID tag and RFID
reader, between RFID reader(phone) and MobileRFID Service Agent, between phone and OIS, between phone and

OTS and between phone and Accounting/Financial server.
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