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ABSTRACT

This paper describes a design of AES-based CCMP(Counter mode with CBC-MAC Protocol) core for IEEE
802.11i wireless LAN security. To maximize the performance of CCMP core, two AES cores are used, one is
the counter mode for data confidentiality and the other is the CBC mode for authentication and data integrity.
The S-box that requires the largest hardware in AES core is implemented using composite field arithmetic, and
the gate count is reduced by about 27% compared with conventional LUT(Lookup Table)-based design. The
CCMP core was verified using Excalibur SoC kit, and a MPW chip is fabricated using a 0.35-um CMOS
standard cell technology. The test results show that all the function of the fabricated chip works correctly. The
CCMP processor has 17,000 gates, and the estimated throughput is about 353-Mbps at 116-MHz@3.3V,
satisfying 54-Mbps data rate of the IEEE 802.11a and 802.11g specifications.
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Regi_fileol] AA% % CCMP Fol+= Regi_file]
dloJe]E 2]o] encapsulation AL sl L
A5 thA] Regi_fileo] A& CCMP ool
4] encapsulation Z}Ho] EipH ARM EZARX=
AHB W25 E3|| Regi_fileol| AAE F3r “f32e
8d7a_dad544b2_53e3862e_ab283399”, “labb5191_
5f833b75_b9a3dc89_d339df87"} MIC #t “a2ef03
5d_570c0d9c_df7aebf0_87a0f096" & ¢} E23c}

CCMP=2] decapsulation 2}gell gt 7= A=
a7 133} #ow, 23 A3} encapsulation I
o 2 Fsh PAFE welTT glon, w4
Akl AAE MIC #} CTR w22 53] 3%
HMIC o] EgE el 73 gle] dlo]ele]
Al qlsE Ae s F ok o]9} o]
CCMP Foi9] sf=glof/izese] 53 AS5S &
4 AAE CCMP Fole] =e]7)%oe] AHAMA
TS gl

0.35-um IDEC MPW FAH°o= A=kl 38 PC
o} ole{so]23}e] logic analyzerZ E|A~EZF A3}
= 2 149} zom, i “00112233_44556677_
8899aabb_ccddeeff”ol] w3l F3F “f32e8d7a_da

d544b2_53e3862¢_ab283399"7} EHE o] =2]7|%
o] AA F2kgke- Falsldct

o

2 =rollMe T4 e
3}o] IEEE 802.11i Eol|4] AHelsla 9l+ CCM
Eﬂig] ‘%;(—10] fg]_E 01]01 /H7;ﬂo”

stk *474151 CCMP Fol&= dloJe]e] 7[HAS ¢
gk CTR EE=9} AMA} Q53 724 A5 Sl
CBC R=2] x| F709] AES ¢35 Fo|= v
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f1 84 44 08 ab ae a5 b8 fc ba 80 33
Plaintext Datal = 00112233_44556677_8898aabb_ccddeeff
Plaintext Data2 = 01234567_89abcdef_fedcbad8_76543210

* CCMP test mpdu *
* Al = 0f-g2-e1-28-ab-7c DA A2 = 50-30-f1-84-44-08 SA»
* A3 = ab-ae-ab-b8-fc-ba BSSID SC = 0x3360 *
* Key ID =0 -
* TK =00 01 02 03 04 05 06 07 08 09 0a Ob Oc Od Oe Of *
* PN = 0xbb038776e70c *
# 802.11 Header = 08 48 c3 2c 0Of d2 el 28 ab 7c 50 30 *
® *
* *

*

CCMP : ENCAPSULATION MODE

-

cipher textl = f32e8d7a_dad544h2_53e3862¢_ab2583399
cipher text2 = 1abb5191_5f833b75_b%a3dc8b_d339df 67
cipher mic = cdaBacifb_001b1e31_99e3afda_3e0f0ded
mic = a2ef035d_570c0d9c_df Faebf0_87a0f 096

R
ok ook %

CCMP CORE ENCAPSULATION DONE

Select 0.Enc 1.Dec :

2] 12, CCMP Z°¢]9] encapsulation == F2} A3}

- CCMP test mpdu -

0f-d2-e1-28-ab-7c DA 42 = 50-30-f1-84-44-03 SA
ab-ae-ab-b8-fc-ba BSSID SC = 0x8380

=S *
= “

=0 *

=00 01 02 03 04 05 06 07 08 09 0a Ob Oc Od Oe Of

= 0xbh039776e70C *

802.11 Header = 08 48 ¢3 2c Of d2 el 25 a5 7o 50 30 *
1 84 44 08 ab ae ab b6 fc ba 80 33 *
Plaintext Datal = 00112233_44556677_8398aabb_ccddeeff -
Plaintext Data2 = 01234567_88abcdef_fedchad8_76643210 *

T T
-
=

* CCMP @ DECAPSULATION MODE *
* plain textl = 00112233_44556677_8899aabb_ccddeef f
*« plain textz = 01234067_83%abcdef _fedchad8_76543210
= Decrypted mic = a2ef035d_570c0d8c_df 7aebf0_87a0f 096
« Computed mic = a2ef035d_570c0d8c_df Taebf0_87alf 096
* *
* CCMP CORE DECAPSULATION DONE *

Select @ 0.Enc 1.Dec :

72 13. CCMP #419] decapsulation XE 52+ A3}
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