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ABSTRACT

Security in WPAN is one of the most fundamental issues to overcome the barrier of wireless environment.
Although piconet security mechanisms have been defined in the WPAN standards, many remains open and are
left for implementation. Koinonia is a high-rate Wireless Personal Area Network (WPAN) technology, and is
developed for multimedia traffic transmission in personal area. In Koinonia WPAN, a piconet consists of one
master and more than one slave, and piconet security mechanisms is not defined at all. Therefore, we propose a
robust piconet security mechanism for secure communications between slaves in a piconet. Based on security

requirements analysis, our proposed protocols are shown to meet the security needs for Koinonia high-rate
WPAN.
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