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Modification of User Authentication Protocol
for Partial Anonymity in the GSM System
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GSM(Global System for Mobile communications)<> % A|AollA 7} dlZA]4l o] 5FAl ZFEo2A, mnrld
ARSALEOIA o] A HeElAds Algghch 22y GSM Al 2Hle AMARISI F MS(Mobile Station) 2]
IMSI(International Mobile Subscriber Identity)gte] =E=|o] AREALE AHAAH R o1Esr & ¢l A 7KK
glt) By o]zt AZEAS 5] s8] 71E2] GSM ARERlelE Eﬂiﬂ] 78S < W3 HAY
Z0 2], IMSI %2 HLR(Home Location Register) 23E] <}33lsle] Aghoaxn IMSIZH] =38
HLRO 2J3] #E" dEH=Z /MAte] IMSIZFS AHSEES dlo] obddt AF&XMZ S Alggich w3 Algh v
AUZNAM= 1Al ololt]E o] 43le] AMEALY] HAS Xﬂ%ffa WEk olzl, 7]E2] GSM AMARIG ZREF
o] A= VLR o] VLR 7F] Fx5 WA @a dAE F4ske] weE AMARISS Aledch
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ABSTRACT

GSM(Global System for Mobile communications) provides mobile users with portability and convenience as
the most popular standard for mobile phones in the world. However, GSM system has the problem that can’t
normally authenticate a user by the exposure of IMSI(International Mobile Subscriber Identity) of Ms(Mobile
station) during the user authentication procedure. In this paper, we propose secure user authentication by
preventing the exposure if IMSI via transfer the encrypted IMSI from the HLR(Home Location Register) and
making the only network entities verified from the HLR use the IMSI value, as the modified mechanism based
on the original user authentication protocol to solve this authentication problem. Also the proposed mechanism
provides fast user authentication without changing the architecture between new VLR and old VLR in the

original GSM user authentication protocol as well as user’s anonymity by using a temporary ID.
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