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Abstract

The general packet filtering system using TCAM has some limitations such as range and negation rules
filtering, so this paper proposes efficient searching schemes than existing methods. CRG(Converting Range rules
using Gray code) algorithm, in the case of range rules, that takes advantage of the gray code and TCAM
characteristics to save a number of TCAM entries is proposed, and a "TCAM(TCAM with negation) architecture
for negation rules is proposed, implemented using a FPGA design tool, and verified through the wave
simulation. According to the simulation with the SNORT rules, the CRG algorithm and »TCAM save TCAM
entries about 93% in IPv4 and 98% in IPv6 than the existing method.
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