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ABSTRACT

For an experiment in this paper, designed test bed to secure confidentiality of data and safe transmission
that Mobile node exchanges in Mobile network. And, For IPsec use that support basically in MIPv6, modeling
and experimented IKEv2 protocol that is used for reliable authentication key management and distribution
between End Point. When Mobile node handoff in Mobile network, analyzed effect that authentication key
re-exchange and limited bandwidth that happen often get in key exchange. And studied about Performance and
latency about authentication setting and exchange process that use multi interface.

To conclusion, when Mobile node transmits using IPSec, re-authentication of key confirmed that re-setting
by limit of bandwidth that existent Mobile network has can be impossible. According to other result, proposed

MN’s multi interface is expected to minimise key exchange latency by hand-off when transmit IPSec.

I.ME AL IE dsla olgsiAl #7 glo] BAlE
S 9 277 wow alek 2el} WA Al
o] 5541 FE3 FR Qlsle] T4 UES=A & o] o)Foz gk H&e| A} S o
AA| o] FFAIAT Aol TAFe] Ft A 71 2o FAHE 2w Q) wk FA S el
¥ R dTE AREXAATREY 20054 1T7]1327]15ATA 94K (05-7]12-015) 2.2 3= gl5uT)
* ZgoiE . AW R 535 ryu@gwangju.ackr), ** FFostanl A B EA18) (ghkim @ gwangju.ac kr)

wek Pk A2 ) BEA12EE (dkim @ chonnam.ac.kr)
= F CKICS2006-04-168, AUzl 120061 49 119, FHF =A<z} 20061 109 269

1085

www.dbpia.co.kr



g2 A18}3] 3= %-4] 06-11 Vol.31 No.l1A

Mobile IP AREAP} Eoldel] wa} /AR B
o] FHellA A wiAle] Fid R <lal] Ml F
kL A ek o] ARk e R IPSec B
IR o] Aol %73}t vk e ISl
ok glmox 23 e o)FAd i 7Y
Zoll IPSec> Addt oWl =g 7Fx|aL glaL IPve
2] EA44F Auto-Config urations 7] wiitell 41
W Q15 Hels A T4 A o devl=
Binding Update %1 si71¢] Bl Fofxle] xZw
olglo] o]= sAslaal sl wile] IKEv2elth
wEpd] 71E AdAE T4 WES A IKE2E
o]-g3tuAlgt 7 Asks EdEE At «
3t 7] A VEQA7) viF= Gk AR A
TFale] AA & A EAE S 9l EAR o
g AR AlAShs AL syl
webi] 2 el Al UESE el
ol EAS AT 5 glEE AkEl MIPv6(Mobile
Internet Protocol version 6)5 ©]-&3le] A1 HE
AzE 7= F 0 Bl wFAUZoR AEEE
IPSec(IP Security)oll gt WES= 7+ dledZo]
7] aghe] wlx= oS FARBIAL ko] o]FA
Aote= AlERE AlEHeldE F8 EEE AES
shelalglel! o) & Fa) dlolele] Halo] o]k
o AAXE FAIE 4 deA s wE W=
ool Wik M= FoME AHgo] rEIAE
2L Eslo] vEY=9] o
qFo] 7] w3hE WS w] 7)X]= <ol gt s

A

K

o
3
.
p

I. IKEv2 7l g7 &8

Mobike= 3+ 3~E7} t}49] IPE 4285k 7
S} IPSecEgollA] Zrlolu} white] oAz
A3l 1P F4=o] WAe] HWAs= 735, ol& |3}
o IKEv2 ZREZS FRAslr] 98] 74% IETF
AZ2Folck A Aduek ok ] 73S
o]u}[ll][IZ].

-3k 3~E o multiple IP 47} £
-IPSec37 ol Z o]} mobilityE 18k IP 5~
A WA LA

AH7Pss sp] 912 el el

2] MobikedlA] A7 R hsl= A
RS /l
FolA glew 7] <lSapdel didh Fi2 w A

1086

Ediloz ol glck A vESIZ AA A AlgE
=]zl 71 A= VPNeth webA] g e=e}
Awzke] Bale e Adeld ARkEch a3 1
2 Mobikeell tHEh 71384 3 tjzpelo|cp7IHl

Address Notification
P From the most preferred to the least preferred

I
¢ i
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» No traffic for some time
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=[] : optional
SK{--} : encrypted & integrity protected with key SK

2| 6. Phase 1 314

s responder
HDR, SK{SA, Ni. [KB].
[Tsi. Torl (CREATE CHE - HDR. SA{SA, Nr. [KEr]
Lsima L T
(CREATE_CHED SA_reaponse)

= [--] : optional
SK{--} : encrypted & integrity protected with key SK

2| 7. Phase 2 34

%] 6, 7 el e 2k AEEE szl A
S70 sk WAE wolol ek FAlo] FFs
3.

MN \—\\ + MIPv8. IPSec

+ Authentication By IKEv2

U%i\ i 'Ef‘ihdwng

o
IPv6 Based

Ol % g ?:4 g\ Internet

B4 83
]

{Hore Agent) {App \cat\on Servar)

38 10, o AEAE AL wems] Y 2 g

www.dbpia.co.kr



)

21
S|

=8 MIPv6oll 4 IKEv2 Q1% w3t »dl 9 A%

s

V. A

I
I

B el AYWAE uag ow 74
ol glem s o]k AlEHeld vES=
¢l SSFNET(Scalable Simulation Framework Network
Models) & ol galsic). =t 719 A5e S48
2]al] NIST(National Institute of Standards and Techno-
logy)2] NIIST(NIST IPSec and IKE Simulation Tool)
2 olg3je] 7] Dol wAE =, S
2% ok Y B Slal TEY M ==
oF AA] 78l vES =0T

%ol w2

Net1®} Net2+= F4 vEY=] Y
Az} 2 s AFetw EHs] $lE

100MbpsS} 1Mbps® A% thelZe Aaledct o
£ Net1®] eo} mojel wew ohE weh g4
ulE efste] AAESY] wite|ch Netl®] $4E
(L:1)7} Net2d] 3~E2:1)9} FAIS A2 o 7t
Zke] 219 SG(Security Gateway)Z “d# =] o#]
Atk

Netl3} Net3-> HE] ¢lg]go]|AE o]&sle] 7]

aEES we] AAAZke SAsa, mhkd =
P ol& &3l A FAlsh=dl A= ARk
g3zl s Ak

mﬁ@mm

I

V. 4

n2_|'

iI.ELI

J
< ="

2% 9oll4] Net19] ®uld =7} Net22] A8
o A<Le A9 71 A D= IPSec A 271

5, SA 27] A ARl initghs AEshs 7
e —"'Lr”%]'ﬁil A AR e A
4 7] 5, Re-KeyingS 743151tk A3 dlole|]
TS Slste] 201 oS AFsta 2r1EE
ol AA" wirpA e FHE Fske] A

1. A95 ¥ KEv2 7] 2713} 9 A 34 24

Initial Delay Rekeying Delay

Bandwidth|Phase 1|Phase 2|Phase 3|Phase 4|Phase 1|Phase 2|Phase 3|Phase 4

100MB | 0.464 | 0.262 | 0.300 | 0.100 | 0.300 | 0.100 | 0.301 | 0.100

1MB | 0.266| 0.473 | 0.100 | 0.309 | 0.100 | 0.582 | 0.100 | 0.994

Initial Delay
Second
0.500
0.400 |
0.300 B —————100MB
0.200 [ Toom e
0.100 F
0.000 L L L Phase
Phase 1 Phase 2 Phase 3 Phase 4

23 12, R we 27] A4 347

Aol A7 BAske] mgkt) wiRwtow sk Al
e AA| oz FEsle] Al IPSec dlolE]
AE AL Flsiick

X 12 100Mbps®} 1Mbps A% tdZL 7ixl
Al 3o o8] 4% A4 glolck 4% 1A
e 2 ol3l 3AREIZIAIRE BABIICE Ag =
713t FAollx] 100Mbpst Qldl Haghem ok
0.46%0] o5 AAE F mro} o Alo]of|x] A

Assla AT A9 oF 03] Hdgke 7
t}. o]E5 ®™ Phase 194 AP enjd=r) Ay
Hglou), AAAQL it AR s A
o7 A% A%EE 24S ¥tk a2t 1IMbps
ool QIZThge whe A7k ﬁﬂ-iﬁ°ﬁ
W A 3

Hel A A W FA)7

29 1051 9 1 %¢Wﬁ%%%M%
a2 338 Zlolrh. 13 10el4] ® UW“‘
o7 b o174 F2| Phase 42 W3 3k
Aol7t i BolFar glrh

I3 102 dYgERE %8 IPSecs AZ3517]$3l
7] 27] AR w3t < =437 Ao}

13 1104 B5o] IMbpsellx] =327} ukAy
ghebd QA e Azte] L HeA HER
A= ezl dofuls kel HokHSE =T
B 71E 2E d oln] B A|9e Held

;‘L_l

AA wlelE & Fae 34

SRl g%%ﬂ—g— 3l 9= ¥ 8 F AEEAE

www.dbpia.co.kr



g2 A18}3] 3= %-4] 06-11 Vol.31 No.l1A

Rekeying Delay
Second

1.200
1.000 A
0.800 [ ’
0.600 ==
0.400
0.200

——— 100MB

RS

0.000 ‘ ‘ ‘ Phase
Phase 1 Phase 2 Phase 3 Phase 4

T2 13, e Fel w7 AR S

Second

0.500
0.450
0.400
0.350

0.300 F
0.250 [

0200 F

0.150

0.100 | v \-

0.050 RS
0.000

—e—initial
—=®—Rekeying

Phase 1 Phase 2 Phase 3 Phase 4

a7 14, 7] 2713t 2 A

ARge] ofel g Zlog Hlth

T WA dger Hy QlEde]~E o83k A
Aztolcl. 23 9ollx] Netl®] =EH}Y Ty}
Net39| Aol A& 735 24 A 2hEle] HE
7F sledl 14 2heErt Esls o 2heEE oW
o2 w3ty o] 71E St AlLAQl
IPSec AFo] 7la3l=s AARKIL weba o]y
gk AE P2 Hol A W;MelA] HF =HoH o
Yo xy} WA= A7kl thgl AR HEES
43 8% AR oHck

AAE E 1& o]83le] 100Mbps HF HdF
o] IKEv2 7] 7|3t 4 A A BA%E 1
A=z Fejs vepd 712 23 120]ch 13 129
A 719 Al wERe 2718 AEA R AdH o R
AR owkE e A} 7] AxEellA] Phasel
o] SAAA AL AgkE el QlEuje]AE o4
gk 71E8 BH7)E FEelsla A w3sle Aol A
5 FkelM F o ZEaHYS el

I3 133 ARE S AAR oM s AA
who g FEslo] MNI} IPSeco2 4% CN A}
ole] FTP A% 45 AT shdo|rh. A+A
o4l MNo] SG(Security GW)2} AFH 32 E3)
A d=slel BSPE A3ty ole EaS Els)
At

1090

J84 (Untitied) - Ethereal (L=l

Eile Edit View Go Captuwre Analyze Statistics Help

BEeee DU xd3 dapr0 3 ¥ EHBEBR

[ Eitter. . < Expression... | 3 Clear| 4 4
|T\me |Saurce IDesnna(mn |=rumcul |mfu =]

506 01.452850  B5ffe:2e01:20:20::5 3ffe:2e01:20:20::1 ESP  ESP (SPI=0x00005IB5)
307 91.453857 : ESP (SPI=0x00003d55)
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T 1 ]
b Frame 3322 (1510 bytes on wire, 1510 bytes captured)
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- Internet Protocol Version 6
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