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Word Level Multiplier for GF(2™)
Using Gaussian Normal Basis
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ABSTRACT

This paper presents a new word level multiplier over GF(2™) for elliptic curve cryptosystem. The proposed
multiplier uses Gaussian normal basis representation and produces multiplication results at a rate of one per
[m/w] clock cycles, where w is the selected word size. We implement the proposed design using Xilinx
XC2V1000 FPGA device. Our design has significantly less critical path delay compared with previously proposed

hardware implementations.
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Ak FA17] 2T4+(1+ [loga(w+1) 1)Tx wm+m w(3m-1)/2 3m parallel
pLMO"™ Ty+(1+ [loga@m-1) 1)Tx w(2m-1) w(2m-2) 2m serial
MO™ T,+(1+ [logom 1)Tx wm w(2m-2) 2m serial
AEDS™! Ty+( [loga2m-1) 1)Tx w(m-0.5w +0.5) w(3m-d-2) 2m serial
XEDS"! Ty+( [loga@m-1) 1)Tx w(2m-w) w(2m-0.5w-1.5) 2m serial
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