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ABSTRACT

In this paper, we have analyzed a simulation model of Slammer worm propagation process which caused
serious disruptions on the Internet in the year of 2003 by using NS-2. Previously we had presented and analyzed
Abstract Network to Abstract Network(AN-AN) model being modified from the Detailed Network to Abstract
Network(DN-AN) of NS-2. However, packet analysis in AN-AN model had a problem of taking 240 hours to
simulate the initial 300 seconds of infection. We have reduced the AN-AN model to save the simulation time
and analyzed total 3.5 hours of the network congestions within 107 hours. Moreover, we have derived optimal
quarantine rate of 0.0022 considering service outage of network devices caused by the heavy infected traffics,
which was not taken into consideration in previous works. As the result of simulation, Although the inbound
traffic at the Korean international gateway was back in normal conditions at 4,787 second, due to the revese

direction saturation was maintained until 12,600 seconds, the service outage was persisted for 3.5 hours.
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