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ABSTRACT

Recently, according to being advanced internet, mobile communication technique, Telematics environment
which users in vehicle can use internet service in LAN(Local Area Network) via mobile device has being
realized. In this paper, we propose the remote user authentication protocol to solve these issues. Additionally, we
use biometrics(fingerprint) for our user authentication protocol cause it can provide to avoid critical weakness
that can be lost, stolen, or forgotten and to make authentication easily. In our user authentication protocol, to
protect the biometric we use session key which is generated from master key distributed in our key distribution
protocol. In particular, we propose secure protocol between APs considering weakness of security in mobile
environment. Based on implementation of our proposed protocol, we conform that our proposed protocols are
secure from various attack methods and provide real-time authentication.
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