DB ris

== 07-32-12-05 241313 =-%] °07-12 Vol. 32 No. 12

Hn

SIP P2P 23} ®Ix| & ¢t
o= 9 SDP %3} 7] 23k 7|y

FH9 A AT, 2080 A SR, ERe A oA 4 A A e
A9 9 F A, = o 5

A Session Key Exchange Scheme for Authentication and
SDP Encryption to Protect P2P SPIT in SIP

Yujung Jang* Associate Member, Souhwan Jung*® Lifelong Member,
Jaesic Choi*, Jaeduck Choi* Associate Members, Yoojac Won**, Youngduk Cho** Regular Members

2 o
& =reldE SIP 7[HEe] VoIP wdellx] REAE = Sle 2 13lel disl] Ak ol & Adtsbr] gls UA
oF 2] Au] Zlell qlF ¥ SDPE FEdlRt 5 gl 7] W& 7S AlQkEith 7| HTTP tolAlAE Q152
3 A A e AREAE Q1SS 98 v W challenge 3k ZFsllof stEg W wAX] w3t o] Q=

SDPel| g 7|UAE AlF3kA] edech Ak 7| £ =l 248 23 $8S Ads] 28 55 23
oA A mkAE] 7] 2 Z7] nonceS 3Bl o] 7S Q1= 7] W k53 7|2 FEs AMEEleE 5 AA A
challenge ¥t A&l whd wAA] w8 33} SIMIME <= TLS A4 A] HAsk= eHsl=s & 5 glch

-

Key Words : SPIT, VoIP &®, 7| &t ¢IF, SDP &35t

ABSTRACT

This paper analyzes spam threats and proposes key exchange scheme for user authentication and SDP
encryption to protect potential spam threats in SIP-based VoIP services. The existing HTTP digest authentication
scheme exchanges many message because challenge is sent for every establishment of the session and doesn’t
provide a confidentiality of SDP. To protect SPIT, our scheme exchanges initial nonce and a session master
key for authentication and SDP encryption during registration. In our scheme, the challenge and response
procedure is not necessary and the communication overhead is much less than applying S/MIME or TLS.
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