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Design and Implementation of a Worm Detection System
Using SSDT (System Service Dispatch Table)
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ABSTRACT

The specific host or the server is appointed as a goal and the server has the network breach type in an
attack to the individual system or the service which the corresponding system provides to the attack about the
wide area network service providing with a change. Moreover, as the speed of the network infrastructure is
increased and the performance of the servers is improved, the speed moreover gets raged with the propagation
velocity of the attack damage. Accordingly, as to the worm, the fast attack of the on characteristic real-time is
predicted. Therefore, in this paper looked, it tries to design and implementation of the worm detection system
for protecting the network infrastructure from the attack through the worm.
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oldZwWriteFile = (ZWWRITEFILE)SYSTEMSERVICE(ZwWriteFile);

oldZwOpenFile = (ZWOPENFILE)SY STEMSERVICE(ZwOpenFile);

oldZwCreateFile = (ZWCREATEFILE)SYSTEMSERVICE(ZwCreateFile);

oldZwQueryDirectoryFile = (ZWQUERYDIRECTORYFILE)SY STEMSERVICE(ZwQueryDirectoryFile);
oldZwCreateSection = (ZWCREATESECTION)SYSTEMSERVICE(ZwCreateSection);
oldZwMapViewOfSection = (ZWMAPVIEWOFSECTION)SYSTEMSERVICE(ZwMapViewOfSection);
oldZwSetInformationFile = (ZWSETINFORMATIONFILE)SYSTEMSERVICE(ZwSetInformationFile);

]

38 3. e Azl F Aus g5 FRE A

(ZWWRITEFILE)InterlockedExchange ((PLONG)&SYSTEMSERVICE(ZwWriteFile),(ULONG)old-
ZwWriteFile);
(ZWOPENFILE)InterlockedExchange((PLONG)&SY STEMSER VICE(ZwOpenFile),(ULONG)oldZwOpenFile);
(ZWCREATEFILE)InterlockedExchange(PLONG)&SYSTEMSERVICE(ZwCreateFile),(ULONG)old-
ZwCreateFile);
(ZWQUERYDIRECTORYFILE)InterlockedExchange((PLONG)&SYSTEMSERVICE(ZwQueryDirectoryFile),(
ULONG)oldZwQueryDirectoryFile);
(ZWCREATESECTION)InterlockedExchange((PLONG)&SYSTEMSERVICE(ZwCreateSection),(ULONG)old-
ZwCreateSection);

(ZWMAPVIEWOFSECTION)InterlockedExchange((PLONG)&SY STEMSERVICE(ZwMapViewOfSection),(UL
ONG)oldZwMapViewOfSection);

(ZWSETINFORMATIONFILE)InterlockedExchange((PLONG)&SYSTEMSER VICE(ZwSetInformationFile),(UL
ONG)oldZwSetInformationFile);

T3 4. Az E s ] F4F ) A2 £ Apla g4 FaE HEd

NTSTATUS status;

PUCHAR szProcessName;

PEPROCESS CProcess;

CProcess = (PEPROCESS)PsGetCurrentProcess();

szProcessName = CProcess->ImageFileName;
status = oldZwWriteFile( /2N 3TE2Z |- AIAH 22 A= =A%
FileHandle, Event, ApcRoutine, ApcContext, IoStatusBlock, Buffer, Length, ByteOffset, Key);
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DebugView on WWSONYNOTE (local)

File Edit Capture QOptions Computer Help

FHE QA= R BBT 57 #

# Time Debug Print o
a 0.

1 0.00000331

2 0.00000782

3 0.00001 173

4 0.00001620

5 0.00002039 Start-----

6 0.000027 SSDT Change Successtul!l

7 005991907  ZwOpenFile was Called by [explorer. exe]

8 0.06073984 ZwCreateFile was Called by [atizevxx.exe]

9 0.06075186 ZwSelinformationFile was Called by [atiZevix.exe]

10 ELDE\ZSSM ZwhWriteFile was Called by [ati2evxx.exe]

1 ZwCreateFile was Called by [explorer.exe]

12 D«DGBW?QI 2ZwCreateFile was Called by [explorer.exe]

13 0.06377598 ZwCreateFile was Called by [explorer.exe]

14 D.06382962 ZwCreateFile was Called by [explorer.exe]

15 0.06386482 2ZwOpenfFile was Called by [explorer.exe]

16 0.06407658 ZwCreateFile was Called by [explorer.exe]

17 0.05412934 ZwCreateFile was Called by [explorer.exe] ¥
< 4 s 4 i . >

<
2 6. Az 2 mEl ool =ejol A4 F
BUEE o
e} =
Azdoz olgolzich tiujels

Talol =
instDrv? 2 o] 83l ZEalelon] tiulo)A =
gtolnfell A EH3le WAXE B3 =T
DebugView™' 2 218519},

o2 216, 72 Aoz 2=y Axrd 2
BUEE Egtolwe] vAx] £ s}lo|r}.

3.6 SSDTE o|=dt & E|

£ =EdA A2tg SSDTE o148 4 24 Al
2~®]-2 GSR(Gene of Self Replication)!’ 7%=
£3te] g EAste WS Algdit B =7
ol| 4] A =Fsk Al2~Ee] ] &) A S Suks)ls
fste] A= A8 Fde 7] Aste] Ao
=9 tdE2] oA exe FU-E ol 39| entry
FolEle] W3kA]e] A2 ol © )& [-Worm.Xanax

o

7148 49 GSRTZE o] 4slsion, 99 A2
922 9 % 19 2§ ® 19 A A
NtOpenFile Al2~®1Z2] j18 9] 12+= tjd ]
=< YeRIth o] b2 NtCreateFile A ~® &
S 35F o AMEET o] A WA T WA A
2] A" 22 9] code generation F-¥-of 3
k. NtOpeFile®] &3] 12 u HAH
NtQueryDirectoryFileoll Al Al-8-= v Al WA ] #
A A= code integration -l swzc) 2W
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2~ ¥9lE WEE 5HA NtCreateSection®] input
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+= AAYER NtMapViewOfSection A] 2~ €0
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24 Feo} = Alo]| 27} input argumentel] }E}
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vebd of fo] 27| BAlE 3] fd A=
e &A1} 7besteh o]k A2H 29 7 in-

put argument®} output arguments 2 3}o] Al

9 2% BUEY FoRA AY] BA} Y
mel 9o A @+ 9des & 4 ok

¥ 1. 'Worm.Xanax A|2~8] F
system calls input argument output argument
1 |NtOpenFile 100020h {24,0,42h,0,0,"\??\c:\Virlab\"},3,33 ---12,0h,1) result=0
2 INtC Fil 80100080k {24,12,42h,0,1243404,”Xanax.exe"},0h,128,3,1,96,0,
t t
reaterte 0-,68,0h,1) result=0

3 |NtOpenFile {OX[OOOOI {24,0,0x400,0,"\?N\C:\WINDOWS\""},3,16417 12,{0x0,1}

4 |NtQueryDirectoryFile |12 0,0,0,1243364,616,3,1,"<.exe”,0 {0x0,110}

5 [NtCreateSection Oxfoolf 0h,0h,2,134217728,68 72

6 |NtMapViewOfSection |72 -1,0h,0,0,{0,0},0,1,0,2 0x980000,0,0,36864
24,0,40h,0,1242788,"\?N\C:\WINDOWS\Clac.exe"},0h,32,0,

7 |NtCreateFile 0x40110080 : bl 52,{0h,3})

5,100,0
8 |NtSetInformationFile |52 1241948,8,20 J {0h,0}
9 |NtWriteFile 52 0,0,0,"Mz\220\0\3\0\0\0\4\0\0\0\377\37+--\0",33792,0h,0 {0h,33792}
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