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ABSTRACT

In this paper, we propose that an Application Model for Multicast Security. In the multicast environment
supporting group security, where is a multicast group has a single group key for itself and a new group key
is required whenever member ship in the group, an efficient and secure way of transmitting a new group key
is required whenever member ship is changed. To support this requirement, there has been a lot of on-going
researches(GKMP, SMKD, Iobus, MKMP) on multicast group key management, dynamic member ship
management. However, they have some problems of not being scalable and efficient for a number of leaving
member. It is suggested that new network management scheme which adopts the active network technology to
solve the problems mentioned above. Active networks are novel concept in network architecture in which
network switches perform customized computation on the messages flowing through them. Multicast Group ky
management model based on active networks is expected to resolve the problems which cannot be handled
efficeently in most of existing passive network model. And, we propose the use of lightweight X.509 for

Access Control Model in mobile multicast.
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5 k). A7 dREHAEA g ARE
CSI(Certifiacte Status Information)2}iZ &}v], CRL
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5.4 0lF HEIFHAE #ZAolMel HZ Hof
=z2e8E5E I8t lightweight X.509

ARSARe] A2 W'RE R3] figt A2AlY
ZRESS AR fRlHes FA5RE A
A2k AT A3 Al E5A]] Alad AN
2 Hele AZE HRFEAMIAE Bxoz itk
o5 e olF HeAE M AR
lZa] #HAlo] Heslch r|Ee] X500 TEEFL
o]% HWEANAEE A% Bt 55l HisA
ANl g 4= X500 WH49] QlZA] AL
vjehdc].

AZAe] FFIFALLS 1988 ITU-T7F X.5092)
Z7] WAL ZE3Ig 199330 WA 2E ukEs}t

E 4, X509 WA 42] Q1
Table 4. authentication of X.509 version 4

T=v finc
Version ik
Serial Number FAHE
A AZA ARE A% AeRdT
Signature 2z Az
Issuer wegzle] o)F
Validity FA7PHAAA £5Y)
Subject 2Rk ol

Subject Public Key Info

Issuer Unique Identifier

A5 T AR
WAE FASHE Alda)
AR FAISR APt
QA Ave 98 28R &
22)Z OID

F7Hd £4

TS S

Subject Unique Identifier

Signature Algorithm

Extensions

Signature Value

E 5. o)F HelslaE #5049 lightweight X.509 213
Table 5. lightweight X.509 Authentication in mobile
multicast Environment

d=r g
Issuer waz)e] o] 2
Validity &7
Subject 2-8a19] o)1=
FPArE B
Issuer Unique Identifier
a AR
ARt BASRE
Subjdet Unique Idenfifirer
e Az

o, 199513 o} Zi= ISO/IEC 9584-89] £4]
o} A T WL =loigheh 1997 A= WA 30)
wEsEglen], 20009 WA 47} waEEe] o)
olzx glrk g2 $19 QAFME wpgoz o%
delAE M A3l o) HeplAE 3
olx3¢] lightweight X.509°]c}.
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